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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
37.26.148. 199 | srael 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn drop 18

58. 218. 204. 245 Chi na 147.237.76. 177 ncore.idf.il |JLM Under Attack_Con_Tcp dr op 2

123. 164. 227. 204 Chi na 147.237.76. 44 e.refuah.idf.illJLM Under Attack Con Tcp dr op 2

192. 99. 37. 215 Canada 147.237.76. 34 yohal an.idf.il |B ack List drop 1
79.179.169. 18 | srael 147.237.77. 216 dover.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |SgnaI ure Devi ce Action |Oount

184. 168. 46. 74 Lhited Sates 147. 237. 72. 166 aka.idf.il [5670: HITP. SQ Injection (SELECT) B ock 6
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Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Massage Devi ce Action |Oount ‘
77.87.228.70 Ger many 147.237.77.216 |dover.idf.il drop First packet isn't drop 133
83. 243. 48. 55 Ger many 147.237.77.216 |dover.idf.il dr op First packet isn't drop 96
91. 195. 162. 254 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't drop 30
92.247.181. 29 Bul garia 147.237.77.216 |dover.idf.il drop First packet isn't drop 7
86.104. 161. 7 Pal estinian Territory, Qecupied |147.237.77.176 |matpash.idf.il drop First packet isn't drop 6
80. 246. 133. 208 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 5
37.26. 148. 199 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 4
157.55. 39. 131 Lhited Sates 147.237.77.216 |dover.idf.il dr op First packet isn't drop 3
84. 95. 208. 20 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 3
212.117.143.250 |[lsrael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 3
109. 253. 217. 204 |[Israel 147.237.72.166 |aka.idf.il dr op First packet isn't drop 2
77.138.52.97 France 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
212. 143.142.56 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
176.13. 11. 124 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't drop 2
109. 226. 40. 40 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
177.134.105. 235 |Bazil 147.237.77.216 |dover.idf.il dr op First packet isn't drop 2
109. 253. 147. 174 |l srael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 1
5.22.129. 231 | srael 147.237.72.156 |anan.idf.il drop First packet isn't drop 1
180. 97. 106. 37 Chi na 147.237.0. 17 mny-kosher-kravi .idf.il drop SAMrul e drop 1
197.164. 181. 144  |Egypt 147.237.77.216  |dover.idf.il drop First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.77.176 |matpash.idf.il drop SAMrul e drop 1
109. 253. 208. 149 |l srael 147.237.72.166 |aka.idf.il dr op First packet isn't drop 1
180. 97. 106. 161 Chi na 147.237.0. 15 kosher-kravi .idf.il dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.72.166 |aka.idf.il drop SAMrul e drop 1
77.127.79. 208 | srael 147.237.72.156 |anan.idf.il drop First packet isn't drop 1
176.13.3. 10 | srael 147.237.72.156 |anan.idf.il dr op First packet isn't drop 1
85. 130. 190. 227 | srael 147.237.72.156 |anan.idf.il drop First packet isn't drop 1
64.233.172. 155 Lhited Sates 147.237.77.216 |dover.idf.il dr op First packet isn't drop 1
180. 97. 106. 161 Chi na 147.237.76. 42 refuah.idf.il dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.72.217 |e.idf.il drop SAMrul e drop 1
109. 64. 14. 243 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 1
141.212.122. 37 Lhited Sates 147.237. 0. 200 mu. i df.il dr op drop 1
66. 249. 65. 153 I srael 147.237.0. 33 idf.il drop drop 1
180. 97. 106. 162 Chi na 147.237.77.74 lawidf.il drop SAMrul e drop 1
169. 229.3.91 Lhited Sates 147.237. 76. 38 eeneitav.idf.il dr op SAMrul e drop 1
212. 235. 64. 137 | srael 147.237.76. 42 refuah.idf.il drop First packet isn't drop 1
141.212.122. 38 Lhited Sates 147.237. 0. 200 ndu. i df.il dr op drop 1
91. 113. 174. 162 Austria 147.237.77.216 |dover.idf.il dr op First packet isn't drop 1
74.82.47.54 Lhited Sates 147.237.0. 33 idf.il drop drop 1
183. 129. 160. 229 |Chi na 147.237.76. 38 eeneitav.idf.il drop SAMrul e drop 1
169.229.3.91 Lhited Sates 147.237. 76. 86 navy.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
37.26.149.229 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 95
46. 19. 86. 154 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 26
37.26.146.184 |[Israel 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code Bl ock 15
84. 95. 208. 20 I srael 147.237.77. 226 \f/W\:AII chamat z. aka. i d Ml tiple Unauthorized URL Access from 84.95. 208. 20 B ock 6
176. 13. 226. 132 |l srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 5
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt Bl ock 4
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . il Mil tipl e Unauthorized URL Access from 84.95.208. 20 B ock 4
46. 19. 86. 82 I srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock 3
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il [Miltiple Unauthorized URL Access from 84.95. 208. 20 Bl ock 3
66.249.81.212 |lsrael 147.237.77.216|dover.i df .i | Distributed Waut horized LRL Access on waw idf.il/error.htm B ock 3
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Ml tiple Unauthorized URL Access from 84.95. 208. 20 B ock 3
79.179. 39. 17 I srael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to waw i df . il/ N NO- Ty B ock 3
66.249.81.215 |[lIsrael 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm B ock 3
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 Bl ock 3
60.118.193.9  |lnited Sates |147.237.72. 166 |aka. i df . i | Dstr buted tau ot zed d'\e"fata:??.;(s);)xmom UL on Bock |2
157.55.39.131 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed UR. Access on waw idf.il/error.htm Bl ock

207. 46. 13. 30 Lhited Sates |147.237.72.156|aman. i df . il Uhaut hori zed URL Access to waw anan.idf.il/robots.txt B ock

84. 95. 208. 20 I srael 147.237.77. 226 \f/W\:AII chamat z. aka. i d PHP Att enpt B ock 2
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unauthorized URL Access from 84.95. 208. 20 Bl ock

84. 95. 208. 20 I srael 147.237.77.233|atal .idf .il Mil tiple Unaut hori zed URL Access from 84.95. 208. 20 Bl ock
89.248.140.16 |Netherlands  |147.237.72.166|aka. i df .|| mmm:v“;‘;rii jff?lcb;mh‘;;’gm rfrio);u 1 b yunsel ect quest i onnai re. aspe |B K 2
109. 253. 206. 13 |l srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 2
84.95.208.20 |Israel 147.237.77.234|hal ag. i df . i | PHP At t enpt B ock
66.249.76.63  |Israel 147.237.72. 166 |aka. i df . i | %&gﬁﬂféﬁqﬁﬁf& - Protocol violation None 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/mai n/giyus/ pi wi k. php [Bl ock 1
220. 255. 183. 134|9 ngapor e 147.237.77.216|dover.i df .i | Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
203.127.96. 220 |9 ngapore 147.237.77.216|dover.idf .i | O stributed Wnaut horized URL Access on waw i df.il/error. htm Bl ock 1
104. 128. 144. 131|Canada 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ redi rect . php Bl ock 1
66.249.65.179  [Israel 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/page. asp B ock 1
84. 95. 208. 20 I srael 147.237.72. 156 [anan. i df . i | PHP At t enpt Bl ock 1
2.55.136. 4 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
212.235.62.200 |[lIsrael 147.237.77.216|dover.i df .i | Unaut hori zed HTTP Met hod B ock 1
79.179. 39. 17 I srael 147.237.77.216|dover.idf .i | Mitiple Illegal HITP Version from79.179. 39. 17 Bl ock 1
85.65.47.44 I srael 147.237.77. 176 |nat paSh' idf.il muzgggtl .Zied(:‘ .Lijlq;tpecn:)??e;?shar ed/ user cont r ol s/ pronot i oncube/ Bl ock !
220. 255. 219. 58 |S ngapor e 147.237.77. 216 |dover . i df . i | D stributed Lhauthorized URL Access on wawidf.il/error.htm B ock

84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il [PHP Attenpt Bl ock

109. 67. 176. 156 |l srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock
77.138.217. 112 |France 147.237.72. 166 |aka. i df . i | m ;L:.“it;d. ilﬂa#;ihnc;rhiozni‘? dﬁ;ﬂff;’;}(mo‘m R on Bl ock 1
66. 249. 66. 177 |l srael 147.237.77.216|dover . i df . i | Lhaut hori zed LRL Access to waw idf.il/894-ar B ock 1
5.100. 86. 15 :Z:::Inl on 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod PCST for vww aka.idf.il/rights/asp/info.asp [B ock 1
212. 235. 62. 200 |Israel 147.237.77. 216 |dover . i df . i | m“itgﬁri'lzler?ebﬂ‘ wgcrggiisz;toi ot nakhal B ock 1
176.13.21.166 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
87.71.36.24 I srael 147.237.77. 216 |dover.idf .i | Lhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ Bl ock 1
84. 95. 208. 20 I srael 147.237.77.216|dover . i df .i | Mil tiple Unaut horized URL Access from 84. 95, 208. 20 Bl ock 1
66.102. 9. 19 Lhited Sates [147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to wa anan. i df . i |/favicon.ico Bl ock 1
212.179.21.194 |Israel 147.237.77.74 |lawidf.il maﬂm;iri J?’f’?l\fféit%g;ﬁ; et zar . asp B ock 1
77.138.220.97  |France 147. 237.72. 166 |aka. i df . i | Llulrigeasl , i?’;geeg?ing;a;:g;féoibgcﬁi/ fm”j W kapat 2] [ 1 es012 Bl ock 1
109. 253. 195. 116]I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 1
66.249. 66.183 |1 srael 147.237. 7. 216 |dover . i df . i | o e o oot 1o/ dover . aspx Hock |1
213.57.143.236 |[Israel 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Qode B ock 1
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