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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
79.179. 169. 18 | srael 147.237.77. 216 dover.idf.il |Back List drop 3
104. 148. 55. 162 Lhited Sates 147.237.76. 42 refuah.idf.il|B ack List drop 1
212.235. 98. 139 | srael 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 1
109. 253. 205. 22 | srael 147.237.77. 216 dover.idf.il |TCP handshake violation, first packet not syn drop 1
82.80.78.2 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
195. 154. 172. 204 Fr ance 147. 237. 0. 200 ndu.idf.il |JLMPurple Con Linmit Htp drop 1
82.80. 78.2 | srael 147.237.77. 216 dover.idf.il |Back List drop 1
195. 154. 172. 204 France 147.237.72. 166 aka.idf.il JLIMPurple Gon Limt _Htp drop 1
2.53.2.221 | srael 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount |
94.199. 32. 123 Tur key 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 12
177.12.172. 43 Brazil 147.237.0. 34 tikshuv.idf.il|6134: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 9
94.199. 32. 123 Tur key 147.237.77. 74 lawidf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 9
209. 15. 196. 180 Canada 147.237.76. 42 refuah.idf.il [5670: HITP. SQ Injection (SELECT) B ock 7
144.76. 29. 162 Ger many 147.237.77.216 |dover.idf.il |CL000074: HTTP. najestic bot Per nit 7
212. 68. 146. 35 | srael 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 6
209. 15. 196. 180 Canada 147.237.76. 42 refuah.idf.il [3808 HITP. SQ Injection Variable Declaration Evasion B ock 6
213.203. 204. 143 |Ger nany 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SALECT) Bl ock 6
74.208. 154. 12 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 6
97. 88.198. 223 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
216.119.112. 144 |uhited Sates 147.237.77.74 lawidf.il 5670: HITP. SQ Injection (SALECT) Bl ock 6
81.177. 24. 40 Russian Federation [147.237.72.166 |aka.idf.il 5670: HITP. SQ I njection (SALECT) B ock 6
209. 15. 196. 180 Canada 147.237.77.216 |dover.idf.il |5670: HITP. SQ Injection (SELECI) B ock 6
177.12.172. 43 Brazil 147.237.0. 34 tikshuv.idf.il|5670: HITP. SQ Injection (SALECT) Bl ock 6
5.196. 22. 55 France 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 6
209. 15. 196. 180 Canada 147.237.76. 42 refuah.idf.il [6134 HITP. SQ Injection Variable Declaration Evasion B ock 5
216.119. 125. 57 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SALECT) Bl ock 5
178. 6. 246. 231 Ger many 147.237.77. 74 lawidf.il C1000074: HTTP. maj estic bot Permit 3
94.199. 32. 123 Tur key 147.237.77. 74 lawidf.il 12715: HITP. Bind SQ Injectionin R B ock 3
199. 58. 86. 206 Lhited Sates 147.237.77.216 |dover.idf.il |CL000074: HTTP. najestic bot Per nit 2
51. 255. 65. 53 France 147.237.76. 86 navy.idf.il Cl000146: HTTP:  AhrefBot craw er B ock 1
184, 168. 27. 118 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 1
195. 74. 38. 14 Sweden 147. 237.76. 42 refuah.idf.il |5670: HTTP. SQ Injection (SALECT) Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry ‘Ste |Signature |Count |
94.199. 32. 123 147.237.77.74 Tur key lawidf.il A Injection - Select From 32
81.177. 24. 40 147.237.72. 166 Russi an Federation aka.idf.il SQ Injection - Select From 14

113. 108. 10. 31 147.237.77. 226 Chi na wawv charat z. aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1

46. 227. 67. 169 147.237.77. 74 Sweden lawidf.il ET SCAN NVAP -sS w ndow 1024 1
213.57.53. 150 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1

62. 90. 178. 185 147.237.77. 216 I 'srael dover . idf.il portscan: TCP DO stributed Portscan 1

31.154. 81. 42 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address ‘Attacker Gountry Target Address |Sig nature Message Devi ce Action |Count
62.0.234.1 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 42
79. 31. 238. 207 Itay 147.237.77. 216 dover.idf.il dr op Frst packet isn't SWN drop 31
62. 142. 85. 28 F nl and 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 28
83. 168. 250. 50 Sweden 147.237.77. 226 wawn chanat z. aka. i df . i | drop SAMrul e drop 13
79.182.23.10 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 9
212. 235. 98. 139 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 7
83. 168. 250. 50 Sweden 147.237.72. 166 aka.idf.il dr op SAMrul e drop 7
66.102. 9. 38 Lhited Sates 147.237.77.234 halag.idf.il dr op Frst packet isn't SWN drop 6
62.0.234.1 | srael 147.237.76. 42 refuah.idf.il dr op First packet isn't SYN drop 6
177.185.192. 98 Brazil 147.237.72. 166 aka.idf.il dr op SAMrul e drop 5
144. 76. 29. 162 Ger many 147.237.77.216 dover.idf.il dr op Frst packet isn't SWN drop 5
89. 108. 144. 115 Lebanon 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 4
109. 253. 198. 138 I srael 147.237.0.19 nadi matal .idf.il drop First packet isn't SN drop 3
84.94.62. 64 I srael 147.237.72. 166 aka.idf.il drop First packet isn't SN drop 3
176. 13. 16. 212 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 3
46. 117. 106. 124 I srael 147.237. 72. 166 aka.idf.il dr op First packet isn't SN drop 3
46. 165. 197. 142 Cer many 147.237.77. 216 dover.idf.il dr op SAMrul e drop 2
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 2
177.12.172. 43 Brazil 147.237.0. 34 tikshuv.idf.il drop SAMrul e drop 2
109. 253. 135. 160 I srael 147.237.72. 156 anan.idf.il drop First packet isn't SN drop 2
183. 129. 160. 229 Chi na 147. 237. 0. 200 mu. i df.il drop SAMrul e drop 1
176. 13. 241. 153 I srael 147. 237. 72. 156 anan.idf.il dr op First packet isn't SN drop 1
180. 97. 106. 161 Chi na 147.237.0. 34 tikshuv.idf.il dr op SAMrul e drop 1
141. 212. 122. 102 Lhited Sates 147. 237. 0. 200 mu. i df.il drop drop 1
183. 129. 160. 229 Chi na 147.237.8. 24 elifestyle.idf.il drop SAMrul e drop 1
180. 97. 106. 162 Chi na 147.237.77. 233 atal .idf.il dr op SAMrul e drop 1
141. 212. 122. 103 Lhited Sates 147. 237. 0. 200 mu. i df.il drop drop 1
183. 129. 160. 229 Chi na 147.237. 8. 45 eeitanidf.il drop SAMrul e drop 1
109. 67. 121. 39 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 1
216.243.31.2 Lhited Sates 147.237.0. 33 idf.il drop drop 1
183. 129. 160. 229 Chi na 147.237.0.19 nadi matal .idf.il dr op SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.8. 46 e.chinuch.idf.il dr op SAMrul e drop 1
180. 97. 106. 37 Chi na 147.237.72. 166 aka.idf.il dr op SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.0. 33 idf.il dr op SAMrul e drop 1
195. 154. 172. 204 France 147.237.76. 34 yohal an.idf.il dr op drop 1
180. 97. 106. 37 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Action ‘Count
37.26.149.205 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 31
37.26.146.136 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 26
. . D stributed Unaut hori zed Method for Known URL on
77.138.99.152 |France 147.237.72. 166 |aka. i df . i | v aka. i df .|/ nai v kapat 2/ B ock 7
132.74. 28. 58 I srael 147.237.77.216|dover. i df .i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm|B ock 5
. . D stributed Unaut hori zed Method for Known URL on
79.253.50.219 |Ger nmany 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ mai v hoe/ def aul t . aspx B ock 5
109. 64.89. 114 |Israel 147.237.72. 166 |aka. i df . i | tnaut hor i zed URL Access to . B ock 3
virwv aka. i df . i | / mai n/ gi yus/ updat euser det ai | s. aspx
176. 13. 241. 142 |Israel 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock
46. 19. 86. 154 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
185.32.179. 111 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
31.154.7.2 I srael 147.237.72. 166 |aka. i df . i | Miltiple thauthorized Method for Known UR. from B ock 3
31.154.7.2
80.246.138.77 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 3
37.26.146.184 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2. 53. 140. 204 I srael 147.237.0.19 [madimatal .idf.il Distributed Suspici ous Response Code B ock 3
66.249.66. 177 |lsrael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm|B ock 3
176.13. 9. 146 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
185. 89. 217. 228 |Net herl ands 147.237.77.216|dover . i df . i | Distributed WLhaut hori zed URL Access on waw i df.il/error. ht m|B ock 2
77.138.220.97  |France 147.237.72. 166 |aka. i df . i | Distributed nauthorized Method for Known URL on B ock 2
ww aka. i df . i |/ mai n/ kapat z/
66.249. 65. 138 [l srael 147.237.72. 156 [anan. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 65. 138 B ock 2
Pal estini an Territor Uhaut hori zed URL Access to
37.8.86.188 Qccupi ed Y147. 237. 77. 176 | nat pash.idf.il wwn cogat . i df . i1/t enpl at es/ horepage/ www. yout ube. cond v/ 3 |Bl ock 2
P g51lei 5nuhg
185. 89. 217. 225 |Net her| ands 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed URL Access on waw i df.il/error. ht m|B ock 2
. . Unaut hori zed Met hod PCST for
213.57.159. 165 |[lIsrael 147.237.72. 166 [aka. i df . i | v aka. i df i |/ mai n/ sachar / nevsar chi ve. aspx Bl ock 1
79.253.50.219 |Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod POST for www aka. i df.il/giyus/ main Bl ock 1
2.53.159. 190 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
] . . Unaut hori zed Met hod PCST for
66.102. 9. 95 Lited Sates 147.237.72. 166 [aka.i df . i | v aka. i i 1/ mai rv smal i i snal | m asp Bl ock 1
m ny- kosher - kravi . i
169. 229. 3. 91 Lhited Sates 147.237.0. 17 of niyl Abnormal Iy Long Request net hod B ock 1
31.168. 246. 128 |[Israel 147.237.77.243|nobi [ e. i df . i | D stributed Suspici ous Response Code B ock 1
84. 95. 208. 20 I srael 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to v anan.idf.il/robots. txt B ock 1
79.179.115.66 |lIsrael 147.237.77. 170 |naar achot . i df . i | Lhaut hori zed URL Access to maarachot.idf.il/pdf/files/2/ B ock 1
. . . D stributed Unaut hori zed Method for Known URL on
188. 29. 164. 104 |United Ki ngdom 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ mai v hoe/ def aul t . aspx B ock 1
. . Uhaut hori zed URL Access to
66. 249. 76. 58 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
109. 253. 207. 174]I srael 147.237.77.243|nobi [ e. i df . i | D stributed Suspici ous Response Code B ock 1
37.142.10.201 [israel 147. 237.72. 166 |aka. i df . i | thknown Paranet er docl d in None 1
wwy aka. i df . i | / mai n/ gi yus/ gener al . aspx
. . Unaut hori zed Met hod PCST for
10. 111. 60. 117 147.237.72. 166 [aka. i df . i | Wi aka, i of i1/ il Ui it enpl at es/ i nner . asp Bl ock 1
80. 246.130.94 |lIsrael 147.237.77.216|dover.i df . il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm|B ock 1
- . URL is Above Root Directory
185. 89. 217. 230 [Net her | ands 147.237.76.86 [navy.idf.il v navy. i df i1/ .. /i neges] shar ed/ hore. png Bl ock 1
_ m ny- kosher - kravi . i _
169. 229.3.91 Lhited Sates 147.237.0. 17 df il Illegal Byte Gode Character in Mthod B ock 1
. . Unaut hori zed URL Access to
85.65.183.52  |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
79.183.70.205 [Israel 147.237.77. 216 |dover.idf . il Distributed PHP Attenpt B ock 1
. . Unhaut hori zed Met hod PCST for
212.179.21.194 |Israel 147.237.72. 166 |aka. i df . i | W aka. i of i |/ rai r sachar/ regi st rat i onw zar d/ st epd. aspx Bl ock 1
185. 3. 147. 147  |Israel 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to ww i df.il/rul es. abe B ock 1
68. 180. 228. 185 |Lnited Sates 147.237.77. 216 |dover. i df . i | Paraneter Type Mol ation PageNimin Bl ock 1
wa i df i |/ 1115-ar/ dover. aspx
109. 253. 214. 37 |l srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 1
23.20.205.190 |[wnited Sates 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
80. 246. 137. 203 |l srael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter B in ww aka.idf.il/main/sachar/ None 1
185. 89. 217. 231 |Net herl ands 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm|B ock 1
. . Ml ti pl e Whaut hori zed Method for Known URL from
77.139.125.230 |France 147.237.72. 166 |aka. i df . i | 77139, 125. 230 B ock 1
. . Unaut hori zed URL Access to
66. 249. 65. 138 | srael 147.237.72. 156 |lanan. i df . i | wa aran, i df . i | / i modi i v/ mas] ul . aspx Bl ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.31 |nakchal .idf.il Abnornal |y Long Request net hod B ock 1
. . D stributed Unaut hori zed URL Access on
95. 35. 86. 6 I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
79.183.70.205 |israel 147.237.77. 216 |dover . i df . i | Distributed Lhaut hori zed URL Access on Bl ock 1
wawy i df . i1/ wp-1ogi n. php
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