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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count|
2.55.40. 224 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
62.219. 229. 77 | srael 147.237.72. 166 aka idf.il B ack List drop 2
183. 61. 146. 10 Chi na 147.237.76. 30 hi nush. i df .i | JLM Under Attack Con_Tcp drop 1
185. 115. 41. 129 Tur key 147.237.8. 27 e.nadimatal .idf.il|L4 Source or Dest Port Zero drop 1
66. 249. 76. 51 | srael 147.237. 72. 166 aka idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1
37.26.146. 131 | srael 147.237. 72. 167 ishurimaka.idf.il |Invalid TCP H ags drop 1
93. 158. 200. 105 Net her | ands 147.237.76. 42 refuah.idf.il B ack List drop 1
54.72.0.55 Irel and 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

Target Address

|Site

|Sgna1 ure

Devi ce Action

|Oount

52.1.90.117 Lhited Sates 147.237.77. 216 dover.idf.il 13840: TLS. QpenSSL Heartheat Packet Bl ock 1
71.6.167. 142 Lhited Sates 147.237. 76. 196 e.sviva.idf.il ]13840: TLS (penSSL Heartbeat Packet Bl ock 1
151. 80. 31. 183 France 147.237.72. 156 aman. i df.il C1000146: HTTP. AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Country |Signature

79. 180. 118. 107 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 2
185. 118. 65. 230 147.237.8.50 Russi an Federation e tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 2
2.55.180. 231 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
158. 85. 182. 203 147.237.0. 17 Lhited Sates m ny-kosher -kravi .i df il ET SCAN Potential SSH Scan 1
2.53. 38. 197 147.237.77. 216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
91. 125. 184. 101 147. 237.77. 176 Uhi ted Ki ngdom nat pash. i df .i| Tehila - Perl LWP wth fake user agent 1
80. 246. 138. 30 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.25.102. 63 147.237.77. 216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
79.176. 16. 228 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
77.125.54. 86 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
158. 85. 182. 203 147.237.77. 227 Lhited Sates e. hanaz. i of .i | ET SCAN Potential SSH Scan 1
64. 42. 248. 50 147.237.8. 28 Canada e.nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 3072 1
158. 85. 182. 203 147. 237.77. 178 Lhited Sates e. nat pash. i df il ET SCAN Potential SSH Scan 1
46. 19. 86. 66 147.237.77. 216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
158. 85. 182. 203 147. 237. 72. 166 Lhited Sates aka.idf.il ET SCAN Potential SSH Scan 1
2.53.180. 147 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
158. 85. 182. 203 147.237.0. 15 Lhited Sates kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
87.236.194. 161 147.237.77. 226 Czech Republic wwv chamat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
80. 178. 136. 74 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
213.8.204.6 147.237.77. 216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
79.178. 62. 93 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
188. 120. 148. 37 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
77.126.73. 112 147.237.77. 216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
185. 23. 175. 13 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
64. 42. 248. 50 147.237.8. 28 Canada e.mobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 4096 1
158. 85. 182. 203 147.237.77. 212 Lhited Sates e.dover.idf.il ET SCAN Potential SSH Scan 1
46.227.67. 169 147.237. 77. 170 Sweden maar achot . i df .i | ET SCAN NVAP -sS wi ndow 1024 1
158. 85. 182. 203 147.237. 77. 170 Lhited Sates naar achot . i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
195. 160. 242. 40 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't SYN |drop 27
199. 203. 179. 99 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN |drop 15
109. 253. 204. 224 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN |drop 10
212.179.90. 106 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't SYN |drop 4
77.127.44. 216 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SYN |drop 4
5.102. 111. 170 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop First packet isn't SYN |drop 4
109. 253. 222. 52 I srael 147.237.72. 166 aka.idf.il drop Frst packet isn't SYN |drop 3
46. 19. 86. 65 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN |drop 3
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN |drop 3
79.182. 20. 249 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't SYN |drop 3
212.199. 108. 62 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN |drop 2
2.53. 35.104 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN |drop 2
5.102. 111. 170 Pal estinian Territory, Qcupied 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't SYN |drop 2
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op First packet isn't SN |drop 2
46. 19. 86. 62 | srael 147. 237.76. 42 refuah.idf.il drop First packet isn't SYN |drop 2
169. 229.3.91 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
80. 179. 114. 27 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SYN |drop 1
176. 13. 246. 185 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SYN |drop 1
176.13.5. 124 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't SYN |drop 1
81. 218. 70. 243 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SYN |drop 1
139. 162. 37. 113 Lhited Sates 147. 237. 0. 200 mu. i df il drop drop 1
213.151. 37. 208 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't SYN |drop 1
176. 13. 225. 207 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN |drop 1
86.104. 161. 7 Pal estinian Territory, Qcupied 147.237.77. 176 nat pash. i df . i | drop First packet isn't SYN |drop 1
141. 212. 122. 33 Lhited Sates 147.237.76. 148 gocenter. aka.idf.il  |drop drop 1
216.243.31. 2 Lhited Sates 147.237.76. 34 yohal an.idf .il dr op drop 1
176. 13. 237. 207 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SYN |drop 1
141.212.122. 34 Lhited Sates 147.237.76. 148 gocenter. aka.idf.il  |drop drop 1
176. 13. 242. 132 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't SYN |drop 1
109. 253. 204. 224 | srael 147.237.77. 243 nobi le.idf.il drop First packet isn't SYN |drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Action ‘Count
109. 253. 198. 138l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 133
109. 253. 241. 173|l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 37
46.19. 85. 139 I srael 147.237.0.19 [madimatal .idf.il Distributed Suspici ous Response Code B ock 30
49.77.143.223 |China 147.237.77. 176 |nat pash. i df . i | Mil ti pl e Unaut horized URL Access from 49. 77. 143. 223 B ock 15
79.177.82.59 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 11
109. 253. 217. 116|I srael 147.237.0.19 [madimatal .idf.il Distributed Suspici ous Response Code B ock
49.77.143.223 |China 147.237.77. 176 |nat pash. i df . i | Dstributed PHP At tenpt B ock
17.78.148.64  |israel 147.237.72. 166 |aka. i df . i | m“;z‘;'ii dzf?lﬁmhﬁ?hﬁ r‘:fg;ener o a5 B ock 5
172.56.17. 75 Lhited Sates 147.237.77. 216 |dover.i df .i | Distributed Lhauthori zed URL Access on waw idf.il/error. htm B ock 5
Pal esti ni an Unaut hori zed URL Access to
5.102.111.170 |[Territory, 147.237.77. 176 |mat pash. i df . i | WA cogat . i df . i |/t enpl at es/ horepage/ www. yout ube. comi v/ 3g51 |B ock 5
Qcecupi ed ei 5nuhg
66.249.81.215 |[Israel 147.237.77. 216 |dover.i df .i | Distributed Unaut hori zed LRL Access on wawidf.il/error. htm Bl ock 4
109. 253. 198. 192|I srael 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code B ock 3
66.249.81.212 |lsrael 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 3
46.19. 86. 194 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
2. 53. 36. 250 I srael 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code B ock 3
77.139.115.20 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for wwv aka. i df . il/mai n/ kapat z/ B ock 3
2.53.34. 44 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
66.249.66.177 [Israel 147.237.77. 216 |dover.idf .i | Mil tipl e Unaut hori zed URL Access from 66. 249. 66. 177 B ock 2
157.55.39.131 |Uited Sates 147.237.77.216|dover. i df .i | D stributed Uhaut hori zed URL Access on waw idf.il/error. htm B ock 2
185. 110. 110. 37 |l srael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 1
68.180.228.185 [lhited Sates 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to www i df.il/1589-en/ dover. aspxthe |B ock 1
49.77.143.223 |China 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df.il/index. asp B ock 1
169. 229. 3. 91 Lhited Sates 147.237.76. 147 |chi nuch. aka. i df .i|  [Abnormal Iy Long Request met hod B ock 1
80.246.138.30 [Israel 147.237.77. 216 |dover.idf .i | SSL Untraceabl e Connection - Qpen Mde None 1
213. 151. 35. 218 |israel 147. 237.72. 166 |aka. i df . i | mu;kr:: idfidl /'\:;j?]?‘iacpg ;I‘;: i s B ock 1
169.229.3.91  [thited Sates 147.237.77.235|sviva. i df . i | _Ngj! ;z:‘z‘il_ﬁ‘ [Spr{ [#18]]7- h Syl [#2U1 [ [*24290] g o |3
66.249.76.58 | srael 147. 237.72. 166 |aka. i df . i | ?4? rzg;lftf; 1%3“;;();; ;e;ustﬁeﬁgf;s?aggx B ock 1
139. 162. 13. 205 |9 ngapor e 147.237.77.234|hal ag. i df . i | NULL Character in Method B ock 1
109. 64.176. 47 i srael 147.237.72. 156 |[aman. i df . i | Nmbldt;)p' e Untraceabl e S Sessions from109. 64.176. 47 ((Gpen None 1
185. 120. 124.32 |l srael 147.237.76.42 |refuah.idf.il ﬂ?”;g;’ r;éele;%lpe‘;‘;i:e;/or ccet . css Bock |1
77.139.115.20  |France 147.237.72. 166 |aka. i df . i | 'C)L'rige"’sjl i?tagegﬁﬁngigé/eéoégc&i/fm W kapat 2/ /1 es#012 B ock 1
66.249. 64.181 | srael 147.237.72. 166 |aka. i df . i | ﬂ‘;‘”tzggr ;Z?ieéﬁmﬁzis?ut;gener al . asx Bl ock 1
Illegal Byte de Character in Mt hod
169. 229. 3. 91 Lhited Sates 147.237.76. 147 |chi nuch. aka. i df . i | |a€2[[#1]]1[[#29]] Ml [#1]] e[ [#3]]1A6(»el _$*38Ya?[[#23]] B %6+kO[Bl ock 1
rsaQ « €DkhAzuuae U° t44,0' U
37.142.201. 232 |lsrael 147.237.77.216|dover. i df . i | Dstributed PHP At enpt B ock 1
109. 253. 198. 192]I srael 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobi | e.idf.il/nekudot/i ndex Bl ock 1
81.218.241.26 |Israel 147.237.76.86 [navy.idf.il Mil tipl e Unauthorized URL Access from 81.218. 241. 26 Bl ock 1
169.229.3.91  [Uited Sates 147.237.77. 235 |svi va. i df . i | ﬁ“;:%“ﬂ_ﬂ;ﬁﬂ‘;ﬁ;ﬁﬁ ,h:[d[ fzj'gzs;g_i] ][fgjm;m e Bock |1
147. 236. 232. 252 |1 srael 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 1
109. 64. 176. 47 |l srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None
194.90.186.34 |Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/1133-he/ at al . aspx |B ock
Unknown HTTP Request Met hod
169.229. 3. 91 Lhited Sates 147. 237.76. 147 |chi nuch. aka. i df . i | &€z [[#1]]1[[#29]] «Mp[ [#1]] e[ [#3]] A5(»el _$*38Ya?[ [ #23]] B %6+kO|Bl ock 1
rsaq « €DkhAzutas I 120'U in URL
37.142.201. 232 |Israel 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock
82.102. 169. 113 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None
2.53.156.127  |israel 147.237.76.31 |nakchal .idf.il ﬂ?ﬁggf;gfgﬂl?pf;cjf:géffi | o5/ 8 1665. doc Bock |1
109. 253. 156. 144]I srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
204.79.180.93 |[Uited Sates 147. 237.72. 166 |aka. i df . i | m“;?;rii dzf?(ijl '/Wn;ihs/dk:g;/f o ait. as B ock 1
66.249.69.8 |Israel 147.237.77.233|atal i df . i | ;h;“_tihd‘;r_'if‘f?enﬁ e wsercont ol &/ nemen Bock |1
169. 229. 3. 91 Lhited Sates 147.237.77.235|sviva.i df .i | Abnornal |y Long Request request version B ock 1
40.77.167. 37 Lhited Sates 147.237.77. 216 |dover. i df .i | Distributed Abnornal |y Long Request B ock 1
87.70.247.126 |lsrael 147.237.77. 226 \(/j\;m\i/.lcharrat 2. aka. i PHP At t enpt Bl ock 1
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