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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
2.24.60. 40 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
2.53.50. 67 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 8
2.53.148. 141 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
192. 116. 60. 185 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
2.53.186. 82 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
93. 158. 200. 91 Net her | ands 147.237. 76. 86 navy.idf.il B ack List drop 1
104. 148. 55. 162 Lhited Sates 147.237. 76. 148 ggcenter.aka. i df.il|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action ‘Count

151. 80. 31. 169 France 147.237.77. 74 lawidf.il [Cl000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
91. 125. 184. 101 147. 237.77. 216 Uhi ted Ki ngdom dover.idf.il |Tehila - Perl LWP with fake user agent 2
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Sig nature Message Devi ce Action |Count
31.154.23.73 | srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't drop 84
147.235.236.1 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 15
176. 13. 21. 36 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't drop 8
79.176. 60. 47 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 8
46. 19. 86. 135 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 7
119. 95. 46. 54 Phi | ppi nes 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
2.53.170. 143 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
193. 43. 246. 250 | srael 147.237.76. 31 nakchal .idf.il dr op Frst packet isn't drop 5
82.102. 134. 244 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
77.124.50. 94 | srael 147.237. 72. 156 anan.idf.il dr op Frst packet isn't drop 3
81. 218. 66. 211 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
36. 37. 171. 247 Canbodi a 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
212.179. 144, 122 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
46. 19. 86. 62 | srael 147.237.76. 42 refuah.idf.il dr op First packet isn't drop 2
192.117. 190. 138 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
109. 253. 156. 111 | srael 147.237.72. 166 aka. idf.il dr op First packet isn't drop 1
52.16.5.197 Irel and 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
205.203.135. 1 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237. 76. 148 gacenter. aka. i df .i | drop drop 1
180. 97. 106. 162 Chi na 147.237. 8. 50 e.tikshuv.idf.il drop SAMrul e drop 1
109. 253. 218. 203 | srael 147.237. 72. 167 ishurimaka.idf.il dr op Frst packet isn't drop 1
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
185. 130. 6. 49 Li t huani a 147.237.76. 34 yohal an.idf .il drop drop 1
176. 13. 225. 40 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
100. 92. 188. 209 147.237.72. 166 aka. idf.il dr op First packet isn't drop 1
139. 162. 37. 147 Lhited Sates 147.237.0. 200 nu.idf.il dr op drop 1
216.243.31. 2 Lhited Sates 147.237. 76. 148 gacenter.aka. i df.il dr op drop 1
180. 97. 106. 161 Chi na 147.237.0. 17 mny-kosher-kravi .idf.il drop SAMrul e drop 1
109. 253. 128. 34 | srael 147. 237. 72. 156 anan. i df.il dr op First packet isn't drop 1
180. 97. 106. 162 hi na 147.237.0.34 tikshuv.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 42 | srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 84
79.177.82.59 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 71
2.55.58. 41 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 60
176. 13. 226. 132 |Israel 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 44
199. 207.253. 96 |lhited Sates |147.237.72.166|aka.idf.il Uhaut hor i zed Method POST for wwu aka. i df.il/mai n/ kapat z/ B ock 10
81.218.241.26 |[Israel 147.237.77. 216 |dover.idf . il Mil tipl e Unhaut hori zed URL Access from 81.218. 241. 26 B ock 8
31. 154. 25. 50 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod Bl ock 6
2.53.57. 246 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 141. 67 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 243. 140|I srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 3
80.178.121.156 |[lIsrael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to www chi nuch. aka.idf.il/404. htm B ock 2
140.242.212.5 |Wnited Sates |147. 237.72. 166 |aka. i df . | | m;l'(;"‘lt;d iﬁ‘}a;‘;ihn‘;rr:oﬁ‘; d'\ef;:f? ;‘S’;XK”O"‘” UL on Bl ock 2
62.219.86.253 |Israel 147.237.72. 166 |aka. i df . i | f;;?‘ét?g%rélzﬁ LR Access to wwaka. i df.il/sip_storagelfiles B ock 2
46.19. 85. 35 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
90.178.85.226 |czech Republic |147. 237. 72. 166 |aka. i df . i | m;li(;”it;d.iwi‘; ?ﬂ(iazzgz;\m hod for Known LR on B ock 2
5.150.237.230 |Sweden 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for v aka. i df.il/ishurim B ock 2
109. 253. 215. 2481 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
169. 229. 3. 91 Lhited Sates |147.237.77.170 |maarachot.idf.il |Mitiple Abnornally Long Request from 169.229. 3.91 B ock 1
84. 95. 208. 20 I srael 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 1
169. 229. 3. 91 Uited Sates |147.237.76.30 |hi nush.idf.il Mitiple Illegal Byte Qode Character in Mthod from169. 229, 3. 91 B ock 1
169.229. 3. 91 Lhited Sates [147.237.0.19 |nadimatal .idf.il|lllegal Byte Gode Character in LRL Z¢o- hik1 Yo7 O] ] 11# [ ng "yqL B ock 1
66. 249. 76. 33 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
207. 46. 13. 82 Lhited Sates |[147.237.72.166aka.idf.il Uhaut hori zed URL Access to waw aka.idf.il/... B ock 1
104. 128. 144. 131|Canada 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ redi rect . php Bl ock 1
46.121. 15. 60 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in LR from46. 121. 15. 60 B ock 1
169.229. 3. 91 Lhited Sates [147.237.77.234|hal ag.idf.il Il1legal Byte Gode Character in Method + [#4]]$?NiCA Bl ock 1
31. 154. 25. 50 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to waw nakhal .idf.il/sip_storage/files/2/ Bl ock 1
169. 229. 3. 91 Uited Sates [147.237.77.74 (lawidf.il Mitiple Illegal Byte Gode Character in LR from169.229. 3. 91 B ock 1
169. 229. 3. 91 Uited Sates |147.237.76.30 |hi nush.idf.il Distributed Ml fornmed LR B ock 1
77.126.5. 124 I srael 147.237.77. 176 |mat pash. i df . i | Paraneter Type Mol ation search in v cogat . i df.i|/1068- he/ cogat . aspx |B ock 1
66. 249. 64. 153 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/reservel B ock 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | Distributed PH> A tenpt B ock 1
46.116.89.5 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 46.116.89.5 B ock 1
169. 229. 3. 91 Uhited Sates |147.237.77.170|maarachot.idf.il |Mitiple Illegal Byte Code Character in Method from 169. 229. 3. 91 B ock 1
80. 230. 226. 197 |[Israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 1
169. 229. 3. 91 Lhited Sates [147.237.76.42 |refuah.idf.il Distributed Abnornal |y Long Request B ock 1
169. 229. 3. 91 Uhited Sates [147.237.0.19 |[nmadimatal .idf.il|Mitiple Abnormally Long Request from 169.229. 3. 91 B ock 1
68.180.228. 231 [United Sates |147.237.77. 176 |nat pash. i df . i | mazztggt pe M /Oigié?ﬁefsggg?ﬁaisgx Bl ock 1
212.179. 144. 122|I srael 147.237.77. 176 [nat pash. i df . i | ma’?gge;t vpe M 7'96‘32_(:”/5??;;?2’;;; " Bl ock 1
169. 229. 3. 91 Lhited Sates |[147.237.77.234|hal ag.idf.il Illegal Byte Gode Character in URL h~btha.. y[[; #3K®E ] B ock 1
31.168. 147. 237 | srael 147. 237.72. 166 |aka. i df . i | mn;km;i? ?ne;;rnlg\!hiﬁiﬁm@a;pi None 1
169. 229. 3. 91 Uited Sates [147.237.77.74 (lawidf.il Mil tipl e Unknown HTTP Request Met hod from 169. 229. 3. 91 B ock 1
81.218.241.26 |Israel 147. 237.77. 216 |dover . i df . i | mult Sfo.rillzles? pft‘o':g;;sfsi Itgs/ W s 2622000 18144, | pg B ock 1
77.138.7.213 France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method POST for waw aka.idf.il/main/giyus B ock 1
169. 229. 3. 91 Lhited Sates |[147.237.76.30 [hinush.idf.il Distributed Unhknown HTTP Request Met hod B ock

66.249. 66. 157 I srael 147.237.77. 243|obi | e i off .11 [Fauthorized UL fflf:;mi/ta;pl o opp-si t - associ o o Bl ock 1
185. 6. 64. 114 I srael 147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to 147.237. 77. 234/ i nages/ shared/ bul | et 1. gi f B ock 1
157. 55. 39. 24 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/sachar/forns/ downl oadf ormasp |B ock 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 1
46.116.89.5 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/giyus. B ock 1
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