08-18-2016-10:04:07 to 08-18-2016-11:04:07

@
1"PT SwNn L)
gov IDF Under Attack
www.gov.il Da.||y Report
|Top Target s |
M nakchal .idf.il
M dover.idf.il
MW aka idf.il
B nadi matal .idf.il
N”gber M rvat pash. i df . i |
At acks ..refua.h.ldf.l! |
[Mishurimaka.idf.il
M atal.idf.il
; ° nobi le.idf.il
.\ . .
& > : M ggcenter. aka. i df . i
& & & X
S & & N
& @ &Q’
S
Top Tar get
[Top Attackers |
M 66. 249. 65. 188
213. 244. 82. 139
I 62.0. 216. 189
46. 19. 86. 228
N”gber B 2.53. 166. 31
At acks W 93.172. 195. 49
[ 46. 43.94. 151
MW 212.199. 224. 24
81. 218. 70. 243
209. 88. 198. 1
Fy e g P e g .
Q)Q)’ (0(0 @@ Q)b‘ ’Lq/b‘ /\0. @
o N Q¥

Top Attackers



08-18-2016-10:04:07 to 08-18-2016-11:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 18
2.55.181. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 4
109. 253. 215. 95 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
113. 105. 158. 46 Chi na 147.237.76. 148 ggcenter.aka. i df.il|B ack List dr op 2
82.80.78.2 | srael 147.237.77.176 nat pash. i df .i | B ack List drop 2
42.117.231. 127 M et nam 147.237. 76. 202 e halag.idf.il JLM Under _Attack_Con_Tcp drop 2
181. 143. 101. 226 Col onbi a 147.237.77. 243 nobi | e.idf.il JLMPurple Gon Linit_Tcp drop 1
68. 180. 228. 185 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 1
212.199.51. 125 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
79.177.134. 61 | srael 147, 237.72. 156 anan.idf.il B ack List drop 1
115. 230. 125. 146 Chi na 147.237.0. 15 kosher-kravi .i df.il|bl ock-sp-traf 1 forward 1
142. 0. 41. 190 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

Target Address

|Site

| Sgnature

Devi ce Action

|Oount

31. 220. 42. 229 Net her | ands 147.237.77. 216 dover.idf.il [24910: HITP. Python urllib User-Agent Header B ock 1
109. 201. 154. 208 Net her | ands 147.237.77. 216 dover.idf.il |[24910: HITP. Python urllib User-Agent Header B ock 1
164.132.161. 3 Italy 147.237.76. 42 refuah.idf.il |Cl000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66.249. 65. 188  |147.237.76.31 |lhited Sates |nakchal .idf.il ET SCAN NVAP -sA (2) 450
31.154. 81. 54 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
199. 203. 63. 145 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
89.138. 175. 249 |147.237.72. 166 |l srael aka.idf.il portscan: TGP O stributed Portscan 1
2.53.16.171 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
185. 110. 132. 201|147. 237. 77. 176 |kr ai ne nat pash. i df .i ET SCAN Potential SSH Scan 1
87.236.194. 161 |147.237.76. 148 |Czech Republic |gqcenter. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 110. 132. 201|147. 237. 72. 217 |krai ne eidf.il ET SCAN Potential SSH Scan 1
80. 246. 120. 95 |147. 237 77 2331 57 ael sl idh il ET DC5 Large anount of TGP Zer oWndow - Possible Nkiller2 1
DDos attack
185. 110. 132. 201|147. 237.0. 19  |krai ne nadi matal .idf.il ET SCAN Potential SSH Scan 1
77.125.39.104  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
183. 230.20. 33  |147.237.76.38 |China e.eneitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
54.79.2.19 147.237.76.31 |Austrdia nakchal .i df .il ET SCAN NVAP -sS wi ndow 1024 1
123 108. 186. 94 |147. 237, 76. 30 |KOr€® Republic|. . o) ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
46.121.117.130 |147.237.77. 216l srael dover.idf.il portscan: TGP O stributed Portscan 1
109. 64. 83. 20 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
37.26.147.156  [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
91.201.236.50 |147.237.8.27 |lkraine e.madi matal .idf.il ET SCAN NVAP -sS w ndow 4096 1
36,232, 136.48  |147. 237 0.33  |Tai van - ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
213.8.204.64  |147.237.77.216|Israel dover.idf.il portscan: TCP DO stri buted Portscan 1
91.201.236.50 |147.237.8.27 |lkraine e.madi matal .idf.il ET SCAN NVAP -f -sS 1
5.28.148. 192 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
188. 120. 154. 83 |147.237. 77. 216 |I srael dover. i df .il portscan: TCP O stributed Portscan 1
88.202.218. 237 |147.237.72. 166 E;ir:;cci]om aka.idf.il portscan: TCP D stributed Portscan 1
185. 110. 132. 201(147. 237. 76. 196 | Lkr ai ne e.sviva.idf.il ET SCAN Potential SSH Scan 1
84.94.152.177 |147.237.77. 216 |I srael dover.idf.il portscan: TCQP O stributed Portscan 1
185. 110. 132. 201(147. 237.8.46  |krai ne e. chi nuch. i df .il ET SCAN Potential SSH Scan 1
77 138 83200 |147. 237 76.38 |France o o ngitav.idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
183.230.20. 33  [147.237. 76. 148 |Chi na gacenter. aka. i df . il ET SCAN Potential VNC Scan 5900- 5920 1
183.230.20.33 [147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
46.227.67.169 |147.237.0.34 [Sweden tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
113.108.10. 31 |147.237.77.74 |China lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
46.117.98.127 [147.237.77. 216l srael dover . idf.il portscan: TCP D stributed Portscan 1
94.102. 49. 92 147.237.0.19 [Netherl ands madi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
37.26.147.149 |147.237.77. 216l srael dover.idf.il portscan: TGP O stributed Portscan 1
91.201.236.50 |147.237.8.27 |lkraine e.madi matal .idf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Massage Devi ce Action |Oount ‘
213. 244.82.139 Pal estinian Territory, Qcupi ed 147.237.77.216 |dover.idf.il dr op First packet isn't drop 39
62.0.216. 189 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't drop 33
93.172. 195. 49 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't drop 28
46. 43. 94. 151 Pal estinian Territory, Qcupied |147.237.77.216 |dover.idf.il drop First packet isn't drop 12
212.199. 224. 24 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 11
81.218. 70. 243 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 10
79.182.29. 174 | srael 147.237.72.167 |ishurimaka.idf.il drop First packet isn't drop 9
81.218. 101. 66 | srael 147. 237. 76. 42 refuah.idf.il dr op First packet isn't drop 8
212. 143.142.56 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 8
193. 43. 246. 250 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 7
66.102.9.111 Lhited Sates 147.237.77.233 |ata.idf.il dr op First packet isn't drop 7
46. 43. 94. 151 Pal estinian Territory, Qcupied |147.237.77.176 |matpash.idf.il drop First packet isn't drop 5
37.76.204. 241 Pal estinian Territory, QGcupied |147.237.77.176 |natpash.idf.il drop First packet isn't drop 5
109. 253. 215. 95 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 4
2.54.84.184 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't drop 4
62. 16. 68. 127 Russi an Federation 147.237.77.176 |matpash.idf.il drop First packet isn't drop 3
212.199. 224. 24 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't drop 3
185. 89. 217. 233 Net her | ands 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
68. 180. 228. 185 Lhited Sates 147.237.77.216 |dover.idf.il dr op First packet isn't drop 2
62.16. 68. 127 Russi an Federation 147.237.77.216 |dover.idf.il dr op First packet isn't drop 2
2.53.176. 33 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
109. 253. 194. 69 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
77.124. 85. 145 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 2
62.219. 211. 179 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't drop 2
185. 89. 217. 230 Net her | ands 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
87.69. 27. 82 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 2
79.182.104. 175 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
185. 89. 217. 231 Net her | ands 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
180. 97. 106. 162 Chi na 147.237.0. 17 mny- kosher-kravi .idf.il dr op SAMrul e drop 1
109. 226. 40. 40 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 1
46. 19. 86. 213 | srael 147.237.76. 31 nakchal .idf.il drop First packet isn't drop 1
185. 89. 217. 226 Net her | ands 147.237.77.216 |dover.idf.il dr op First packet isn't drop 1
176. 58. 72. 106 Pal estinian Territory, Qcupied |147.237.77.216 |dover.idf.il drop First packet isn't drop 1
185. 130. 6. 49 Li t huani a 147.237.76.148 |ggcenter.aka.idf.il drop drop 1
180. 97. 106. 162 Chi na 147.237.0. 34 tikshuv.idf.il dr op SAMrul e drop 1
185. 89. 217. 228 Net her | ands 147.237.77.216 |dover.idf.il drop First packet isn't drop 1
180. 97. 106. 161 Chi na 147.237.8.50 e.tikshuv.idf.il drop SAMrul e drop 1
85. 250. 121. 217 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 1
180. 97. 106. 162 Chi na 147.237.77.234 |halag.idf.il drop SAMrul e drop 1
109. 253. 198. 103 [l srael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 1
180. 97. 106. 161 Chi na 147.237.76.176 |test.ncore.idf.il dr op SAMrul e drop 1
66.102. 9. 101 Lhited Sates 147.237.77.233 |atal.idf.il drop First packet isn't drop 1
31.154. 53. 182 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 1
183. 129. 160. 229 |Chi na 147.237.72.166 |aka.idf.il dr op SAMrul e drop 1
109. 253. 209. 147 |l srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 1
180. 97. 106. 161 Chi na 147.237.77.179 |e.nazi.idf.il drop SAMrul e drop 1
183. 129. 160. 229 |Chi na 147.237.72.167 [ishurimaka.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 86. 228 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 32
2.53.166. 31 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 30
209. 88.198. 1 I srael 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 8
77.139. 241. 205 |France 147.237.72. 166 |aka. i df . i | 3’;\: ;L:.“it;d. itf}a:;hn(;rhiozﬁ d';?;:??;ggxmom U on Bl ock 5
10. 151. 70. 1 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 3
80.246.138.60 |Israel 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode Bl ock 3
46.19. 85. 161 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
66.249.66. 177 [Israel 147.237.77.216|dover.idf . il Ml tipl e Unaut horized URL Access from 66. 249. 66. 177 B ock 3
2.53.145. 192 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
109. 253. 147. 180l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 2
77.139.89.148 |France 147.237.72. 166 |aka. i df . i | m“;grl idi‘??l /Mr;n.tlhjd mf?n; ;f;s/i mner . asp B ock 2
84.109.202.86 |[lsrael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte de Character in URL B ock 2
10.151.70.1 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for www aka. i df.il/main/kapat z/ B ock 2
84. 95. 208. 20 I srael 147.237.77. 176 |mat pash. i df . i | Ml tiple Unauthori zed URL Access from 84.95. 208. 20 Bl ock 2
77.138.25.117 |France 147.237.72. 166 [aka.i df . i | Uhaut hor i zed Met hod PCST for www aka. i df.il/mil ui n B ock 1
46.121.117.130 |Israel 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to wwidf.il/igf B ock 1
109. 253. 140. 162|I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 1
5.29.152.218 | srael 147.237.77.216|dover. i df . i | PHP At enpt B ock 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | Ostributed PHP Attenpt B ock 1
78.87.127. 94 G eece 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
194. 90. 66. 9 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
66.249.66.183 I srael 147.237.77. 216 |dover . i df . i | D e e el dover. aspx Bock |1
89. 139. 190. 237 [Israel 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
40.77.167. 32 Lhited Sates |147.237.0. 16 nlyl_ kosher -kravi .1 df Uhaut hori zed URL Access to www ny-kosher-kravi.idf.il/robots.txt |B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 1
77.139.21.23  |France 147.237.72. 166 |aka. i df . i | mu;:giijfeﬂ ”ﬁﬁ?ﬁ mﬁp{ ot es/ hone. asp Bl ock 1
66. 249. 65.182 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
5.29. 152. 218 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wawidf.il/wp-1ogin. php B ock 1
84. 95. 208. 20 I srael 147.237.77.216|dover. i df .i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 1
80. 246.130.18 |[Israel 147.237.77.216|dover. i df . i | D stributed Lhauthori zed UR. Access on wwww i df.il/error.htm B ock 1
68.180.228.185 [lnited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin ww i df . i|/1380- he/ dover. aspx |B ock 1
91.194.238.31 |Wraine 147. 237.72. 166 |aka. i df . i | mlj;:;riidzfdi I"/‘i:a??]‘/j mplcﬁrn; Shout aspx Bl ock 1
46.19. 85. 89 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 1
Uhaut hori zed Met hod CGET for
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | v aka. i df . i | / honas/ si t e/ resour ces/ servi ces/ wsnat eri al s. asnx/ sete |B ock 1
nai |
66. 249. 65. 185 I srael 147.237.76.42 |refuah.idf.il ﬂ?f’;g;r;éffz/?pfgf;?get/‘;i oo/ 33213, e Bl ock 1
122.59.80.209 |New Zeal and  [147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for wwu aka. i df . i|/giyus/ nain/ B ock
209. 88.198. 1 | srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed LRL Access to waw nakhal .idf.il/sip_storage/files/2/ |B ock
77.106. 47. 124 g{sj:;;nl on 147.237.72. 156 |anan. i df . i | D stributed Lhaut hori zed LRL Access on v anan. i df.il/favi con.ico |B ock 1
104. 128. 144. 131|Canada 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237.76. 42/ redi rect . php Bl ock 1
2.55.25.191 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
84. 95. 208. 20 I srael 147.237.77. 176 [mat pash. i df . i | Distributed PHP Attenpt Bl ock 1
66. 249. 66. 167 [l srael 147.237.76.30 |hi nush.idf.il Lhaut hori zed URL Access to ww tech. atal .idf.il/nobile/ B ock 1
149. 3. 93. 83 Gorgia 147.237.72. 166 |aka. i df . i | mu;:g: éfe.di I'ﬁgor?/ gFi’CfJTS /fyoarhash2016/ | obby. asp Bl ock 1
84.229.79.42  |israel 147. 237. 76. 147 |chi nuch. aka. i df . i | mg'hf’ﬁbiﬂ ;tg”f 2?“. sz‘ioﬁtﬁfcess on Bl ock 1
81.218.241.26 |[lIsrael 147.237.77.216|dover.idf .i | Mil tipl e Unhaut hori zed URL Access from 81.218. 241. 26 B ock 1
77.138.19.160 |France 147.237.72. 156 |anan. i df . i | Lhaut hori zed LRL Access to waw arman. i df.il/favicon.ico B ock 1
104. 128. 144. 131|Canada 147.237.77. 170 |nmar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ redi rect . php B ock 1
2.55.25.191 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
Unknown Par anet er
77.139. 246. 233 |France 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acehol der $Logi nCont r ol $capt cha$capt |None 1
chaText in ww aka.idf.il/main/giyus/
169. 229. 3. 91 Uited Sates [147.237.76.200|eitan. aka.idf.il Ill1egal Byte Gode Character in Method B ock 1
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