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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
77.138.213. 151 France 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 2
82.80.78. 2 | srael 147.237.76. 86 navy.idf.il |Back List dr op 2
209. 126. 122. 33 Lhited Sates 147.237.76. 86 navy.idf.il |Back List drop 1
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|Top Attackers In IPS|
Target Address |Site |Sgnat ure Devi ce Action |Count
Permt 2

Attacker Address ‘Attacker Gountry

108. 59. 8. 70 Lhited Sates 147.237.77. 216 dover.idf.il |Cl1000074: HITP. najestic bot
212.199. 101. 60 I srael 147.237.77. 216 dover.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
151. 80. 31. 168 France 147.237.76. 86 navy. i df.il C1000146: HITP:  AhrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

93.118. 34. 19 147. 237. 77. 234 |France hal ag.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.76.38 |Netherlands e.emeitav.idf.il ET SCAN Potential SSH Scan 1
213.57.61. 28 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
91.224.160. 106 |147.237.0.16 |Netherlands ny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
187 79. 130, 204|147 237 76.38 |mrasil o e neita.id i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
82. 81. 76. 37 147.237. 77. 216 |I srael dover. i df.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
37.26.149.246  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147.237.76.38 |China eeneitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
132. 66.22.107 |147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
94.102. 49. 92 147. 237. 76. 197 [Net her | ands e. hi nush. i df .i ET SCAN Behavi oral Lhusually fast inbound Telnet Cbnnections, 1
Potential Scan or Brute Force
91.224. 160. 106 |147.237.76.42 |Netherlands refuah.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.76.34 [Netherlands yohal an. i df .il ET SCAN Potential SSH Scan 1
212.199. 106. 194|147. 237. 77. 216 | srael dover.idf.il portscan: TCP D stributed Portscan 1
82.166. 146. 145 |[147.237.77.216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
185. 118. 65. 230 [147.237. 0. 34 23::;'}0'1 ti kshuv. i df . i ET SCAN Potential VNC Scan 5900- 5920 1
81.218.157.39 |147.237.77. 216l srael dover.idf.il portscan: TCP Distributed Portscan 1
183. 60. 48. 25 147. 237. 76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
31.168.115.31 [147.237.77. 216l srael dover. i df.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0.19 |China madi matal .idf.il ET SCAN Potential SSH Scan 1
116.71.128.85 |147.237.77.61 |Pakistan e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address ‘Attacker Gountry Target Address |Sig nature Message Devi ce Action |Count
85. 130. 219. 100 I srael 147.237.76. 86 navy.idf.il dr op First packet isn't SN drop 7
109. 253. 220. 135 I srael 147.237.77. 243 nobi | e.idf.il drop First packet isn't SN drop 7
5. 28. 166. 252 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 7
212.179. 210. 185 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 6
2.53.32.4 | srael 147.237.0. 19 nadi matal .idf.il dr op Frst packet isn't SN drop 6
176. 13. 10. 191 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't SYN drop 4
109. 253. 132. 72 I srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't SN drop 4
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 4
77.138.213.151 France 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 4
176. 13. 12. 201 I srael 147.237. 72. 166 aka.idf.il dr op First packet isn't SN drop 3
46. 19. 86. 70 I srael 147.237.77. 74 lawidf.il drop First packet isn't SN drop 2
109. 253. 140. 11 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't SYN drop 2
109. 253. 212. 190 I srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't SN drop 2
85. 130. 219. 100 I srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 2
79.180. 15. 110 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 2
176.13.4. 121 I srael 147.237.77. 243 nobi | e.idf.il drop First packet isn't SN drop 2
176. 13. 249. 43 | srael 147.237.77. 243 nobi le.idf.il dr op First packet isn't SN drop 2
109. 253. 209. 147 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 2
79.183.72.214 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 2
180. 97. 106. 162 Chi na 147.237.8. 14 e.orchot.idf.il dr op SAMrul e drop 1
180. 97. 106. 37 Chi na 147.237.8. 24 elifestyle.idf.il drop SAMrul e drop 1
109. 253. 209. 208 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 1
81. 218. 241. 26 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 1
180. 97. 106. 161 Chi na 147.237.72. 167 ishurimaka.idf.il drop SAMrul e drop 1
66. 249. 65. 153 I srael 147.237.0. 33 idf.il dr op drop 1
180. 97. 106. 162 Chi na 147.237.76. 199 e.nakchal .idf.il dr op SAMrul e drop 1
180. 97. 106. 37 Chi na 147.237.8.28 e.nobi | e-ks.idf.il drop SAMrul e drop 1
180. 97. 106. 161 Chi na 147.237.76. 196 e.svivaidf.il drop SAMrul e drop 1
176. 13. 235. 28 | srael 147.237.77. 243 nobi le.idf.il dr op First packet isn't SN drop 1
109. 253. 156. 48 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 1
180. 97. 106. 162 Chi na 147.237.77.235 sviva.idf.il drop SAMrul e drop 1
180. 97. 106. 37 Chi na 147.237.72. 156 anan.idf.il dr op SAMrul e drop 1
216. 218. 206. 122 Lhited Sates 147. 237. 0. 200 mu. i df . il drop drop 1
180. 97. 106. 161 Chi na 147.237.77.179 e.nazi.idf.il dr op SAMrul e drop 1
176. 13. 236. 81 | srael 147.237.77. 243 nobi le.idf.il dr op First packet isn't SN drop 1
109. 253. 196. 125 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't SYN drop 1
185. 130. 6. 49 Li t huani a 147.237.0. 33 idf.il dr op drop 1
180. 97. 106. 37 Chi na 147.237.76. 44 e.refuah.idf.il drop SAMrul e drop 1
93.174. 95. 106 Net her | ands 147.237.76. 34 yohal an.idf.il dr op drop 1
180. 97. 106. 161 Chi na 147.237.77.212 e.dover.idf.il drop SAMrul e drop 1
202.84.47.68 Bangl adesh 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 1
180. 97. 106. 37 Chi na 147.237.77. 226 wawn chanat z. aka. i df . i | drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.53.32.4 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 135
109. 253. 142. 252|1 sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 119
46.19. 85. 140 I srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 26
121. 204. 158. 162|Chi na 147.237.77.216|dover. i df .i | Ml tipl e Unaut horized URL Access from 121.204. 158. 162 Bl ock 17
- - Unaut hori zed URL Access to
46.116.52.250 |Israel 147.237.77. 216 |dover. i df .i | v i cf i 1/t enpl at es/ t enpl at econt rol s/ gener i o/ Bl ock 6
109. 253. 215. 95 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock
121. 204. 158. 162|Chi na 147.237.77.216|dover. i df . i | Dstributed PHP Attenpt B ock
. . Mul ti pl e Uhaut hori zed Method for Known URL from
77.138.22.177 |France 147.237.72. 166 |aka. i df . i | 77.138. 22. 177 Bl ock 4
176. 13.229. 150 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
80.246.138.60 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
109. 253. 244. 18 |l srael 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 2
31.154.81. 40 I srael 147.237.76.86 |navy.idf.i | Unaut hori zed HTTP Met hod Bl ock 2
wwwv chamat z. aka. i df . . .
84. 95. 208. 20 | srael 147.237.77. 226 i Mil ti pl e Unhaut hori zed URL Access from 84. 95. 208. 20 B ock 2
2.53.34. 44 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock
66.249. 66. 177 |l srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut horized URL Access from 66.249. 66. 177 B ock
_ m ny- kosher - kravi . id ,
71.6.167. 142 Lhited Sates |147.237.0. 17 £l Unaut hori zed URL Access to 147.237.0. 17/robot s. t xt Bl ock 1
204.79.180.239 |wnited Sates |147.237.72.166|aka. i df.il Wnauit hor i zed Method PCBT for B ock 1
vy aka. i df . i |/ m ui it enpl at es/ hone. asp
2.53. 45, 156 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to wwu chi nuch. aka.idf.il/404. htm B ock 1
82.81.137.131 [Israel 147.237.76.31 |nakchal .idf.il Ml tiple Unauthorized URL Access from 82, 81.137. 131 B ock 1
66.249.66.177 [Israel 147.237.77.216|dover.idf . il Lhaut hori zed URL Access to v idf.il/atal 1/izkor/viewing. asp |B ock 1
121. 204. 158. 162|Chi na 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to waw i df . il/index. asp B ock 1
37.26.146.155 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode B ock 1
www, chanat z. aka. i df . i
84.95.208.20 | srael 147.237.77. 226, Wnaut hori zed UR. Access to . Bl ock 1
il waw chamat z. aka. i df . i 1/t enpl at es/ honepage/ di v.item
212.143.47.165 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock
62.0.70.173 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from62.0.70. 173 B ock
. - Unaut hori zed URL Access to
5.102.241.160 |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ 1518- he/ r ef uah. aspx Bl ock 1
. . O stributed Unaut hori zed URL Access on
109. 253. 219. 140l sr ael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
82.81.137.131 |[Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 1
- . Paraneter Type Mol ation pos in
66. 249. 66. 185 I srael 147.287.77.74 (lawidf.il vwwc | aw i df i 1/ 163- 7329- hel pat zar . aspx Bl ock 1
; . . Unaut hori zed URL Access to
157.55.39. 131 |wnited Sates |147.237.77.216|dover.idf.il v i i 1/t enpl at es/ art i cl e/ mpal w Bvpxs Bl ock 1
37.142.8.214 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unauthorized URL Access from 37.142.8.214 B ock 1
85. 64. 28. 149 I srael 147.237.72. 166 |aka. i df . i | Dstributed |ll1egal Byte Gde Character in URL Bl ock 1
77.138.196.26 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for aka.idf.il/main/giyus/ ki osk/ B ock 1
62.0.70.173 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip_storage/files/ 4/ B ock 1
213.151. 51. 234 |Israel 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to waw idf.il/https:/wwnidf.il/ B ock 1
31.154. 81. 40 | sr ael 147.237.76.86 |[navy.idf.il Ml tipl e Unaut horized URL Access from 31.154. 81. 40 B ock 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf . il Ml tiple Unaut horized URL Access from 84. 95. 208. 20 B ock 1
m ny-kosher-kravi.id |ill1ega Byte Gde Character in Paraneter Name
66. 249. 76. 122 | srael 147.237.0. 17 £l Ch&TI07@ DKA&S "2~ H 1KR] [ #28] ] { B ock 1
37.142.8. 214 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storage/files/ U B ock 1
104. 128. 144. 131|Canada 147.237.76.200(ei tan. aka. i df . i | Unaut hori zed URL Access to 147.237. 76. 200/ r edi r ect . php B ock 1
] ] D stributed Unaut hori zed Method for Known URL on
77.138.213. 151 |FRance 147.237.72. 166 |aka. i df .i | waw aka, i df . i | / mai n/ hone/ def aul t . aspx Bl ock 1
m ny- kosher - kravi . i d _ _
66. 249. 65. 133 | srael 147.237.0. 17 £l Ostributed |11 egal Paraneter Encodi ng None 1
m ny- kosher-kravi .id
66. 249. 76. 122 | srael 147.237.0. 17 f Inly Il egal Paraneter Encodi ng G&T907@ DKd&f ~z"H 1kR [ #28]]{ None 1
] - . Unaut hori zed URL Access to
192.243.55.135 [United Sates |147.237.77.74 [lawidf. il v mag. i df . i 1/tenpl at es/ t enpl at econt r ol s/ news/ NXoNN NANDY Bl ock !
31.154. 81. 40 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed UR. Access to v navy.idf.il/sip storage/files/8 |B ock 1
vy, chamat z. aka. i df .
84. 95. 208. 20 | srael 147. 237.77. 226 |. PHP At t enpt Bl ock 1
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