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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |Site |Signature  |Device Action  |Count |
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack List drop 2
208. 100. 26. 228 Lhited Sates 147.237.76. 199 e.nakchal .idf.il B ack List drop 1
208. 100. 26. 228 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
208. 100. 26. 228 Lhited Sates 147.237. 76. 200 eitan aka.idf.il B ack List dr op 1
85.173. 79. 57 Russi an Federation 147.237.76. 31 nakchal .idf.il B ack List drop 1
208. 100. 26. 228 Lhited Sates 147. 237. 76. 196 e.sviva.idf.il B ack List drop 1
208. 100. 26. 228 Lhited Sates 147.237.76. 202 e halag.idf.il B ack List drop 1
85.173. 79. 57 Russi an Federation 147.237.76. 34 yohal an.i df .il B ack List drop 1
208. 100. 26. 228 Lhited Sates 147.237.76. 197 e. hinush.idf.il B ack List drop 1
82.80.78.2 | srael 147.237.72. 166 aka.idf.il B ack Li st drop 1
91. 92. 120. 134 Bul garia 147.237.76. 202 e halag.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

Target Address

|Site

‘Sgnature

Devi ce Action |Oount

162.210.196.129 [Wited Sates 147.237.77.216 |dover.idf.il |ClL000074: HTTP. najestic bot Per nit 2
93.174. 95. 106 Net her | ands 147.237.72.156  |aman.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
36.110. 147. 74 Chi na 147.237.77. 74 lawidf.il C1000071: HTTP: User Agent Sogou-+web+spi der Per mt 1
89.248.172. 16 Net her | ands 147.237.77.179 |e.nazi .idf.il |13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature
ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,

219. 68. 160. 114 [147. 237. 76. 39 |Tai wan nobi | e. nei tav.idf.il ) 1
Potential Scan or Brute Force
194.90.239.2  |147.237.77. 216l srael dover.idf il portscan: TCP D stributed Portscan 1
185. 118. 65. 230 |147. 237. 0. 16 RF;ZZ::}O” ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
173.208. 249. 37 |147.237. 76. 31 |Wited Sates  |nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102.48.195 |147.237.77. 178 |Net her| ands e. nat pash. i df . i ET SCAN NMAP -sS w ndow 1024 1
80. 178.190. 33 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 86 147.237.77. 216 I srael dover . idf.il portscan: TCQP D stributed Portscan 1
212.76.98.38 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
_ o ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
191.17.7.101 |147.237.76. 201 |Brazil e.atal.idf.il ) 1
Potential Scan or Brute Force
, L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
179.192. 5. 177 |147.237.76. 199 |Brazi | e. nakchal . i df .il ) 1
Potential Scan or Brute Force
113.108. 10. 31 |147.237.8.27 |China e.madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
. - ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons,
86. 126. 162. 98 [147.237.0.33 |Romani a idf.il . 1
Potential Scan or Brute Force
62.90.219. 142 |147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Oount
195. 160. 242. 40 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 7
93.173.57. 62 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SN drop 3
212. 143.142. 56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 3
37. 26. 146. 233 | srael 147.237.72. 166 aka idf.il drop First packet isn't SN drop 3
176. 13. 241. 133 | srael 147.237.72. 156 anan.idf.il dr op Frst packet isn't SN drop 1
176. 13. 249. 43 | srael 147.237. 77. 243 nobi | e.idf.il drop First packet isn't SYN drop 1
176.13.4. 121 | srael 147.237. 77. 243 nobi | e.idf.il drop First packet isn't SN drop 1
180. 97. 106. 162 Chi na 147.237.76. 42 refuah.idf.il dr op SAMrul e drop 1
176. 13.8.50 | srael 147.237. 72. 156 anan. i df . il drop First packet isn't SYN drop 1
180. 97. 106. 162 Chi na 147.237.76. 176 test.ncore.idf.il drop SAMrul e drop 1
176. 13. 230. 233 | srael 147.237.72. 166 aka idf.il dr op First packet isn't SN drop 1
185. 130. 6. 49 Li t huani a 147.237. 0. 200 mu.idf.il drop drop 1
62.219. 137. 27 | srael 147.237.76. 86 navy.idf.il drop First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.55. 143. 214 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 98
46. 19. 86. 164 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 57
37.26.149.170 [israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 19
80.246.139.31 |lsrael 147.237.77.243|nobi | e. i df . i | Mil tipl e Unhaut horized URL Access from 80. 246. 139. 31 B ock 14
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df .i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 10
85. 64. 176. 29 I srael 147.237.77.216|dover.idf . il Dstributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 6
169.253.194.1 |Whited Sates  [147.237.77.176|matpash. i df.il [Miltiple Unauthorized UR. Access from 169. 253.194. 1 B ock
204.79.180.165 [lited Sates  |147.237. 72. 166 [aka. i df . i | m;}igﬂt (ffd. iﬂa#;ihnc/’rrjozni? dﬁ;ﬂf?.;‘sﬁxmo‘m UL on B ock 1
87.71.39.90 [Israel 147.237. 72. 166 |aka. i df . i | oAU o zed o e T crive. s B ock 1
66.249.66.183 I srael 147.237.77. 216 |dover . i df .i | D e oo e/ dover . aspx B ock 1
169.253.194.1 |Whited Sates  |147.237.77. 176 |mat pash. i df . i | m”;?;;iﬁ. Hj‘sipg_c;zfa;gm | es/'9/4629. | pq Bl ock 1
212.150. 125. 195l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 994-7237-he/ atal . aspx  |B ock 1
104. 173. 254. 180|Uhited Sates 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
77.138.22.177 |Fance 147.237.72.166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LRL B ock 1
176.13.231. 127 |[lIsrael 147.237.76.31 |nakchal .idf.il |Unauthorized URL Access to 147.237.76. 31/ 894- he/ nakhal . aspx B ock 1
212.150.178.32 [Israel 147.237.77.216|dover. i df . il Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
109. 253. 136. 176|I srael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte de Character in URL B ock 1
77.138.22.177  |France 147.237.72. 166 |aka. i df . i | m“;kgof g‘ﬁ /":;j r;?sapﬁ?rglc’;ﬂ vecont act. asp Bl ock 1
Unknown Paraneter catld in
2.55.7.219 I srael 147.237.72. 166 |aka. i df . i | wwwe aka. i df . i |/ mai n/ gi yus/ mai i/ gi yus/ r esour ces/ i mages/ mast er / f avi con. |None 1
gf
185.32.179.12 |Israel 147.237.77.216|dover. i df . i | SSL Unhtraceabl e Connection - Cpen Mde None 1
87.70.247.126 |Israel 147.237.76.31 |nakchal .idf.il [DOstributed PHP Attenpt B ock 1
66.102.9.95  |tnited Sates  |147.237.72. 166 |aka. i df .i | Dstrbuted trautori zed d';f;:f?_‘;z;xmo“” R on Bl ock 1
141. 8. 132. 78 :Z::I”i on 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to v i df.il/newsitel engli sh/0218- B ock 1
77.139.125. 122 |France 147.237.72. 166 |aka. i df . i | mu;g riidzf?l '/“;;jhsfk:gfz/f o allt. aspx Bl ock 1
2.55.35.8 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None 1
192. 243.55. 129 |Uited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waww mag. i df . il/228-hel f ag. aspx B ock 1
87.70.247.126 |[Israel 147.237.76.31 |nakchal .idf.il [Uauthorized URL Access to nakhal .idf.il/wp-1ogin. php B ock 1
66.249.66. 177 |lsrael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
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