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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack List drop 3
176. 13. 224. 126 | srael 147.237.0.19 nadi matal .idf.il DOBS- SSL- d ear Text drop 1
82.80.78.2 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount

86. 186. 225. 159 Lhited Ki ngdom 147.237.77. 216 dover.idf.il |[24910: HTTP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
186. 170. 132. 143|147. 237.0.35 |Col onbi a akavs. i df.il ) 1
Potential Scan or Brute Force

185. 118. 65. 230 [147. 237. 0. 200 EZZli}on . i df i | ET SCAN NVAP -sS wi ndow 1024 1
162. 216. 19. 183 [147.237.77.216|Wited Sates  |dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
91.201.236.50 |[147.237.0.16 |lkraine ny-kosher-kravi .idf.il [ET SCAN NVAP -sS wi ndow 1024 1
58.218. 204. 245 [147.237.76.30 |China hi nush. i df . i | ET SCAN Potential SSH Scan 1
54.79.2.19 147.237.77. 176 |Australia mat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1

Russi an s .
185.118. 65. 230 |147.237.0.200 |_ -0 ndu. i df il ET SCAN Potential SSH Scan 1
162. 216. 19. 183 [147.237.77.216|Whited Sates  |dover.idf.il SERVER- WEBAPP TRACE at t enpt 1
109. 64. 182. 48  |147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
58. 218. 204. 245 |147.237.76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
58.218.204. 245 [147.237.0.35 |thina akavs. i df . il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Att acker Qountry Target Address |Sig nature Message Devi ce Action ‘Count
195. 160. 242. 40 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 14
81.218. 101. 66 | srael 147.237. 76. 42 refuah.idf.il dr op Frst packet isn't SN drop 8
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 4
24.64.97.10 Canada 147.237.72. 166 aka.idf.il dr op Frst packet isn't SN drop 4
46.19.85.172 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 4
176. 13. 18. 129 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 1
180. 97. 106. 162 Chi na 147.237.0.15 kosher-kravi .idf.il dr op SAMrul e drop 1
50. 136. 242. 71 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 1
180. 97. 106. 37 Chi na 147.237.0. 17 mny- kosher-kravi .idf.il dr op SAMrul e drop 1
180. 97. 106. 162 Chi na 147.237.77. 74 lawidf.il dr op SAMrul e drop 1
180. 97. 106. 37 Chi na 147.237.76. 42 refuah.idf.il drop SAMrul e drop 1
185. 130. 6. 49 Li t huani a 147.237.0. 35 akaws. i df . il dr op drop 1
113.108. 10. 31 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
180. 97. 106. 37 Chi na 147.237.76. 200 eitan aka. idf.il dr op SAMrul e drop 1
176. 13. 10. 57 | srael 147.237.72. 156 anan. i df.il dr op First packet isn't SYN drop 1
180. 97. 106. 37 Chi na 147.237.77. 235 sviva.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176. 13. 224. 126 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 86
80.246.139.31 |Israel 147. 237.77. 243 |nobi | e. i df . i | nl'ggultgoir(;le??/ geggf;zmztesn <t ohi | ddocunent </ 1362 Bl ock 6
37.26.149.194 |Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock 2
77.138.45.93 France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for ww aka. i df.il/nmain/smalind Bl ock 2
2.53.52. 110 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
219.134.171. 44 |China 147.237.77.176 [mat pash. i df .il |Miltiple Wauthorized URL Access from 219.134. 171. 44 Bl ock 2
109. 67.172. 149 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
77.138.22.177 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for wwu aka. i df .il/mai n/kapat z/ B ock 1
2.53.190. 11 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
207.46.13.9 Wited Sates [147.237.72.166|aka. i df .i | Unaut hori zed URL Access to 147.237. 72. 166/ B ock 1
83. 149. 37. 36 gj::;”i o 147.237.72. 166 |aka. i df . i | m;zﬂt? iﬂa#;hnirgoﬁ? dﬁ;ﬂ?g_;ﬁxmo"‘" R on Bl ock 1
219. 134. 171. 44 |China 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to v cogat . i df.il/contact. asp Bl ock 1
138.134.102. 15 |l srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed UR. Access to vwwyidf.il/mil net Bl ock 1
2.55.137. 226 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
212.199. 151. 137|l srael 147.237.76.200(ei tan. aka. i df . i | [Uhaut hori zed Method POST for wan ei tan. aka.idf.il/1103-he/eitan. aspx |None 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to v i df.il/defaul t.aspx B ock 1
46. 19. 86. 194 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ text. css B ock 1
77.237.138.202 |Czech Republic |147.237.77.74 |lawidf.il Unaut hori zed URL Access to / Bl ock 1
12. 37.166. 70 Lhited Sates |147.237.72.166|aka.idf . il Lhaut hori zed Method PCST for ww aka.idf.il/ishurinmain/ Bl ock 1
213.8.71.26 I srael 147.237.77. 216 |dover.idf . il Mil tipl e Unaut hori zed URL Access from 213.8.71.26 B ock 1
100. 35.75.114 |Uhited Sates |147.237.72.166|aka.idf .i | Unhaut hori zed Met hod PCST for waww aka.idf.il/main/giyus/forns. aspx  |B ock 1
68.180.228. 231 [United Sates  [147. 237. 7. 176 |nat pash. i df . i | mazi;‘; pe Mo & on /F;a(?geat'\lf";égx B ock 1
180. 76. 15. 29 Chi na 147.237.72. 156 [anan. i df . i | Unhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock 1
79.177.228.66 | srael 147.237.0.19 |nadimatal .idf. | Edf‘;e;e; .Tiyd??i\lﬂ/?;} 'nogsg(' 008Cont ent A acet-bl der 15t xt Capt cha in Bl ock 1
24.64.97. 10 Canada 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod POST for www aka. i df . il/mai n/ gi yus/ pni ot fag. aspx B ock

104. 128. 144. 131|Canada 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to 147. 237. 76. 86/ redi rect . php B ock
77.138.22.177  |France 147.237.72. 166 |aka. i df . i | L'u'rigea; ’ i?fageegfing:i:;féoibg:&i/ fm’j IV kapat 2/ [ 1 es#012 Bl ock 1
2.53.161. 224 I srael 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock

180. 76. 15. 144  |Chi na 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/list7.htm B ock
24.130.83.124 |[lhited Sates  |147.237.72.166 |aka. i df .i | m;:(:ﬂtdeﬁ wagj r;j’;;;g?zlw hod for Known LRL on Bl ock 1
219.134.171.44 |China 147.237.77. 176 [mat pash. i df . il |PHP Attenpt Bl ock 1
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