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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
154. 16. 199. 47 Lhited Sates 147.237.76. 31 nakchal .idf.il B ack List dr op 1
82.80.78.2 | srael 147.237.76. 86 navy.idf.il B ack List drop 1
176. 13. 224. 126 | srael 147.237.0. 19 nadi matal .idf.il|DOSS- SSL- A ear Text drop 1
89.248.171. 2 Net her | ands 147.237.76. 38 eeneitav.idf.il|Back List drop 1
115. 47.12. 162 Chi na 147.237.8. 24 elifestyle.idf.i|JLMPurple Gon Lint_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count
62. 210. 148. 246 France 147.237.77. 216 dover.idf.il |Cl1000074: HITP. najestic bot Per nit 2
71.6.167. 142 Lhited Sates 147.237.77. 216 dover.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1




08-18-2016-06:04:08 to 08-18-2016-07:04:08

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

94.102.48.195 |147.237.8.24 [Netherlands elifestyleidf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 155 |147.237. 72. 217 |krai ne eidf.il ET SCAN NMAP -sS wi ndow 1024 1
_ o ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic,
89. 33. 246. 121 147.237.0. 15 Ronani a kosher-kravi .idf.il . . 1
Potential Scan or Infection
66. 151. 255. 234 [147.237.76. 148 |thited Sates |gacenter.aka idf.il ET SCAN NVAP -sS w ndow 1024 1
216. 196. 194. 170(147.237.72. 14 |whited Sates |dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
L SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
139. 162. 13. 205 |147. 237. 77. 233 |9 ngapore atal .idf.il ) . - 1
deni al of service attenpt
115.47.12. 162 |147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
94. 102. 49. 92 147.237.77. 233 |Netherl ands ~ |atal .idf.il ) 1
Potential Scan or Brute Force
91.201. 236. 155 [147.237.72.217 |Wrai ne eidf.il ET SCAN NVAP -sS w ndow 3072 1
91.201. 236. 155 [147.237.72. 217 |krai ne e.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
66.249. 66. 185 |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 1
5. 255. 90. 133 147.237.76.176 |Netherl ands  |test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
_ ) L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
190. 229. 161. 133|147.237.0. 34 |Argenti na tikshuv.idf.il . 1
Potential Scan or Brute Force
115.47.12.162 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
113.108.10. 31  |147. 237. 77. 226 |Chi na waw chanat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
121. 96. 96. 130 Phi l'i ppi nes 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 3
104. 244. 225. 210 Jamai ca 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 2
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 2
52. 16. 5. 197 Irel and 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 1
180. 97. 106. 37 Chi na 147.237.72. 166 aka.idf.il dr op SAMrul e drop 1
184. 105. 139. 80 Lhited Sates 147.237.0. 35 akaws. i df.il dr op drop 1
180. 97. 106. 37 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il dr op SAMrul e drop 1
184. 105. 247. 207 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
113.108. 10. 31 Chi na 147.237.76. 30 hi nush.idf.il dr op SAMrul e drop 1
180. 97. 106. 37 Chi na 147.237.77. 233 atal.idf.il dr op SAMrul e drop 1
180. 97. 106. 162 Chi na 147.237.0.34 tikshuv.idf.il dr op SAMrul e drop 1
176. 13. 240. 89 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't SYN drop 1
184. 105. 139. 76 Lhited Sates 147.237.0. 35 akaws.idf.il dr op drop 1




08-18-2016-06:04:08 to 08-18-2016-07:04:08

|Top Attackers In V\AF|

Devi ce

At acker

Count ry ‘Target Address |Site Sgnature Action ‘Count
176. 13. 224. 126 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 146
67.229. 134. 187 |Uhited Sates |147.237.77.216|dover . i df . i | Mil tipl e Uhaut horized URL Access from 67.229. 134. 187 B ock 17
213.57.157. 195 |I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock
67.229.134. 187 |Whited Sates |147.237.77.216|dover.idf .i | PHP Att enpt Bl ock
94. 178. 150. 195 |Wkrai ne 147.237.72. 166 |aka. i df . i | m;l'(:”f jfd_ iLlj}a#;ihnC/’rr:OZr;? d';f;tlofl ;;’;XK”""‘” L on Bl ock 2
66. 249. 66. 177 |Israel 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to waw idf.il/atal 1/i zkor/ vi ew i ngt op. asp Bl ock 2
157.55.39. 131 |lLhited Sates |147.237. 77. 216 |dover. i df . i | D stributed Unaut horized LRL Access on wanidf.il/error. htm B ock 2
64.62.219. 158 |Whited Sates |147.237.77.216|dover.idf.i | D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 1
157.55.39. 190 |Lhited Sates |147.237.72.166|aka.idf .il Unknown Paraneter docid in aka.idf.il/nai n/ haredi nigeneral . aspx None 1
67.229.134. 187 |Lhited Sates |147.237.77.216|dover.idf . il Unaut hori zed URL Access to wawidf.il/index. asp Bl ock 1
99. 225. 173. 240 |Canada 147.237.72. 156 [aman. i df . i | D stributed Uhaut hori zed URL Access on v anan. i df .i|/favicon.ico B ock 1
64.62.219.165 |Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm Bl ock 1
176.13.17.6 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
77.139.176.29 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for ww aka.idf.il/giyus B ock 1
139.162. 13. 205 |Sngapore  |147.237.77.233|atal .i df .i | ?gé:f;ﬁgjﬁﬁ_&ﬁqfsg ons from139.162.13.205 (Protocol violation fy, .o 1
84.109.244.10 |l srael 147.237.72. 166 [aka. i df . i | mngkmg. ipteilfriwr?;j :/ag;il)?usl,/nnai n/ gi yus/ r esour ces/ i nages/ mast er/ f avi con. gi f None !
139. 162. 13. 205 |S ngapor e 147.237.77.233|atal .idf.il SSL Wntraceabl e Gonnection - Protocol violation (SSL_OONN CLIENT_HALLOQ |None 1
Unhaut hori zed URL Access to
192. 243.55. 136 |Lhited Sates [147.237.77.74 |lawidf.il wan | aw i df . il /tenpl ates/getfil e/ getfile. aspx?fil enane=xhl | yt axl t anns5kb2m |Bl ock 1
=& nf ocent eri t en¥true
84.229.18.175 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
46.116. 86. 138 |l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
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