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Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
186. 116. 96. 117 Col onbi a 147.237.76. 176 test.ncore.idf.il |JLM Under Attack Con_Tcp drop 2
222.251.143. 240 Korea, Republic of 147.237.77. 205 prisha.idf.il JLM Purpl e Gon Limt_Tcp drop 1
154. 16. 199. 47 Lhited Sates 147.237.76. 176 test.ncore.idf.il |Back List drop 1
222.251. 143. 240 Korea, Republic of 147.237.77. 212 e. dover.idf.il JLMPurple Gon Limt_Tcp drop 1
222.251. 143. 240 Korea, Republic of 147.237.77. 227 e hanaz.idf.il JLMPurple Gon Limt_Tcp drop 1
222.186. 34. 139 Chi na 147.237.76. 199 e nakchal .idf.il |JLM Under Attack Con_Tcp drop 1
154. 16. 199. 47 Lhited Sates 147.237.76. 42 refuah.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address ‘Attacker Qountry

Signature

. . SERVER- APACHE Apache mod_ssl non- SSL connection to
180. 97. 106. 37 |147.237. 76. 199 |Chi na e. nakchal .idf .i . : - 3
port denial of service attenpt
, _— L SERVER- APACHE Apache nod_ssl non- SSL connection to
180. 97. 106. 161 |147. 237. 72. 167 |Chi na ishurimaka.idf.il . . - 2
port denial of service attenpt
. .. |SERVER APACHE Apache nod _ssl non- SSL connection to
180. 97. 106. 37 |147.237. 77. 226 |Chi na wa charmat z. aka. i df . i | . : — 1
port denial of service attenpt
61.163. 35.221 |[147.237. 76. 200 |Chi na eitan aka. idf.il ET SCAN Potential SSH Scan 1
. . SERVER- APACHE Apache mod_ssl non- SSL connection to
180. 97. 106. 37 |147.237. 76. 176 |Chi na test.ncore.idf.il . i — 1
port denial of service attenpt
41.228.33.162 |[147.237.76. 147 [Tunisia chinuch. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
212.7.199.208 [147.237.0.15 |Netherlands kosher-kravi .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
. ) . SERVER- APACHE Apache mod_ssl non- SSL connection to
180. 97. 106. 37 |147.237.8.24 |China elifestyleidf.il . : — 1
port denial of service attenpt
) . SERVER- APACHE Apache nod_ssl non- SSL connection to
180. 97. 106. 162 [147. 237. 77. 234 |Chi na hal ag.idf.il ) i — 1
port denial of service attenpt
36.72.228.72 |147.237.76. 44 |Indonesi a e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
163.172.59. 55 |147.237.76. 147 |United Kingdom |chi nuch. aka.idf.il ET SCAN Potential SSH Scan 1
_ _ o SERVER- APACHE Apache mod_ssl non- SSL connection to
180. 97. 106. 162 [147. 237. 8. 28 Chi na e.nobil e-ks.idf.il . . - 1
port denia of service attenpt
163.172.59.55 [147.237.0.15 |United Kingdom |kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
, o SERVER- APACHE Apache nod_ssl non- SSL connection to
180. 97. 106. 161 [147. 237. 77. 179 |Chi na e.mazi.idf.il ) i — 1
port denia of service attenpt
85. 244. 226. 214 |147. 237.77. 19 |Port ugal | awforumidf.il ET SCAN NMAP -sS wi ndow 3072 1
. L SERVER APACHE Apache nod_ssl non- SSL connection to
180. 97. 106. 161 [147. 237. 76. 86 |Chi na navy.idf.il . . - 1
port denial of service attenpt
85. 244. 226. 214 (147.237. 77. 19 |Portugal | awforumidf.il ET SCAN NVAP -f -sS 1
71.86.124.86 |147.237.77.179|lhited Sates e.nazi.idf.il ET SCAN NVAP -sS wi ndow 2048 1
, o SERVER- APACHE Apache nod_ssl non- SSL connection to
180. 97. 106. 37 |147.237.77.235|Chi na svivaidf.il . . - 1
port denia of service attenpt
66.249. 64. 162 [147.237.0.34 |Wnited Sates tikshuv.idf.il ET SCAN NVAP -sA (2) 1
41.228.33.162 |147.237.76.202|Tunisia e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
212.7.199.208 [147.237.0.35 |Netherlands akaws. i df .i | ET SCAN Potential WNC Scan 5900- 5920 1
. - SERVER- APACHE Apache mod_ssl non- SSL connection to
180. 97. 106. 37 |147.237.76.42 |China refuah.idf.il . : — 1
port denial of service attenpt
198.20.69. 98 [147.237.77.61 |Lhited Sates e.cogat.idf.il ET DRCP Dshi el d B ock Li sted Source 1
36.72.228.72 |147.237.76. 44 |Indonesi a e.refuah.idf.il ET SCAN NMAP -sS wi ndow 3072 1
163.172.59. 55 [147.237.76.201 |United Kingdom e atal.idf.il ET SCAN Potential SSH Scan 1
, L SERVER- APACHE Apache nod_ssl non- SSL connection to
180. 97. 106. 162 [147. 237. 77. 212 |Chi na e.dover.idf.il ) i — 1
port denial of service attenpt
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net
5.236.36.31  |147.237.76.31 [ !slamc nakchal . i df i . ) y 1
Republ i ¢ of Gonnections, Potential Scan or Brute Force
163.172.59. 55 [147.237.76.42 |United Kingdom |refuah.idf.il ET SCAN Potential SSH Scan 1
SERVER- APACHE Apache mod_ssl non- SSL connection to
180. 97. 106. 161 |147. 237. 77. 227 |Chi na e hanaz.idf.il . A i — 1
port denia of service attenpt
113.108. 10. 31 |147.237.76.38 |China e.eneitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
_ o SERVER- APACHE Apache mod_ssl non- SSL connection to
180. 97. 106. 161 |147. 237. 76. 196 |Chi na e.sviva.idf.il . . - 1
port denial of service attenpt
85. 244, 226. 214 |147. 237.77.19 |Portugal | awforumidf.il ET SCAN NVAP -sS w ndow 2048 1
, L SERVER- APACHE Apache nod_ssl non- SSL connection to
180. 97. 106. 161 |147. 237. 76. 44 |Chi na e.refuah.idf.il . . - 1
port denial of service attenpt
71.86.124.86 [147.237.77.179|Wited Sates e.nazi.idf.il ET SCAN NVAP -sS wi ndow 4096 1
. . SERVER APACHE Apache nod_ssl non- SSL connection to
180. 97. 106. 161 |147.237.8.14 |Chi na e.orchot.idf.il . . -
port denial of service attenpt
71.86.124.86 [147.237.77.179|Uited Sates e nazi.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Sig nature Message Devi ce Action |Count
203.104. 11. 38 Australia 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 10
83.228. 136. 88 Sntzerl and 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 5
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 3
180. 97. 106. 37 Chi na 147.237.0. 17 mny-kosher-kravi .idf.il drop SAMrul e drop 1
115.28.7.221 Chi na 147.237.0. 33 idf.il dr op drop 1
180. 97. 106. 37 Chi na 147.237.0. 34 tikshuv.idf.il dr op SAMrul e drop 1
115.28.7.221 Chi na 147.237.0. 35 akavs.idf.il dr op drop 1
180. 97. 106. 161 Chi na 147.237.8.50 e tikshuv.idf.il dr op SAMrul e drop 1
141. 212. 122. 138 Lhited Sates 147. 237. 0. 200 mu. i df.il drop drop 1
141. 212.122. 139 Lhited Sates 147.237.0. 200 nu.idf.il dr op drop 1
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|Top Attackers In V\AF|

A tacker . )
Attacker Address Qount ry Target Address |Site Sgnature

Devi ce
Action

‘Count

47.20.135.247 |wited Sates |147.237.72.166|aka.idf.il Distributed thauthorized Mthod for Known LR on B ock 6
wwy aka. i df . i |/ mai n/ hone/ def aul t . aspx

Unaut hori zed Met hod PCST for

68.40.121.221 |lhited Sates |147.237.72.166|aka.idf.il v aka. i df i |/ nai 1V gi yus/ f or s, aspx B ock 3

131.253.27.66 |Lhited Sates |147.237.77.216|dover.idf.il Distributed Uhaut hori zed URL Access on waw i df.il/error. htm B ock 1
. . . . . Lhtraceabl e S Sessi ons: Protocol viol ation

180. 97. 106. 161 |Chi na 147.237.72.167|i shurimaka.i df . il (SSL_CONN CLI ENT HELLO) None 1

73.179.209.88 |lhited Sates [147.237.72.156|aman.idf.il Uhaut hori zed URL Access to ww anan. i df.il/favicon.ico B ock 1
: . . Uhaut hori zed Met hod PCST for

172.56.16. 78 Lhited Sates |147.237.72.166|aka.idf.il v aka, i of i |/ rai n/ home/ def aul t . aspx B ock 1

66.249.65.170  [Israel 147.237.77. 176 |nmat pash. i df . i | Suspi ci ous Response Code B ock 1
. . . Lhtraceabl e S Sessions: Protocol viol ation

180. 97. 106. 161 [Chi na 147.237.76.86 |[navy.idf.il (SSL_OONN LI ENT_HELLO) None 1

87.70.247.126 |[Israel 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 1

180.97.106.37 |onina 147.237.76.42 |refuah.idf.il S Untraceabl e Connection - Frotocol violation None 1

(SSL_CONN CLI ENT_HELLO
. . Uhaut hori zed URL Access to
66.249. 66. 177 |lIsrael 147.237.77.216|dover . i df . i | wiw i df i |/ at al 1/ zkor/ vi ew i ngt op. asp B ock 1

SS. Uhtraceabl e Gnnection - Protocol violation

180. 97. 106. 162 [Chi na 147.237.77.234|hal ag. i df . il (SSL CONN LI ENT HELLO) None 1

87.70.247.126 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. i df.il/wp-1ogin. php B ock 1
. waw. chamat z. aka. i df (s untraceabl e Gonnection - Protocol violation

180. 97. 106. 37 Chi na 147.237.77. 226 il (SSL_OONN LI ENT_HELLO) None 1

104. 128. 144. 131|Canada 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ redirect. php B ock 1

46.229.164.102 |Lhited Sates |147.237.72.156 |anan.idf.il Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
. . . . Untraceabl e SS. Sessi ons: Protocol violation

180. 97.106. 37  |China 147.237.77.235|sviva.i df .i | (SSL_OONN CLI ENT HELLO) None 1

68.180.229.39 |[lhited Sates [147.237.76.31 |nakchal .idf.il Paraneter Type Mol ation PageNumin Bl ock 1

wane nakhal . i df . i 1 /1073- he/ nakhal . aspx
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