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Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
186.116.96.117 Colombia 147.237.76.176 test.ncore.idf.il JLM_Under_Attack_Con_Tcp drop 2

222.251.143.240 Korea, Republic of 147.237.77.205 prisha.idf.il JLM_Purple_Con_Limit_Tcp drop 1

154.16.199.47 United States 147.237.76.176 test.ncore.idf.il Black List drop 1

222.251.143.240 Korea, Republic of 147.237.77.212 e.dover.idf.il JLM_Purple_Con_Limit_Tcp drop 1

222.251.143.240 Korea, Republic of 147.237.77.227 e.hamaz.idf.il JLM_Purple_Con_Limit_Tcp drop 1

222.186.34.139 China 147.237.76.199 e.nakchal.idf.il JLM_Under_Attack_Con_Tcp drop 1

154.16.199.47 United States 147.237.76.42 refuah.idf.il Black List drop 1
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Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker
Address

Target Address Attacker Country Site Signature Count

180.97.106.37 147.237.76.199 China e.nakchal.idf.il
SERVER-APACHE Apache mod_ssl non-SSL connection to SSL
port denial of service attempt

3

180.97.106.161 147.237.72.167 China ishurim.aka.idf.il
SERVER-APACHE Apache mod_ssl non-SSL connection to SSL
port denial of service attempt

2

180.97.106.37 147.237.77.226 China www.chamatz.aka.idf.il
SERVER-APACHE Apache mod_ssl non-SSL connection to SSL
port denial of service attempt

1

61.163.35.221 147.237.76.200 China eitan.aka.idf.il ET SCAN Potential SSH Scan 1

180.97.106.37 147.237.76.176 China test.ncore.idf.il
SERVER-APACHE Apache mod_ssl non-SSL connection to SSL
port denial of service attempt

1

41.228.33.162 147.237.76.147 Tunisia chinuch.aka.idf.il ET SCAN NMAP -sS window 1024 1

212.7.199.208 147.237.0.15 Netherlands kosher-kravi.idf.il ET SCAN Potential VNC Scan 5900-5920 1

180.97.106.37 147.237.8.24 China e.lifestyle.idf.il
SERVER-APACHE Apache mod_ssl non-SSL connection to SSL
port denial of service attempt

1

180.97.106.162 147.237.77.234 China halag.idf.il
SERVER-APACHE Apache mod_ssl non-SSL connection to SSL
port denial of service attempt

1

36.72.228.72 147.237.76.44 Indonesia e.refuah.idf.il ET SCAN NMAP -sS window 1024 1

163.172.59.55 147.237.76.147 United Kingdom chinuch.aka.idf.il ET SCAN Potential SSH Scan 1

180.97.106.162 147.237.8.28 China e.mobile-ks.idf.il
SERVER-APACHE Apache mod_ssl non-SSL connection to SSL
port denial of service attempt

1

163.172.59.55 147.237.0.15 United Kingdom kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

180.97.106.161 147.237.77.179 China e.mazi.idf.il
SERVER-APACHE Apache mod_ssl non-SSL connection to SSL
port denial of service attempt

1

85.244.226.214 147.237.77.19 Portugal law-forum.idf.il ET SCAN NMAP -sS window 3072 1

180.97.106.161 147.237.76.86 China navy.idf.il
SERVER-APACHE Apache mod_ssl non-SSL connection to SSL
port denial of service attempt

1

85.244.226.214 147.237.77.19 Portugal law-forum.idf.il ET SCAN NMAP -f -sS 1

71.86.124.86 147.237.77.179 United States e.mazi.idf.il ET SCAN NMAP -sS window 2048 1

180.97.106.37 147.237.77.235 China sviva.idf.il
SERVER-APACHE Apache mod_ssl non-SSL connection to SSL
port denial of service attempt

1

66.249.64.162 147.237.0.34 United States tikshuv.idf.il ET SCAN NMAP -sA (2) 1

41.228.33.162 147.237.76.202 Tunisia e.halag.idf.il ET SCAN NMAP -sS window 1024 1

212.7.199.208 147.237.0.35 Netherlands akaws.idf.il ET SCAN Potential VNC Scan 5900-5920 1

180.97.106.37 147.237.76.42 China refuah.idf.il
SERVER-APACHE Apache mod_ssl non-SSL connection to SSL
port denial of service attempt

1

198.20.69.98 147.237.77.61 United States e.cogat.idf.il ET DROP Dshield Block Listed Source 1

36.72.228.72 147.237.76.44 Indonesia e.refuah.idf.il ET SCAN NMAP -sS window 3072 1

163.172.59.55 147.237.76.201 United Kingdom e.atal.idf.il ET SCAN Potential SSH Scan 1

180.97.106.162 147.237.77.212 China e.dover.idf.il
SERVER-APACHE Apache mod_ssl non-SSL connection to SSL
port denial of service attempt

1

5.236.36.31 147.237.76.31
Iran, Islamic
Republic of

nakchal.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet
Connections, Potential Scan or Brute Force

1

163.172.59.55 147.237.76.42 United Kingdom refuah.idf.il ET SCAN Potential SSH Scan 1

180.97.106.161 147.237.77.227 China e.hamaz.idf.il
SERVER-APACHE Apache mod_ssl non-SSL connection to SSL
port denial of service attempt

1

113.108.10.31 147.237.76.38 China e.e.meitav.idf.il ET SCAN NMAP -sS window 1024 1

180.97.106.161 147.237.76.196 China e.sviva.idf.il
SERVER-APACHE Apache mod_ssl non-SSL connection to SSL
port denial of service attempt

1

85.244.226.214 147.237.77.19 Portugal law-forum.idf.il ET SCAN NMAP -sS window 2048 1

180.97.106.161 147.237.76.44 China e.refuah.idf.il
SERVER-APACHE Apache mod_ssl non-SSL connection to SSL
port denial of service attempt

1

71.86.124.86 147.237.77.179 United States e.mazi.idf.il ET SCAN NMAP -sS window 4096 1

180.97.106.161 147.237.8.14 China e.orchot.idf.il
SERVER-APACHE Apache mod_ssl non-SSL connection to SSL
port denial of service attempt

1

71.86.124.86 147.237.77.179 United States e.mazi.idf.il ET SCAN NMAP -f -sS 1
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Top Attackers In FW

Attacker Address Attacker Country Target Address Site Signature Message Device Action Count

203.104.11.38 Australia 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 10

83.228.136.88 Switzerland 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 5

212.143.142.56 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 3

180.97.106.37 China 147.237.0.17 m.my-kosher-kravi.idf.il drop SAM rule drop 1

115.28.7.221 China 147.237.0.33 idf.il drop drop 1

180.97.106.37 China 147.237.0.34 tikshuv.idf.il drop SAM rule drop 1

115.28.7.221 China 147.237.0.35 akaws.idf.il drop drop 1

180.97.106.161 China 147.237.8.50 e.tikshuv.idf.il drop SAM rule drop 1

141.212.122.138 United States 147.237.0.200 m4u.idf.il drop drop 1

141.212.122.139 United States 147.237.0.200 m4u.idf.il drop drop 1
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Top Attackers In WAF

Attacker Address
Attacker
Country

Target Address Site Signature
Device
Action

Count

47.20.135.247 United States 147.237.72.166 aka.idf.il
Distributed Unauthorized Method for Known URL on
www.aka.idf.il/main/home/default.aspx

Block 6

68.40.121.221 United States 147.237.72.166 aka.idf.il
Unauthorized Method POST for
www.aka.idf.il/main/giyus/forms.aspx

Block 3

131.253.27.66 United States 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

180.97.106.161 China 147.237.72.167 ishurim.aka.idf.il
Untraceable SSL Sessions: Protocol violation
(SSL_CONN_CLIENT_HELLO)

None 1

73.179.209.88 United States 147.237.72.156 aman.idf.il Unauthorized URL Access to www.aman.idf.il/favicon.ico Block 1

172.56.16.78 United States 147.237.72.166 aka.idf.il
Unauthorized Method POST for
www.aka.idf.il/main/home/default.aspx

Block 1

66.249.65.170 Israel 147.237.77.176 matpash.idf.il Suspicious Response Code Block 1

180.97.106.161 China 147.237.76.86 navy.idf.il
Untraceable SSL Sessions: Protocol violation
(SSL_CONN_CLIENT_HELLO)

None 1

87.70.247.126 Israel 147.237.72.166 aka.idf.il PHP Attempt Block 1

180.97.106.37 China 147.237.76.42 refuah.idf.il
SSL Untraceable Connection - Protocol violation
(SSL_CONN_CLIENT_HELLO)

None 1

66.249.66.177 Israel 147.237.77.216 dover.idf.il
Unauthorized URL Access to
www.idf.il/atal1/izkor/view_imgtop.asp

Block 1

180.97.106.162 China 147.237.77.234 halag.idf.il
SSL Untraceable Connection - Protocol violation
(SSL_CONN_CLIENT_HELLO)

None 1

87.70.247.126 Israel 147.237.72.166 aka.idf.il Unauthorized URL Access to www.aka.idf.il/wp-login.php Block 1

180.97.106.37 China 147.237.77.226
www.chamatz.aka.idf
.il

SSL Untraceable Connection - Protocol violation
(SSL_CONN_CLIENT_HELLO)

None 1

104.128.144.131 Canada 147.237.76.31 nakchal.idf.il Unauthorized URL Access to 147.237.76.31/redirect.php Block 1

46.229.164.102 United States 147.237.72.156 aman.idf.il Unauthorized URL Access to list.ips.gov.il/robots.txt Block 1

180.97.106.37 China 147.237.77.235 sviva.idf.il
Untraceable SSL Sessions: Protocol violation
(SSL_CONN_CLIENT_HELLO)

None 1

68.180.229.39 United States 147.237.76.31 nakchal.idf.il
Parameter Type Violation PageNum in
www.nakhal.idf.il/1073-he/nakhal.aspx

Block 1
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