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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Signature

Device Action

Count

209. 126. 103. 134 Lhited Sates 147.237.76.176 test.ncore.idf.il B ack List drop 5
82.80.78. 2 | srael 147.237.77.176 nat pash. i df il B ack List drop 3
209. 126.103. 134 Lhited Sates 147.237. 76. 196 e.sviva.idf.il B ack List drop 3
89.248.171. 2 Net her | ands 147.237.76. 42 refuah.idf.il B ack List drop 1
89.248.171. 2 Net her | ands 147.237.76. 200 eitan. aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
144.76. 8. 132 Ger many 147.237.72.166  |aka.idf.il C1000074: HITP. naj estic bot Per mit 3
94. 154. 239. 69 kr ai ne 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot Per nit 2
144.76. 8. 132 Ger many 147.237.77. 216 dover.idf.il |[CL000074: HTTP. najestic bot Permit 2
151. 80. 31. 171 France 147.237.76. 42 refuah.idf.i| |ClLo00146: HTTP. AhrefBot craw er B ock 1
197.231.221.211 |Liberia 147.237.77.216 |dover.idf.il |24910: HITP. Python urllib User-Agent Header Bl ock 1
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il |Cl000071: HTTP. User Agent Sogou+web+spi der Permit 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Ste
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91. 201. 236. 50 147. 237.77. 178 Lkr ai ne e. nat pash. i df . i1 ET SCAN NVAP -sS wi ndow 1024 1
200. 195. 135. 82 147.237.76. 39 Brazil nobi | . mei tav. i df.il ET SCAN NVAP -sS wi ndow 4096 1
66. 249. 65. 151 147.237.77. 170 Lhited Sates n@ar achot . i df . i | ET SCAN NVAP -sSA (2) 1
187. 13. 107. 245 147.237.77. 216 Brazil dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
180. 97. 75. 130 147.237.77. 74 Chi na lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
173. 208. 249. 37 147.237.8. 24 Lhited Sates elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 59. 55 147.237.77. 74 Lhi ted Ki ngdom lawidf.il ET SCAN Potential SSH Scan 1
163. 172. 59. 55 147. 237. 76. 199 United Ki ngdom e. nakchal .idf .i | ET SCAN Potential SSH Scan 1
113. 108. 10. 31 147.237.76. 38 Chi na e.eneitav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
94.102. 48. 195 147. 237.77. 178 Net her | ands e. nat pash. i df . i1 ET SCAN NVAP -sS wi ndow 1024 1
82.20.219.5 147.237.77. 179 United Ki ngdom e.mazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
200. 195. 135. 82 147. 237.76. 39 Brazl nobi | e. nei tav. i df.il ET SCAN NVAP -sS w ndow 3072 1
180. 97. 75. 130 147.237.77. 121 Chi na e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
173. 208. 249. 37 147.237.8.24 Lhited Sates elifestyleidf.il ET SCAN NVAP -sS wi ndow 4096 1
163. 172. 59. 55 147.237.77.121 Uhi ted Ki ngdom e navy.idf.il ET SCAN Potential SSH Scan 1
163. 172. 59. 55 147. 237. 76. 202 Lhi ted Ki ngdom e halag.idf.il ET SCAN Potential SSH Scan 1
117. 247. 86. 178 147.237.77. 121 Indi a e.navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94. 102. 48. 195 147.237.77. 233 Net her | ands atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address ‘Si gnature Message Devi ce Action |Count
212. 143.142.56 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 3
83.228. 136. 88 Sntzerland 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
46. 147. 119. 66 Russi an Federation 147.237.77.176 nat pash. i df . i | drop First packet isn't drop 2
213.191. 16. 248 Russi an Federation 147.237.77.176 nat pash. i df .i | drop First packet isn't drop 2
117.247.86. 178 Indi a 147.237.77. 121 e.navy.idf.il dr op First packet isn't drop 2
176. 195. 98. 124 Russi an Federation 147.237.77.176 nat pash. i df . i | drop First packet isn't drop 2
216. 218. 206. 82 Lhited Sates 147.237. 0. 200 mdu.idf.il dr op drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 54 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 46. 19. 86. 54 B ock 13
46.19.86.54  |Israel 147.237.72. 166 |aka. i df . i | m“;?;rl 'dﬁdl /'"ﬁ;hnc;dgi%; Su\tsh;grl cati onser i ce, asr get aut huser Bl ock 3
141.8.132.78 RF;ZZ::S o 147.237.77.216|dover.idf .i| |Mitiple Unauthori zed UR. Access from 141.8.132. 78 B ock 2
136. 243. 16. 208 |Ger many 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for www aka.idf.il/rights/asp/info.asp B ock 1
66. 249. 66. 183 I srael 147.237. 7. 216 |dover . i df . i1 |20 N0 2o M Aoees L adover . aspx Bock |1
87.70.247.126 |Israel 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to w | aw i df.il/wp-1ogin. php B ock 1
75.77.34. 67 Lhited Sates |[147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for v aka.idf.il/main/rabanut/contactus. aspx  |Bl ock 1
89.248.172.16 |Netherlands  |147.237.77.176 |mat pash. i df . i [|hauthori zed URL Access to 147.237.77.176/ robots. t xt B ock 1
157.55.39. 164 |Lhited Sates [147.237.0.34 |tikshuv.idf.il|Paraneter Type Vol ation catld in tikshuv.idf.il/site/ general . aspx B ock 1
84.111.168. 123 [l srael 147.237.77.216|dover.idf .i| |PHP Attenpt B ock 1
120. 27. 115. 58 |Chi na 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for aka.idf.il/main/ hone/ def aul t. aspx B ock 1
46. 19. 86. 83 | srael 147.237.77.216|dover. i df .i| |Unhauthorized URL Access to wanidf.il/error.htm B ock 1
Unaut hori zed URL Access to
192.243.55.136 |Lhited Sates [147.237.77.74 |lawidf.il vy nag. i df . i | /tenpl at es/ getfil el getfile. aspx?f il enane=xgf 5b3nol w vy3ncdghp |B ock 1
a2f cdhphdni t xdk4nt5kb2nme&i nf ocent eri t en¥t r ue
84.111.168. 123 [l srael 147.237.77.216|dover.i df.i| |Unauthorized URL Access to wwu i df.il/wp-Iogin. php B ock 1
136. 243. 16. 208 |Ger many 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 136. 243. 16. 208 Bl ock 1
66. 249. 66. 169 |l srael 147.237.76.30 |[hi nush.idf.il |Wauthorized URL Access to waww tech.atal .idf.il/894-he Bl ock 1
207.46.13.145 |Lhited Sates |147.237.76.31 |nakchal .idf.il|Unauthorized URL Access to 147.237.76. 31/ robots. txt B ock 1
87.70.247.126 |lsrael 147.237.77.74 |lawidf.il PHP At t enpt Bl ock 1
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