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164. 132. 161. 76 Italy 147.237.76. 42 refuah.idf.il Cl000146: HTTP. AhrefBot craw er B ock 1
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Target Address
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Signature
ET DC5 Large anount of TCP Zer oWndow - Possible Niller2

Potential Scan or Brute Force

80.246.133.0 |147.237.77. 233l srael atal.idf.il Doos at t ack 2
66.249. 78. 158 |147.237.72.166 |Lhited Sates [aka.idf.il MAPAO_E_ Apache nod_ssl non-SS. connection to S8 port 1
deni al of service attenpt
66. 151. 255. 234 |147.237.8.28 |lhited Sates e nobile-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 218. 204. 245 |147. 237. 76. 196 |Chi na esvivaidf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 [147. 237.0.17 |Chi na mny-kosher-kravi.idf.il |ET SCAN Potenti al SSH Scan 1
113.108. 10. 31 [147.237.77. 74 |Chi na lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
54.153.99. 128 |147.237.77.233|lhited Sates |atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94, 102. 48. 195 |[147.237.76. 44 |Netherl ands e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
13.89.53.232 [147.237.77.234|Wited Sates [halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93.174.91.29 |147.237.0.200 |Netherlands  |[ndlu.idf.il ET SCAN NVAP -sS wi ndow 1024 1
82. 166. 232. 154 |147. 237. 72. 166 || sr ael aka.idf.il SER"\/ERLAPAO-E'Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
72.252. 249. 125 [147. 237. 76. 200 |Janai ca eitan aka idf.il ET SCAN NMAP -sS wi ndow 1024 1
66.249.76.51 [147.237.77.170|Whited Sates |n@arachot.idf.il ET SCAN NVAP -sA (2) 1
62.212.130. 196 [147.237.8.27 |Netherl ands e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
58.218. 204. 245 |147. 237. 76. 34 |Chi na yohal an. i df il ET SCAN Potential SSH Scan 1
190. 65. 84. 188 |147. 237 0.34 | ol obi & Cikshov. i | ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
58. 218. 204. 245 |147.237.0.15 [Chi na kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
94.102.49.92 |147.237.72.14 |Netherl ands dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
46.172.71.251 (147.237.0.19 |Wkraine nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102. 48. 195 |147.237.76.39 |[Netherlands nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5.255.90.133 |147.237.77.212|Netherlands  |e. dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
90.63.203. 232 |147 237 8.27 |France o radi matal idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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Attacker Address |Att acker Qountry Target Address ‘Sig nature Message Devi ce Action |Oount
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 6
122.54.141. 143 Phi 1§ ppi nes 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 5
83.52.204. 211 Foai n 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 4
182. 65. 38. 55 I ndi a 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 3
95. 26. 188. 124 Russi an Federation 147.237.77. 226 wan chamat z. aka. i df . i | dr op First packet isn't SN drop 2
46. 42. 165. 58 Russi an Federation 147.237.77. 226 v chamat z. aka. i df . i | drop First packet isn't SYN drop 2
77.138.52.97 France 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 2
141. 212.122. 132 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
99. 250. 100. 58 Canada 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 1
141. 212.122. 132 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
66. 249. 64. 134 | srael 147.237.0. 33 idf.il dr op drop 1
109. 253. 222. 106 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't SYN drop 1
141. 212.122. 133 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
141. 212.122. 131 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
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Devi ce

A tacker

ount ry Target Address |Site Sgnature Acti on ‘Count
157.55.39. 131 |Whited Sates [147.237.77.216|dover.idf.i| |Dstributed Whauthorized URL Access on waw idf.il/error.htm Bl ock
66.249. 78. 159 [l srael 147.237.77.216|dover.idf .i|l |Miltiple Unauthorized URL Access from 66.249. 78. 159 B ock
5. 29. 165. 67 I srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock
141.8.132.78 RF;ZZ:;I: on 147.237.77.216|dover.idf.il |Miltiple Unauthorized URL Access from 141.8.132.78 B ock 1
Unhaut hori zed URL Access to
68.180. 228. 185 |Lhited Sates  [147.237.76.86 [navy.idf.il ww navy. i df .il/tenpl ates/|inks/ e navy.idf.il/library/ manage/ resource/ getfil ec [B ock 1
ont ent . hh. asp
203. 127. 96. 217 |9 ngapor e 147.237.77.216|dover.idf.i|l |Dstributed Unauthorized URL Access on waw idf.il/error.htm B ock
79.181.202. 64 |Israel 147.237.72. 166 |aka. i df . i | SSL Whtraceabl e Connection - (pen Mde None
5.29.181.181 |[Israel 147.237.77.216|dover.idf .i| |PHP Attenpt B ock
141.8.132. 78 RFQZ::?. on 147.237.77.216|dover.i df .i| |Wauthorized URL Access to wwidf.il/1497-en/ dover. aspx). B ock 1
68.180.228. 185 |Lhited Sates  |147.237.77.216|dover.idf .i| |Paraneter Type Miol ation PageNumin waw idf .il/1779- he/ dover . aspx Bl ock 1
82. 166. 232. 154 |I srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: Protocol violation (SSL_CONN QLI ENT_HALLQ None 1
5.29.181.181 |Israel 147.237.77. 216 |dover.i df . il |Wauthorized URL Access to waw i df.il/wp-1ogin. php B ock 1
68.180. 228. 231 |Lhited States  [147.237.77. 176 |nat pash. i df . i [|Paraneter Type M ol ati on PageNumin v cogat . i df . i|/1043- he/ cogat. aspx  |Bl ock 1
109. 253. 222. 40 |I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock 1
66.249. 78. 158 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS Sessi ons: Protocol violation (SSL_GONN QLI ENT_HALLQ None 1
169.229.3.91 |lhited Sates [147.237.72.166|aka.idf.il SSL Untraceabl e CQonnection - Protocol violation (SSL CONN CLIENT HELLOQ  |None 1
68. 180. 228. 231 [Lhited States  [147.237.77. 176 |mat pash. i df . i ||Paraneter Type Mol ati on PageNumin ww cogat . i df.i1/1930-he/ cogat. aspx |Bl ock 1
136. 243. 16. 208 |Ger many 147.237.77. 216 |dover.i df . il |Wauthorized URL Access to ww idf.il/894-en/idf gdover. aspx B ock 1
169.229.3.91 |Wited Sates  |147.237.77.216|dover.idf.il '(\mslstifméjczﬂ_emsiqsﬁsg ons from169.229.3.91 (Protocol violation None 1
77.139. 201. 104 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for ww aka. i df.il/main/ gi yus/ forns. aspx B ock 1
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