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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
1.221. 208. 69 Korea, Republic of 147.237. 76. 147 chinuch. aka.idf.il |JLM Under Attack_Con_Tcp drop 2
82.80.78. 2 | srael 147.237.77. 216 dover.idf.il B ack Li st dr op 1
89.248.171. 2 Net her | ands 147.237.76. 44 e.refuah.idf.il B ack List drop 1
109. 65. 4. 192 | srael 147.237.76. 201 e atal.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action

62.212.73. 211 Net her | ands 147.237.77. 216 dover.idf.il [ClL000074: HITP. najestic bot Per mit 2
23.97. 230. 36 Net her | ands 147.237.77. 74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 1
23.97.231.170 Net her | ands 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) Bl ock 1
23.97.225. 177 Net her | ands 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

At acker .
‘Target Addr ess ount ry Signature
23.97.225.177 |(147.237.77.74 |Nether| ands lawidf.il S Injection - Select From 4
23.97.231. 170 |147.237.77.74 |Netherl ands lawidf.il SQ Injection - Select From 2
23.97.230.36 [147.237.77.74 [Nether|ands lawidf.il S Injection - Select From 2
_ L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
87.121.13.85 [147.237.76.31 |Rilgaria nakchal .idf.il ) 1
Potential Scan or Brute Force
176. 98. 64. 215 |147. 237. 72. 166 |krai ne aka.idf.il Xenu Link S euth Wser Agent 1
163.172.59.55 |147.237.0.15 E?';;gom kosher-kravi i df.i |[ET SCAN Potential SSH Scan 1
94.102. 48. 195 |147.237.76.38 |Netherl ands eeneitav.id.il [ET SCAN NVAP -sS wi ndow 1024 1
52.33.91.214 (147.237.77.74 |Whited Qates |lawidf.il Xenu Link S euth User Agent 1
5.255.90. 133  |147.237. 77. 233 |Net her | ands atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
163. 172.59. 55 |147.237.76. 147 LK?';;gom chinuch. aka.idf.il |[ET SCAN Potential SSH Scan 1
94.102. 48. 195 |147.237.76. 44 |Netherl ands e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
185.120. 125. 114 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 6
190. 252.61. 71 Col onbi a 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 6
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 6
38. 111. 147. 86 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 2
169. 229.3.91 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
141.212. 122. 134 Lhited Sates 147.237. 76. 148 gqacenter. aka. i df . i dr op drop 1
141.212. 122. 135 Lhited Sates 147.237. 76. 148 gacenter. aka. i df . i | dr op drop 1
141. 212.122. 154 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
141. 212. 122. 155 Lhited Sates 147.237.76. 34 yohal an. i df.il dr op drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

country Target Address |Site Sgnature Action ‘Count

2.53.150.214 |Israel 147.237.0.19 |madi matal . i df . i [Suspicious Response Code Bl ock 3
66. 249. 78. 254 [l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to ww aka. i df . i/ appl e-app-site-associ ation B ock
5.29.217. 24 I srael 147.237.72. 156 |anan. i df . i | Ml tipl e Unaut hori zed URL Access from 5. 29. 217. 24 Bl ock

] . . . |S. Uhtraceabl e Gnnection - Protocol violation
169.229.3.91 |[thited Sates |[147.237.0.19 [nadimatal .idf.i (SSL_OONN QLI ENT FELLO) None 1
66.249. 78. 146 |lIsrael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 146 B ock
192.118.10. 10 |Israel 147.237.77.216|dover . i df .i | Ml tipl e Unaut horized URL Access from 192. 118. 10. 10 Bl ock
68.180.228. 185 |Lhited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin vww i df . il/1399- en/ dover. aspx B ock 1

. - Unaut hori zed URL Access to

62.219.142. 66 |srael 147. 237.72. 156 |anan. i df . i | ww aman. i df . i |/ modi i n/ mas! ul . aspx?cat i d=60643&doci d=72470 B ock !

] . . . Miltiple Whtraceabl e SS. Sessi ons from169. 229.3.91 (Protocol violation
169.229.3.91 |[lhited Sates [147.237.76.30 |hi nush.idf.il (SSL_OONN CLI ENT FELLO)) None 1
66.249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df . i |/ 894- he/ chi nuch. aspx B ock 1
207.46.13.73 |lited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
68.180.228. 185 |Lhited Sates [147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin vww i df . i|/1806- he/ dover. aspx B ock 1
65.55.210.78 |lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waww idf.il/error. htm B ock 1

. . . S Untraceabl e Gonnection - Protocol violation
169.229.3.91 |united Sates |147.237.77.234|hal ag.idf.il (SSL CONN LI ENT FELLO None 1
66.249. 78. 159 [l srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock
213.57.62.94 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to waw aka.idf.il./ B ock
73.138. 60. 38 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Method PCST for waw aka. i df.il/mai n/ kapat z/ B ock

. - Unaut hori zed URL Access to

66.249.78.95 |Israel 147.237.77. 216 |dover . i df . i | 147. 237,77, 216/ 1133. 21587 he/ i df gdover . aspx B ock 1

. . . . S Untraceabl e Gonnection - Protocol violation
169.229.3.91 [united Sates |147.237.77.235|sviva.idf.il (SSL CONN LI ENT FELLO None 1
66.249. 78.190 |[lsrael 147.237.77. 176 [mat pash. i df . i|  |Unauthorized URL Access to www cogat.idf.il/1392-en/ cogat . asp B ock 1
157.55.39. 190 |[Lhited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter docid in aka.idf.il/kamar/klali/default.asp None 1
66.249.78.97 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
174.22.175.14 |lited Sates [147.237.72.166|aka.idf.il Unaut hori zed Method PCST for wwwe aka. i df . il /sites/ hone/ def aul t. asp B ock 1
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