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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
104. 148. 55. 162 Lhited Sates 147.237.76.176 test.ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature Devi ce Action |Oount
5.9.62. 130 Ger many 147.237.77. 216 dover.idf.il CL000074: HTTP. naj estic bot Per mit 61
5.9.62. 130 Ger many 147.237.76. 86 navy.idf.il C1000074: HITP. naj estic bot Per nit 16
5.9.62. 130 Ger many 147.237.72. 166 aka.idf.il C1000074: HTTP. mgj estic bot Pernirt 10
5.9.62. 130 Ger many 147.237.77. 74 lawidf.il CL000074: HTTP. naj estic bot Per mit 2
5.9.62. 130 Ger many 147.237.77. 170 nmaar achot . i df . il C1000074: HITP. naj estic bot Per nit 2
149. 202. 54. 34 France 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET DO Large anount of TCP ZeroVWndow - Possible Nkiller2

82.166. 146. 140 |147.237. 77. 233l srael atal .idf.il Doos at t ack 6
94, 102.48.195 |147.237.77.74 |Netherlands lawidf.il ET SCAN NVAP -sS w ndow 1024 1
87.236.194. 161 |147. 237. 72. 167 g&%ﬂc i shuri maka. i df .| ET SCAN NVAP -sS wi ndow 1024 1
220. 231. 195. 122|147. 237. 76. 202 |hi na e halag.idf.il ET SCAN NVAP -sS w ndow 3072 1
54, 153.99. 128 [147.237.76.199|Wnited Sates |e. nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
190. 255. 211. 108|147. 237.0.19  |Col onbi a nadi matal .idf.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connect i ons, 1
Potential Scan or Brute Force
50. 245. 143. 138 [147.237.76.86 |Lhited Sates |navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
123. 206. 85. 139 |147.237.0.19 |China nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
117.21.248.87 |147.237.77. 226 |Chi na waw chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237.76.30 |China hi nush. i of . i | ET SCAN Potential SSH Scan 1
113.175. 162. 14 |147.237.8.27 |Metnam e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
93.174.91. 29 147.237.76. 177 |Netherl ands ~ |ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
87.236.194. 161 [147.237.0. 16 gpi‘gric ny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
72.252.249.125 |147.237.72. 166 |Jani ca aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
220.231. 195. 122|147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
50. 245. 143. 138 [147.237.76.86 |Lhited Sates |navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
123. 206. 85. 139 |147.237.0.35 [China akavs. i df il ET SCAN NMAP -sS wi ndow 1024 1
5. 255. 90. 133 147.237.8.24 |Netherlands |e.lifestyle.idf.il ET SCAN NMAP -sS wi ndow 1024 1
117.21.248.87 |147.237. 77. 243|Chi na nobi | e.idf.il ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237.76.39 [China nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
117.21.248.87  |147.237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
70. 48. 155. 30 Canada 147.237.72. 166 aka.idf.il dr op First packet isn't drop 16
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
109. 253. 214. 123 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 4
188. 169. 80. 22 Georgi a 147.237.72. 166 aka.idf.il dr op First packet isn't drop 3
109. 66. 190. 114 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237. 76. 148 gqacenter. aka. i df . i dr op drop 1
176. 13. 6. 223 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
141. 212.122. 154 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
176. 13. 232. 209 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
141. 212. 122. 155 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
82. 166. 235. 69 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.0. 35 akaws. i df.il dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |Site Sgnature Action ‘Count

2.53.40. 43 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 27
176.13.228.54 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode Bl ock 3
206.45.27.84 |Canada 147.237.72. 166 |aka. i df . i | m;l'(sult;d iﬁ’}a:;ihn‘;rrioﬁ d'\ef;:‘l’?_;g;xm‘m UL on Bl ock 3
176.13.15. 189 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
77.139.88.125 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for waw aka. i df.il/giyus Bl ock

66. 249. 78. 234 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ nai n/ snal i i showbi g. aspx |Bl ock
2.55.133.247 | srael 147.237.72. 166 |aka. i df . i | :)L'rizasj/ i?’;geg’?in?ra;:;fgoibgcﬁi/ f”aj W kapat 2] [ 1 esfo12 B ock 1
131. 253. 25. 195 |Lhited Sates |147.237.77.216|dover.idf.il Dstributed Lhauthori zed UR. Access on waww i df.il/error.htm B ock 1
46.19.86.193 |lsrael 147.237.77. 216 |dover. i df.i |l Uhknown HTTP Request Met hod ww i df . il/1585- he/ Dover. aspx in URL Bl ock 1
204.79.180. 167 [Lited Sates [147.237.72.166|aka.idf.il Unhaut hori zed Method POST for aka.idf.il/mniluindtenpl ates/inner. asp Bl ock 1
68.173.133. 157 [Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCBT for ww aka. i df.il/ishurim B ock 1
5.22.135.109 |Israel 147.237.77. 234|hal ag. i df . i | iéf r2|3t7)Ut7(;d2217?2123252?151%/%??2 f;i . Bl ock 1
136. 243. 16. 208 |Ger many 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 136.243. 16. 208 Bl ock 1
50.159.80. 219 |United Sates |147.237.77.216|dover. i df .il Paraneer Tvbe ¥ ZL?E&';E‘;:;?QN ent M acetbl der 15txt B | in Bl ock 1
77.126.52. 225 |[lIsrael 147.237.77. 170 |maar achot . i df . i | |PHP At t enpt Bl ock 1
5.29.127.81 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
159. 220. 74. 2 LKJ?ir:;gom 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for www aka. i df . il/ pat zar/ news/ def aul t. asp Bl ock 1
66.249.78.95 [Israel 147. 237.77. 216 |dover . i df . i | e o e el adover . aspx Bl ock 1
77.126.52.225 |Israel 147.237.77. 170 |maar achot . i df . i | |Unaut hori zed LRL Access to naarachot. i df.il/wp-1ogin. php Bl ock 1
46.19.86.193 |[Israel 147.237.77.216|dover . i df . il Abnorrmal |y Long Request ret hod Bl ock 1
66.249. 78. 159 |l srael 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw i df . i/ newsite/english/1226-3.stn). Bl ock 1
2.53.169.224 |Israel 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147. 237. 77. 234/ i mages/ shar ed/ bul | et 1. gi f Bl ock 1
46.19.86.193 |Israel 147.237.77. 216 |dover . i df . i | Mal formed LRL B ock 1
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