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08-18-2016-00:04:06 to 08-18-2016-01:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
109. 66. 61. 87 | srael 147.237.77. 216 dover.idf.il |TQP handshake viol ation, first packet not syn drop 3
186.112. 15. 122 Col onbi a 147.237.77. 243 nobi le.idf.il|JLMPurple Gon_Limt_Tcp drop 1
82.80.78.2 | srael 147.237.77. 216 dover.idf.il |Back List drop 1
89.248.171. 2 Net her | ands 147.237.76. 201 e.atal.idf.il|Back List drop 1
82.80.78.2 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
82.80. 78. 2 | srael 147.237. 76. 86 navy.idf.il |Back List drop 1




08-18-2016-00:04:06 to 08-18-2016-01:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnat ure Devi ce Action |Oount
195, 154. 185. 20 France 147.237.77. 216 dover.idf.il CL000074: HTTP. naj estic bot Per mit 2
163. 172. 49. 61 Lhi ted Ki ngdom 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2

151. 80. 31. 163 France 147.237.76. 42 refuah.idf.il Cl000146: HITP. AnrefBot craw er B ock 1




08-18-2016-00:04:06 to 08-18-2016-01:04:06

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry ‘Ste |Signature |Count\
37.8.95. 94 147.237.77.176 ?Cis;iig;a” Territory: | at pash. i df il ET SCAN NVAP -sA (2) 5
115.47.12.162 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan
113.108.10.31 [147.237.8.50 |China e.tikshuv.idf.il ET SDAN Behavi or al Lhusuglly fast Termnal Server Traffic, 1
Potential Scan or Infection
94.102.48.195 |[147.237.76.86 |[Netherlands navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201. 236. 158 |147.237. 72. 156 |Lkrai ne aman. i df il ET SCAN NVAP -sS w ndow 4096 1
91. 201. 236. 158 [147.237. 72. 156 |krai ne aman. i df.il ET SCAN NVAP -f -sS 1
72.252.249. 125 |(147.237. 77. 233 |Jamai ca atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
220.231. 195. 122(147. 237. 77.19 |Chi na lawforumidf.il [ET SCAN NVAP -sS wi ndow 2048 1
186. 118. 222. 34 [147.237.0.33 |Col onbi a idf.il ET SOAN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
123. 206. 85. 139 [147. 237. 77. 233 |Chi na aal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
113.108.10. 31 |147.237.77.19 |China lawforumidf.il [ET SCAN NMAP -sS wi ndow 1024 1
99.184. 21. 78 147.237.0.19 |lhited Sates madi matal .idf.il ET SGAN Behavi or al Lhusuglly fast Termnal Server Traffic, 1
Potential Scan or Infection
94.102.48.195 [147.237.76.39 [Netherlands nobi | e.nei tav. i df.i [ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 158 |147.237. 72. 156 |Lkr ai ne aman.idf.il ET SCAN NMAP -sS wi ndow 2048 1
87.236.194. 161 [147.237.72. 156 |Czech Republic anan.idf.il ET SCAN NVAP -sS w ndow 1024 1
220.231. 195. 122(147. 237. 77.19 |Chi na lawforumidf.il [ET SCAN NVAP -sS wi ndow 4096 1
46.227.67.169 |147.237.76. 199 [Sweden e.nakchal .idf.il [ET SCAN NMAP -sS wi ndow 1024 1
220. 231. 195. 122|147. 237. 77.19 |Chi na | awforumidf.il ET SCAN NVAP -f -sS 1
173. 208. 249. 35 |147.237.77.74 |lhited Sates lawidf.il ET SCAN NVAP -sS w ndow 1024 1




08-18-2016-00:04:06 to 08-18-2016-01:04:06

|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Count
185. 112. 232. 128 Iraq 147.237.72. 14 dover.idf.il (ol d) dr op First packet isn't drop 7
79.180. 213. 14 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 6
195. 239. 16. 40 Russi an Federation 147.237.77. 74 lawidf.il dr op First packet isn't drop 4
195. 239. 16. 53 Russi an Federation 147.237.77. 74 lawidf.il dr op First packet isn't drop 4
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
89. 243. 33. 231 Uni ted Ki ngdom 147.237.77. 74 lawidf.il dr op First packet isn't drop 3
109. 253. 218. 212 | srael 147.237.72. 156 anan. i df .l dr op First packet isn't drop 3
176. 13. 6. 223 | srael 147.237.72. 166 aka idf.il dr op First packet isn't drop 1
109. 166. 213. 55 Ronani a 147.237.77. 74 lawidf.il dr op SAMrul e drop 1
109. 253. 206. 85 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
176.13. 3. 179 | srael 147.237.72. 166 aka idf.il dr op First packet isn't drop 1




08-18-2016-00:04:06 to 08-18-2016-01:04:06

|Top Attackers In V\AF|

At acker

Devi ce

ww aka. i df . i1/ mai n/ sachar/regi strati onw zar d/ st ep4. aspx

count ry Target Address |Site Sgnature Acti on ‘Count
46.19. 85. 32 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 36
80. 246. 130. 57 |l srael 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to wawidf.il/error. htm Bl ock 5
66. 249. 83. 248 |Israel 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 4
2.53.19. 90 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
66.249. 83. 242 |l srael 147.237.77.216|dover . i df .i | D stributed Uhaut hori zed URL Access on waidf.il/error. htm Bl ock 4
66. 249. 83. 245 |Israel 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 2
46.19.85.184 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79.180. 213. 14 [l srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter x in ww aka.idf.il/mai n/sachar/ payslips. aspx None 1
. . S Uhtraceabl e Gonnection - Protocol violation
139. 162. 13. 205 |3 ngapor e 147.237.76.31 |nakchal .idf.il (SSL CONN GLI ENT FELLO None 1
77.138. 225. 167 |France 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to ww anan. idf.il/favicon.ico B ock 1
50.74.27.82  |Wited Sates |147.237.72.166|aka. i df. il Wnauit hor | zed Method PCST for o Bl ock 1
v aka. i df . i |/ mai n/ gi yus/ ni yun/ ni yunsel ect quest i onnai r e. aspx
; . . . .|SSL Whtraceabl e Gnnection - Protocol violation
169.229.3.91 |Uhited Sates |147.237.72.167|i shuri maka.idf.i (SSL_OONN LI ENT FELLO) None 1
. . D stributed Whaut hori zed Method for Known URL on
77.139.109. 13 |France 147.237.72. 166 |aka. i df . i | v aka. i df i 1/ i v hore/ def aul t . aspx B ock 1
. . . Lhaut hori zed URL Access to
66.249.78. 123 |l srael 147.237.76.30 [hi nush. i df . i1 wwn tech. atal .idf.il/tenplates/shared/ usercontrol s/ navnenu/ undef i ned Bl ock !
109. 64. 177. 151 | srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw idf.il/https:/vwwidf.il/ Bl ock 1
68.180.228.99 [lhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
180. 76. 15. 145 |Chi na 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to waw anan. i df.il/robots. txt Bl ock
. . D stributed Whaut hori zed Method for Known URL on
77.139.156.11 |France 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ i v hore/ def aul t . aspx B ock 1
66. 249. 78. 254 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qxde Character in LR B ock 1
109. 253. 246. 67 |l srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/bul I et1.gi f  |B ock 1
77.138.8.220 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for www aka. i df.il/mai n/ sachar B ock 1
213.172. 183. 61 |Pol and 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df.il/giyus/ general / B ock 1
79.180.213. 14 [israel 147.237.72. 166 |aka. i df . i | Wnknown Paranet er ct| 00$ct | 003cphMi n$ephSachar $cb10452978 i n None 1
ww aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx

136. 243. 16. 208 |Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for aka.idf.il/mai n/ hone/ def aul t. aspx B ock 1
77.138.14.205 |France 147.237.72. 166 |aka. i df . i | Wnauit hor i zed et hod PCBT for B ock 1
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