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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count
46. 4.116. 197 Ger many 147. 237. 72. 166 aka.idf.il CL000074: HTTP. maj estic bot Per nit 3
46.4.116. 197 Ger many 147.237.77. 216 dover.idf.il |Cl000074: HITP. najestic bot Per nirt 2

52.1.90. 117 Lhited Sates 147.237.77. 216 dover.idf.il ]13840: TLS enSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Target Address

At acker

Signature
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187 58. 159, 163 |147. 237 0. 200 |Grazi| i il ET SGAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
91. 201. 236. 155 [147.237.8.50 |Wkraine e.tikshuv.idf.il|[ET SCAN NVAP -sS wi ndow 4096 1
66.249.76.52 |147.237.77.170(lhited Sates |[maarachot.idf.il|ET SCAN NVAP -sA (2) 1
66.102.9.111 [147.237.77.233|lhited Sates |atal.idf.il ET SCAN NVAP -sA (2) 1
61.240. 144. 65 |(147.237.0.35 [China akavs. i df .i | ET SCAN NVAP -sS w ndow 1024 1
58. 218. 204. 245 (147. 237. 76. 42 |Chi na refuah.idf.il [ET SCAN Potential SSH Scan 1
58. 218. 204. 245 (147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
173. 208. 249. 36 |147. 237. 76. 200 [Lhited Sates |eitan. aka.idf.il|ET SCAN NVAP -sS w ndow 4096 1
91. 201. 236. 155 [147.237.8.50 |Wkraine e.tikshuv.idf.iI|ET SCAN NMAP -sS wi ndow 3072 1
66. 151. 255. 234 |147. 237. 76. 197 |Lhited Sates |e hinush.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
61.240. 144. 65 |(147.237.76.38 [China eeneitav.idf.ilET SCAN NVAP -sS wi ndow 1024 1
58. 218. 204. 245 (147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 [147. 237.76. 31 |China nakchal .idf.il [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
195. 160. 242. 40 I srael 147.237.77.216 dover.idf.il dr op First packet isn't SN drop 29
66. 102. 9. 101 Lhited Sates 147.237.77.233 atal.idf.il drop First packet isn't SWN drop 7
109. 253. 218. 212 I srael 147.237.72. 156 anan. i df.il dr op First packet isn't SYN drop 6
68. 180. 228. 185 Lhited Sates 147.237.77.216 dover.idf.il dr op First packet isn't SN drop 2
77.125.32.53 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 2
212. 143.142.56 I srael 147.237.77.216 dover.idf.il dr op First packet isn't SYN drop 2
50. 87. 144. 145 Lhited Sates 147.237.77.216 dover.idf.il dr op First packet isn't SN drop 2
85. 130. 229. 121 | srael 147.237.76. 86 navy.idf.il drop First packet isn't SN drop 1
176. 13. 235. 196 I srael 147.237.77.216 dover.idf.il dr op First packet isn't SYN drop 1
95. 35.228. 8 I srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 1
177.67.92. 11 Brazil 147.237.0. 35 akaws. i df .il dr op drop 1
141. 212. 122. 133 Lhited Sates 147.237.0. 35 akavs. i df.il dr op drop 1
2.55.128. 152 I srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 1
82. 166. 235. 69 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SWN drop 1
141. 212.122. 134 Lhited Sates 147.237.0. 35 akavs. i df.il dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Country Target Address |Site S gnature Action ‘Count
12.199. 96. 253 |Lhited Sates |147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 4
109. 253. 206. 85 [l srael 147.237.77. 176 [mat pash. i df .i| |Ostributed Suspicious Response Code B ock 1
77.139.92.51  |France 147.237.72. 166 |aka. i df . i | Ml ti pl e Uhaut hori zed Method for Known URL from 77.139.92. 51 B ock 1
46. 19. 86. 247 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock 1
93.172.230.97 [Israel 147.237.77. 234 |hal ag. i df . i | o ;;l;ugidzgﬁftngggﬁiaﬁ osess lc.’;i . Bl ock 1
66.102.9.95  |United Sates [147.237.72. 166 |aka. i df .i | Dstr buted taunor zed dn:};;:??.;ggxmom UL on Bl ock 1
24.24.221.165 [Wnited Sates |147.237.72.166|aka.idf .il Unaut hori zed Method POST for waw aka. i df.il/ishurim B ock 1
77.139.92.51 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for waw aka.idf.il/drushim B ock 1
62.219. 142.66 |Israel 147.237.76. 42 |refuah.idf.il Mil tipl e Unhaut horized URL Access from 62.219. 142. 66 B ock 1
109. 65. 69. 239 |l srael 147. 237.72. 156 |anman. i df . i | Unaut hori zed URL Access to ww aman. idf.il/https:/ww aman.idf.il/ B ock 1
66.249. 78. 109 |Israel 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
31.15.133.102 |Yovenia 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for wwy aka. i df.il/main/gi yus B ock 1
79.178. 111. 164 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
62.219.142.66 |l srael 147.237.76.42 [refuah.idf.il vL;\x/a\zurter:‘ourai. Ztegl Lﬁc}f Alcl(;etseiptl (a)les/ shar ed/ user cont r ol s/ header upper/ Bl ock !
2.55.133.247 |Israel 147.237.72. 166 |aka. i df . i | :)Iulri%as]/ i?”ageg?inz:a;;gc;féoibgcﬁi/ fm’j "V kapat 2/ /1 esi012 B ock 1
109.66.61.87 | srael 147.237.77. 233|at al . i df . | L e ot hor zed (R peesule Bock |1
68.180. 228. 231 |Lhited States |147.237.77.176|mat pash. i df .il [Paraneter Type Mol ation PageNumin wan cogat. i df .i1/1927-he/ cogat . aspx |B ock 1
37.26.148.207 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
84.111.158.28 |[lsrael 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/ https:/twtter.cont B ock 1
63.116.61. 253 |Lhited Sates |147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
5.22.134.201 |Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 1
109. 111. 112. 73 |Andorra 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for wawu aka. i df.il/mai n/snal i misnal i maspx Bl ock 1
77.125.55.139 |lIsrael 147.237.76. 42 |refuah.idf.il Lhaut hori zed LRL Access to 147. 237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
46.19. 85. 53 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 1
89.139.158.79 |Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal . aspx B ock 1
66.102.9. 54 Lhited Sates |147.237.72.166aka.idf.i | Unaut hori zed Met hod PCST for v aka. i df.il/mai n/ hone/ def aul t. aspx Bl ock 1
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