08-17-2016-22:04:05 to 08-17-2016-23:04:05

1"PT SwNn Q.
gov IDF Under Attack
www.gov.il Da.||y Report

|Top Targets |

M nadimatal .idf.il
M dover.idf.il

W aka.idf.il

M anan.idf.il
Watal . idf.il

M hal ag.idf.il

I akaws. i df .i |
Mprishaidf.il

mobi le.neitav.idf.i

M hinush.idf.il

Nunber
(6]
At acks

Top Tar get

[Top Attackers |

2807

210-
W 37. 26. 149. 163
| 2.53.171. 129
140 I 61. 240. 144. 65
192. 200. 10. 2
number ’ B 77. 138. 202. 56
: B 163.172.22. 195
At acks 70+

[ 87.70.247. 126

M 50. 194. 106. 138
212. 143. 142. 56

W 109. 253. 141. 39

Top Attackers



08-17-2016-22:04:05 to 08-17-2016-23:04:05

|Top Attackers | n DDoS- Def ence |
Attacker Address

|Attacker Country |Target Address | site |Signature  |Device Action |Count |
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack List drop 2
23. 82. 46. 210 Lhited Sates 147.237.76. 34 yohal an. i df .i | B ack List drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount

52.1.90.117 Lhited Sates 147.237. 72. 166 aka.idf.il ]13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|8'te |Signature |Count\
37.26.149.163 |147.237.0.19 |[Israel madimatal.idf.il [ET SCAN Possible SSL Brute Force attack or Ste Gaw 2
163.172.22. 195 |147.237.76.200|United K ngdom [eitan. aka.idf.il |ET SCAN Potential SSH Scan 1
61.240.144.65 |[147.237.0.19 |[China nadi matal.idf.il [ET SCAN Potential VNC Scan 5800- 5820 1
163.172.22. 195 |147.237.76.44 [United Kingdom |e.refuah.idf.il ET SCAN Potential SSH Scan 1
50. 194. 106. 138 [147.237.77. 205 |Lnited Sates prisha idf.il ET SCAN NMAP -sS wi ndow 1024 1
113.108.10. 31  |147.237. 72. 217 |Chi na eidf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.195 |[147.237.76.42 |[Netherlands refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
85.93. 5. 64 147.237.8.50 gﬁilrtaetdes”ab etikshu.idf.il |ET SCAN Potential SSH Scan 1
72.252.249. 125 |(147.237.8.45 [Janaica eeitanidf.il ET SCAN NVAP -sS w ndow 1024 1
61.240.144.66 |147.237.0.35 |China akavs. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
61.240. 144. 65 |147.237.77.233|Chi na atal.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
100. 67 211 214 |147. 237, 0.35 | ol orbi a akave. i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
61.240.144. 65 |147.237.72. 156 |Chi na anan.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
163.172. 22. 195 |147.237.76.86 [United Ki ngdom |navy.idf.il ET SCAN Potential SSH Scan 1
50. 194. 106. 138 [147.237.77.205|thited Sates prishaidf.il ET SCAN NVAP -sS w ndow 2048 1
163.172.22. 195 |147.237.76.39 |United K ngdom |nobile. rmeitav.idf.i|ET SCAN Potential SSH Scan 1
50. 194. 106. 138 |147.237.77.205|lWnited Sates prisha idf.il ET SCAN NVAP -f -sS 1
94.102. 48.195 |147.237.77. 227 [Net her | ands e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
2.53.142. 110 147.237.77. 216 |I srael dover.idf.il portscan: TGP DO stributed Portscan 1
87.236.194. 161 [147.237.77.205|Czech Republic |prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
78.180.24.179  |147.257.76.30 [Turkey hivmsh i df i | ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
67.211.223. 151 |147.237.77.212|Wnited Sates e.dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
61.240.144.65 |147.237.77. 235|Chi na svivaidf.il ET SCAN Potential VWNC Scan 5800- 5820 1
201 187. 119. 178|147, 237 76.30 |aile himsh i df | ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
61.240. 144. 65 [147.237.77.170|Chi na maarachot.idf.il [ET SCAN Potential VNC Scan 5800- 5820 1
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|Top Attackers In FW |

Attacker Address |Att acker Qountry Target Address |Sig nature Message Devi ce Action ‘Count
192. 200. 10. 2 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 8
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
144.76. 7. 107 Ger many 147.237.77. 216 dover.idf.il dr op SAMrul e drop 2
176.13.1. 64 | srael 147.237.72. 156 anan. i df.il dr op Frst packet isn't drop 2
216.243.31.2 Lhited Sates 147.237. 0. 200 mu. i df.il dr op drop 1
61. 240. 144. 65 Chi na 147.237.76. 44 e.refuah.idf.il dr op SAMrul e drop 1
176. 13. 235. 79 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
61. 240. 144. 65 Chi na 147.237.0. 17 mny- kosher-kravi .idf.il dr op SAMrul e drop 1
61. 240. 144. 65 Chi na 147.237. 76. 148 gacenter. aka. i df . il dr op SAMrul e drop 1
61. 240. 144. 65 Chi na 147.237.0. 35 akaws. i df . il dr op SAMrul e drop 1
109. 253. 137. 51 | srael 147.237.72. 156 anan.idf.il dr op Frst packet isn't drop 1
61. 240. 144. 65 Chi na 147.237.76. 30 hi nush.idf.il dr op SAMrul e drop 1
216.243.31.2 Lhited Sates 147.237.0. 35 akaws.idf.il dr op drop 1
61. 240. 144. 65 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il drop SAMrul e drop 1
5. 102. 253. 244 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
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|Top Attackers In V\AF|

Devi ce

At acker

ountry Target Address |Site Sgnature Action ‘Count
37.26.149. 163 |l srael 147.237.0.19 |[nadimatal .idf.il |[Distributed Suspicious Response Qode B ock 292
2.53.171.129 |[lIsrael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 48
77.138.202.56 |France 147.237.72. 166 [aka. i df . i | Uhaut hor i zed Method PCST for www aka. i df.il/giyus B ock
109. 253. 141. 39 |I srael 147.237.0.19 |[nadimatal .idf.il |[Distributed Suspicious Response Qode B ock
66. 147. 244. 101 |United Sates [147. 237. 72. 166 |aka. i df . i | thaut hori zed Method HEAD for Bl ock 2

ww aka. i df . i1/ nai n/ gi yus/ general . aspx
Unaut hori zed URL Access to

5.22.129.128 | srael 147.237.77. 243|mobi | e. i df . i | nobi | e.i df .il/categorytenpl ates/|istchil ddocunent s/ 1071 Bl ock 2
41.102. 165. 143 (A geria 147.237.77.216|dover. i df .i | Dstributed Waut hori zed URL Access on waw i df.il/error.htm Bl ock 2
. - Unaut hori zed Met hod PCST for
77.139.6.123 |Fance 147.237.72.166 |aka. i df . i | vaw aka. i df i |/ rai v har edi i gener al . aspx B ock 2

: . ] Unaut hori zed Met hod PCST for
66.102.6.153 |Wnited Sates |147.237.72.166(aka.idf.il vown aka, i o i |/ rai v sachar /vi ewpays! i p. aspx B ock 1
185. 27. 106. 132 |I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/gius B ock 1
94.102.49.190 [Netherlands |147.237.76. 147 |chi nuch. aka. i df.i| |Unhauthorized URL Access to 147.237.76. 147/ robots. t xt Bl ock 1
. - D stributed Lhaut hori zed URL Access on
2.55.42.53 I srael 147.237.77.233|atal .idf.il 147. 237.77. 233/ 1134- hel at al . aspx Bl ock 1
84.108. 43.169 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df .il/mai n/kapat z/ undef i ned B ock 1
; ; . . Unhaut hori zed URL Access to
68.180. 228. 154 |Lhited Sates |147.237.0.34 |tikshuv.idf.il vawn ti kshuv. i df .|/ shar ed/ user cont r ol s/ header upper / B ock 1
41.102.163.96 |Ageria 147.237.77.216|dover.idf .il Dstributed Wnhaut hori zed URL Access on waw i df.il/error.htm B ock 1
157.55.39.190 [Whited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to aka.idf.il/sites/kurs/ Bl ock 1
87.70.247.126 |[lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to v atal .idf.il/wp-1ogin. php B ock 1
79.178.86.18 |lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . i|/1044-he/ i shuri m aspx B ock 1
213. 151. 51. 234 |l srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to v idf.il/https:/wawnidf.il/ B ock 1
. . Unaut hori zed Met hod HEAD for
109. 67. 240. 225 [l srael 147.237.72. 166 |aka. i df . i | wiw aka, i f i |/ mai 1V gi yus/ def aul t . aspx B ock 1
85. 250. 184. 155 [l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/ishurin nai Bl ock 1
} . . Paranet er Type M ol ati on PageNumin
68.180. 228. 231 |Lhited States [147.237.77. 176 |nat pash. i df . i | v cogat . i df i | /1927- hel cogat . aspx Bl ock 1
157.55.39. 190 |[thited Sates [147.237.72.166aka.idf.il Unknown Paraneter catid in aka.idf.il/nain/snalinisnal i maspx None 1
87.71.33.160 |Israel 147.237.72. 156 |aman. i df . i | Suspi ci ous Response Code B ock 1
79.178. 111. 164 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
217.132.37. 157 |Israel 147.237.76.42 |refuah.idf.il Ml tipl e Unhaut hori zed URL Access from 217.132. 37. 157 B ock 1
66. 249. 64. 144 |l srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to www nag. i df.il/993/ pat zar. aspx Bl ock 1
24.229.66.249 [Wited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/894-en/i df gdover . aspx B ock 1
87.70.247.126 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 87. 70. 247. 126 B ock 1
46.19.86.234 | srael 147.237.77. 234|hal ag. i df . i | thauthori zed URL Access to Bl ock 1

147.237. 77. 234/ i nages/ shared/ bul | et 1. gi f

: nobi | e. nei tav. i df.i[ss. utraceabl e Gnnection - Protocal violation
169. 229. 3. 91 Lhited Sates |147.237.76.39 | (SSL_OONN_CLI ENT_HELLO) None 1

: : D stributed Uaut hori zed URL Access on
87.71.41.53 I srael 147.237.77.233|atal .idf .il 147. 237.77. 233/ 1134- hel at al . aspx Bl ock 1

Unknown Paraneter _ VI EASTATEENCRYPTED i n

79.180. 212. 109 |l srael 147.237.72. 166 |aka. i df . i | ww aka, i of .|/ nai v sachar decl ar at i onexpl anat i on. aspx None 1
66. 249. 64. 162 [l srael 147.237.0.34 |tikshuv.idf.il thauthori zed LR /ccess to . Bl ock 1
wan ti kshuv. i df.il/tenpl at es/ news/ news. i n. aspx
136. 243. 16. 208 |Ger nany 147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
87.70.247.126 |l srael 147.237.72. 166 [aka. i df . i | PHP Attenpt B ock
. . D stributed Unaut hori zed URL Access on
62. 219. 208. 184 |I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
180. 76. 15. 138 |Chi na 147.237.72. 156 [aman. i df . i | D stributed Whaut hori zed URL Access on |ist.ips.gov.il/robots. txt B ock 1
89. 138. 188. 200 |I srael 147.237.72. 156 [arman. i df . i | SSL Wntraceabl e Connection - Qpen Mode None 1
82.166. 114. 235 [l srael 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
66.249. 78. 159 |l srael 147.237.77.216|dover.idf .il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 1
. . D stributed Unaut hori zed URL Access on
37.142.202. 144 |I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
157.55.39.24 |thited Sates [147.237.72.166aka.idf.il Uhaut hori zed LRL Access to wwe aka.idf.il/main/giyus/ww navy.idf.il [B ock
87.70.247.126 |l srael 147.237.77.233|atal .idf .il PHP Attenpt B ock 1
77.139.79.178 |France 147.237.77. 234|hal ag. i df . i | Dstributed thaut horized UR. Access on Bl ock 1

147.237. 77. 234/ i nages/ shared/ bul | et 1. gi f
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