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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
176. 13. 235. 79 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 17
79.179.128. 13 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
109. 65. 131. 149 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack List drop 5
31. 168. 19. 190 | srael 147.237.72. 166 aka.idf.il B ack List drop 3
115. 230. 125. 146 Chi na 147. 237. 0. 200 . i df i | JLMPurple Gon Limt Htp drop 1
192. 243. 55. 138 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
82.80.78. 2 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
115. 230. 125. 146 Chi na 147.237.77. 61 e.cogat.idf.il [JLMPurple Gon Limt Htp drop 1
164. 132. 201. 10 Itay 147.237.76. 197 e hinush.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
_ _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
177. 146. 169. 215|147. 237. 76. 197 |Brazi e hinush.idf.il ) 1
Potential Scan or Brute Force
113.108. 10. 31  |147. 237. 76. 200 |Chi na eitan aka idf.il ET SCAN NMVAP -sS wi ndow 1024 1
93.174.91. 29 147. 237. 77. 178 |Net her | ands e. nat pash. i df . il ET SCAN NVAP -sS w ndow 1024 1
66.249. 81. 148  |147.237. 77. 226 |Eur ope ww chanat z. aka. i df .i| [ET SCAN NVAP -sA (2) 1
66.249.64. 156 [147.237.0.34 |Wited Sates |tikshuv.idf.il ET SCAN NVAP -sA (2) 1
50.194. 106. 138 [147.237.76. 148 |thited Sates |ggcenter.aka.idf.il ET SCAN NVAP -sS w ndow 3072 1
. ET SCAN Behavi oral Wusual |y fast inbound Tel net Gonnecti ons,
41.142. 220. 201 |147.237.72. 217 |Mor occo eidf.il . 1
Potential Scan or Brute Force
185.29.11.182 |147.237.0.16 |Latvia ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
138.0.21. 123 147.237.77. 216 |Brazil dover.idf.il Xenu Link Seuth User Agent 1
113.108.10.31 |147.237.76.86 [China navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
, o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
81.213.76.73 147.237.76. 30 |Turkey hi nush.idf.il . 1
Potential Scan or Brute Force
66.249.78.204 |147.237.77.176|W0ited Sates |natpash.idf.il ET SCAN NVAP -sA (2) 1
, , L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
59. 126. 86. 3 147.237.76.30 |Tai wan hi nush. i df .il . 1
Potential Scan or Brute Force
46.19. 86. 118 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
198. 20. 69. 74 147.237.76.200|hited Sates |eitan aka idf.il ET CRCP Dshiel d B ock Listed Source 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
31.154. 49. 129 | srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't SYN drop 56
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 4
77.138.52.97 France 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 3
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 2
176. 9. 131. 69 Cer many 147.237.77. 216 dover.idf.il dr op SAMrul e drop 2
5.102. 195. 215 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 2
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 1
169. 229.3.91 Lhited Sates 147.237.0. 33 idf.il drop drop 1
208. 110. 82. 138 Lhited Sates 147.237.0. 35 akavs. i df . il drop drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 1
169. 229.3.91 Lhited Sates 147. 237. 0. 200 mu.idf.il drop drop 1
66. 249. 64. 128 | srael 147.237.0. 33 idf.il drop drop 1
216.243.31.2 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
176.13. 8. 177 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't SN drop 1
123. 59. 54. 182 Chi na 147.237.0. 33 idf.il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Action ‘Count
89. 237. 107. 182 |France 147.237.77. 216 |dover.idf . il D stributed Unaut horized LRL Access on wawidf.il/error. htm B ock 12
. . Ml ti pl e Uhaut hori zed Method for Known URL from
109. 67. 240. 225 |l srael 147.237.72. 166 |aka. i df . i | 109, 67. 240, 275 B ock 3
37.26.148.173 |[lIsrael 147.237.0.19 |madimatal .idf.il Distributed Suspicious Response Code B ock 3
. . . Paraneter Type M ol ation ctl00$Cont ent Pl acetbl der 16t xt Capt cha i n
85. 65. 123. 241 [l srael 147.237.0.19 |nadimatal .idf.il nadi matal i df.i1/1 ogin. aspx B ock 3
. . Unaut hori zed Met hod PCST for
84.225.199. 40 |Hungary 147.237.72. 166 [aka. i df . i | ww aka i o i 1/gi yus/ general / def aul t . asp B ock 2
2.53.19. 90 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
. . Unaut hori zed Met hod HEAD for
46.19.85.184 [lIsrael 147.237.72. 166 |aka. i df . i | wiww aka. i o i |/ nai v gi yus/ general . aspx Bl ock 2
2.53.56. 254 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
. . Unaut hori zed Met hod PCST for
77.138.167. 111 |France 147.237.72. 166 |aka. i df . i | v aka. i df i |/ nai n/ gi yus/ f or s, aspx B ock 2
46.19.86.247 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
: ] . Unaut hori zed URL Access to
108.26.182. 243 |United States |147.237.77.216|dover. i df .11 viwy i df . i 1/tenpl at es/t enpl at econt rol s/ generi c/ B ock 2
77.138. 183. 144 |France 147.237.72. 156 |anan. i df . i | Unhaut hori zed URL Access to waww arman. i df.il/favicon.ico B ock 1
46.116. 192. 176 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 46.116.192. 176 Bl ock 1
80. 246. 136. 98 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
. . Unaut hori zed URL Access to
66. 249. 78. 159 |l srael 147.237.77. 216 |dover . i df . i | Wi i df i |/ at al 1/ zkor / vi ew i ngt op. asp B ock 1
. . D stributed Uhauthori zed URL Access on
31.154.49.49 |[Israel 147.237.77.233|atal . i df .il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1
’ P . |SS. Lhtraceabl e Gonnection - Protocol viol ation
169.229.3.91 |[lhited Sates |147.237.0.16 |ny-kosher-kravi.idf.il (SSL OONN CLI ENT HELLO) None 1
87.70.247.126 |lsrael 147.237. 76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to waw chi nuch. aka. i df.il/wp-1ogin. php |B ock 1
77.237.138. 202 (Fi;;%ric 147.237.77.233|atal .idf .il Unaut hori zed URL Access to / B ock 1
46.116. 192. 176 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/mai n/ gi yus/ gener al Bl ock 1
109. 67. 240. 225 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for ww aka. i df.il/mai n/ gi yus/ B ock 1
66. 249. 78. 234 [l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
. m ny-kosher-Kravi . i d|Mitiple Untraceabl e SS. Sessions from 169, 229. 3. 91 (Pr ot ocol
169. 229. 3. 91 Lhited Sates |[147.237.0.17 £l viol ati on (SSL_QONN QLI ENT_HELLO)) None 1
79.177. 150. 118 |I srael 147.237.77. 176 |mat pash. i df . i | Distributed PP Attenpt Bl ock
64.233.172.161 |Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for waw aka. i df.i|/mai n/ hone/ B ock
109. 253. 214. 45 |1 srael 147.237.72. 166 |aka. i df . i | m;;)‘" e Untraceabl e S3 Sessions from 109, 253. 214. 45 (Cpen None 1
66. 249. 83. 248 |Israel 147.237.77.216|dover. i df .il D stributed Lhaut hori zed URL Access on wawidf.il/error. htm B ock 1
] . . Mil tiple Uhtraceabl e SS. Sessions from 169. 229. 3. 91 (Prot ocol
169.229.3.91 |lhited Sates [147.237.72. 156 |anan. i df.i | viol ation (SS. GON QLI ENT HELLO)) None 1
95.86.97.179  |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx  |B ock 1
79.177.150. 118 |I srael 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/wp-1ogin. php Bl ock 1
66.102. 9. 43 Uhited Sates [147.237.72.166|aka.idf .il Uhaut hori zed Met hod POST for ww aka. i df.il/mai n/ kapat z/ B ock 1
109. 253. 214. 45 |l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
- . . Uhaut hori zed URL Access to
85. 65. 123. 241 |lIsrael 147.237.0.19 |nadimatal .idf.il nadi matal i df i1/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 1
: . . Unaut hori zed URL Access to
192. 243.55. 134 |Lhited Sates [147.237.77.216|dover.idf.il ww i of i |/ tenpl at es/ shared/ user cont rol s/t raj ect or B ock 1
80. 246.133.56 |Israel 147.237.77.216|dover.i df . il D stributed Lhaut hori zed URL Access on wawidf.il/error. htm B ock 1
66.249.78.95 |lsrael 147.237.77.216|dover.idf.i |l Unaut hori zed URL Access to 147.237.77.216/ B ock 1
2.53.145.138 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136-he/ atal . aspx  |B ock 1
] .. . Mil tipl e Uhtraceabl e SS. Sessions from 169. 229. 3. 91 (Prot ocol
169.229.3.91 |lhited Sates [147.237.0.15 |kosher-kravi.idf.il viol ation (SSL COAN QLI ENT FELLO)) None 1
87.70.247.126 |[lsrael 147.237. 76. 147 |chi nuch. aka. i df . i | PHP Attenpt B ock 1

08-17-2016-21:04:02

to 08-17-2016-22:04:02




