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08-17-2016-20:04:00 to 08-17-2016-21:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature  |Device Action  |Count |
198. 20. 69. 74 Wited Sates 147. 237. 76. 202 e.halag.idf.il B ack Li st dr op 1
89.248.171. 2 Net her | ands 147.237.76. 31 nakchal .idf.il B ack List drop 1
91.92.120. 134 Bul garia 147.237.76. 199 e.nakchal .idf.il B ack List drop 1
93. 158. 200. 96 Nt her | ands 147. 237. 76. 201 caa id.| H ack List drop 1




08-17-2016-20:04:00 to 08-17-2016-21:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1 ure Devi ce Action |Oount
69. 30. 210. 242 Lhited Sates 147. 237. 72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per mit 4
66. 240. 236. 119 Lhited Sates 147.237.77. 243 nobi le.idf.il 13840: TLS. (penSSL Heartbeat Packet Bl ock 1




08-17-2016-20:04:00 to 08-17-2016-21:04:00

|Top Attackers In |D|

‘ Target Address

A tacker
Gountry

Signature

94.62.141. 145 [147.237.0.33 |Portugal idf.il ET SCAN Potential SSH Scan 2
94.62.141.145 [147.237.0.19 |Fortugal madimatal .idf.il |[ET SCAN Potential SSH Scan 2
46.172.71. 251 |147.237.76. 202 |Wkrai ne e.halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
191.142.2. 95 |147 237 g 28 |KOT€R Republic| . oo ET SCAN Behavi oral Unusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
113.108. 10. 31 |[147.237.8.27 |[China e.nadimatal .idf.il [ET SCAN NMAP -sS wi ndow 1024 1
79.177.223.69 |(147.237.72. 156 |l srael anan. i df i ET SCAN NVAP -sA (2) 1
54.153.99.128 |147.237.76.38 [lhited Sates |e.eneitav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
46.227.67.169 |147.237.0.15 [Sweden kosher-kravi.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
162.219.3.34 [147.237.76.39 |Canada nobi | e.nei tav. i df.i [ET SCAN NMAP -sS wi ndow 1024 1
113.108. 10. 31 [147. 237. 76. 147 |Chi na chinuch. aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
113.108. 10. 31 |147.237.8.14 |[China e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
72.252. 249. 125 (147.237. 77.19 |Janai ca lawforumidf.il  [ET SCAN NVAP -sS wi ndow 1024 1
47.221.157.53 |147.237.8.45 |[lhited Sates |e.eitan.idf.il ET SCAN Potential SSH Scan 1




08-17-2016-20:04:00 to 08-17-2016-21:04:00

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
46. 19. 85. 59 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 40
196. 217. 15. 162 Mor occo 147.237.77.176 nat pash. i df .i | dr op drop 14
178. 135. 80. 217 Lebanon 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
87. 155. 84. 87 Ger many 147.237.72. 166 aka.idf.il drop First packet isn't drop 2
46.242.116.5 Russi an Federation 147.237.77. 176 nat pash. i df . il dr op Frst packet isn't drop 2
46. 242. 120. 196 Russi an Federation 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 2
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
109. 253. 222. 241 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
176. 67.99. 153 Pal estinian Territory, Qcupi ed 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 1
66.249.81. 171 | srael 147.237.77. 233 atal .idf.il drop First packet isn't drop 1
176.13. 12. 14 | srael 147.237.77. 243 nobi | e.idf.il dr op Frst packet isn't drop 1
176. 13. 19. 100 | srael 147.237.0.19 nadi matal .idf.il drop First packet isn't drop 1
109. 253. 130. 38 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
176. 13.23.91 | srael 147.237.72. 167 ishurimaka.idf.il |dr op Frst packet isn't drop 1
109. 253. 145. 98 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
176. 13. 247. 129 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
66. 249. 81. 163 I srael 147.237.77.233  |atal.idf.il drop First packet isn't drop 1




08-17-2016-20:04:00 to 08-17-2016-21:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.13.19. 100 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 178
131. 253. 25. 195 ;“;tteeg 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to waw idf.il/error. htm Bl ock 3
79.183.21. 82 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 3
157. 55. 39. 137 g“;:s 147.237.0.19 |madimatal .idf.il|wauthorized LR Access to madimatal .idf.il/robots.txt Bl ock 3
37.142.235.76 |[Israel 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock
109. 253. 196. 1281 srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
. . Paraneter Read Qnly Molation in
46.116. 107. 232 |Israel 147.237.72. 166 [aka. i df . i | v aka i df . i 1/ mai n/ sachar /£ or got passwor d. aspx None 2
. . Unhaut hori zed Met hod CPTIONS for
203.218.32.35 |Hong Kong |147.237.72.166 [aka. i df .11 wwy aka. i df . i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock 2
212.34.11.242 |Jordan 147.237.77. 176 [nat pash. i df . i | Mil tiple Ml formed URL from 212. 34, 11. 242 B ock 2
Paraneter Type Mol ation
82.81.77.65 I srael 147.237.77.74 [lawidf.il Mast er $Cont ent P acekbl der 1$FAQLI st Vi ewTenpl at e1$l nt er nal Sear ch1$t xt Free |B ock 2
Text Search in ww | aw i df. i |/332-he/ pat zar. aspx
212.34.11.242 [Jordan 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unknown HTTP Request Method from 212. 34. 11. 242 B ock 2
185. 27.104.50 |Israel 147.237.76.31 |nakchal .idf.il Unhaut hori zed HTTP Met hod Bl ock 1
82.81.134. 15 I srael 147.237.77.216|dover.idf .l PHP Att enpt B ock 1
212.34.11.242  |Jordan 147.237.77. 176 [mat pash. i df . i | Il1egal HITP \ersion Safari/535.19 B ock 1
66. 102. 6. 157 g“;:s 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for waw aka. i df. i/ mai n/ hone/ B ock 1
i ted D stributed Unaut hori zed LRL Access on
173.252.105. 116 |5 - o 147.237.76.42 |refuah.idf.il vy ref ua. at al . i df . il/1432- hel r ef uah. aspx&doci d=rpt ri hj w | kq3n&t bni d=86 |Bl ock 1
bt - dsap- 3kkm &w=330&h=387&sour ce=sh/ x/i m
2.53.151. 103 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ reset . css B ock 1
93.172.197.18 |Israel 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to waw anan. idf.il/https:/ww aman.idf.il/ B ock
. . Unknown HTTP Request Met hod
212.34.11.242  |Jordan 147.237.77. 176 |nat pash. i df . i | ext/ht i appl i cati on/ xht mh +xnt . appl i cati o/ xn: G=0.9, */*: g=0.8 i n URL Bl ock 1
66.249.78.159 |[lsrael 147.237.77. 216 |dover.i df .l Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ngt op. asp Bl ock 1
46.19. 86. 191 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in LR B ock 1
185. 32. 179. 138 |Israel 147.237.77.243|nobi l e.i df . i | Dstributed Suspici ous Response Code B ock 1
82.81.134. 15 I srael 147.237.77. 216 |dover.i df .l Unhaut hori zed URL Access to waw i df.il/wp-1ogin. php Bl ock 1
212.34.11.242 |Jordan 147.237.77. 176 [nat pash. i df . i | Nal formed LR B ock 1
66. 102. 8. 165 g];::: 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for vww aka. i df . i/ mai n/ sachar/ vi ewpaysl i p. aspx |B ock 1
2.53.154. 38 | srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation searchText in vww atal .idf.il/994-helatal . aspx B ock 1
. . . D stributed Whaut hori zed Method for Known URL on
94.244. 42. 23 Lkr ai ne 147.237.72. 166 |aka. i df . i | vy aka, i df i 1/ i yus/ gener al / Bl ock 1
. . . |Unaut hori zed Met hod HEAD for
212.143. 119. 130|l srael 147.237.76. 147 |chi nuch. aka. i df . if " i df i1/ 1150- hel chi nuch. aspx None 1
77.138.24.82 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waww aka. idf.il/mluimnd B ock 1
. . . Ml tiple Untraceabl e SS. Sessi ons from 139. 162. 13. 205 (Protocol viol ation
139.162.13.205 |Sngapore  [147.237.0.34 |tikshuv.idf.il (SSL OONN CLI ENT FELLO)) None 1
84.108.61.233 |[Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from84. 108. 61. 233 B ock 1
212.34.11.242 [Jordan 147.237.77. 176 |nat pash. i df . i | Mil tiple Abnormal |y Long Request from 212.34. 11,242 B ock 1
66.102. 9. 95 g;g: 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 66.102. 9. 95 B ock 1
176. 13. 21. 98 I srael 147.237.0.19 |madimatal . i df.il|Suspicious Response Code B ock 1
5.102.195. 243 [Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77. 233/ 1401- he/ at al . aspx B ock 1
. . Uhknown Paraneter ctl 00$ct | 00$cphMai n$cphSachar $ct 113 in
109. 65. 65. 70 I srael 147.237.72. 166 |aka. i df . i | v aka. i o {1/ i v sachar/ pays| i ps. aspx None 1
46.117.170.66 |Israel 147.237.72. 156 [aman. i df . i | D stributed Suspicious Response Code B ock 1
207. 46. 13. 145 g;g: 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to wwwidf.il/tenpl ates/articl e/ watch B ock 1
84.108.216.37 |[Israel 147.237.77.216|dover.idf .l PHP Att enpt B ock 1
Lhited . . D stributed Unaut hori zed URL Access on
66.220.152. 33 Sates 147.237.76.42 [refuah.idf.il ww refua atal .idf.il/sip storagel/fil es/ 8/ 1688. bnp& nyref url = Bt ock !
12.31.71.58 ;“;tteeg 147.237.72. 166 [aka. i df . i | Uhaut hor i zed Met hod PCST for waw aka. i df .il/ml ui nd Bl ock 1
180. 76. 15. 144  |Chi na 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 1073- he/ nakhal . aspx B ock 1
109. 65. 67. 208  |Israel 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Cpen Mbde None 1
. . Unaut hori zed URL Access to
62.219.142.66 |[lsrael 147.237.77. 216 |dover.i df . il vawe i dff i 1/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock 1
212.34.11.242 |Jordan 147.237.77. 176 |mat pash. i df . i | Abnormal |y Long Request et hod B ock 1
157. 55. 39. 137 ;ﬂ;ttee: 147.237.77.233|atal .idf.il Abnor nal |y Long Request URL B ock 1
84.108.216.37 |Israel 147.237.77.216|dover . i df . i Unaut hori zed URL Access to wawidf.il/wp-1ogin. php B ock 1
66. 249. 76. 40 | srael 147.237.72. 156 |anan. i df . i | Unhaut hori zed URL Access to waw anan. i df.il/robots. txt B ock 1
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