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Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
198.20.69.74 United States 147.237.76.202 e.halag.idf.il Black List drop 1

89.248.171.2 Netherlands 147.237.76.31 nakchal.idf.il Black List drop 1

91.92.120.134 Bulgaria 147.237.76.199 e.nakchal.idf.il Black List drop 1

93.158.200.96 Netherlands 147.237.76.201 e.atal.idf.il Black List drop 1
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Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count

69.30.210.242 United States 147.237.72.166 aka.idf.il C1000074: HTTP: majestic bot Permit 4

66.240.236.119 United States 147.237.77.243 mobile.idf.il 13840: TLS: OpenSSL Heartbeat Packet Block 1
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Top Attackers In IDS
Attacker
Address

Target Address
Attacker
Country

Site Signature Count

94.62.141.145 147.237.0.33 Portugal idf.il ET SCAN Potential SSH Scan 2

94.62.141.145 147.237.0.19 Portugal madim.atal.idf.il ET SCAN Potential SSH Scan 2

46.172.71.251 147.237.76.202 Ukraine e.halag.idf.il ET SCAN NMAP -sS window 1024 1

121.142.2.96 147.237.8.28
Korea, Republic
of

e.mobile-ks.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1

113.108.10.31 147.237.8.27 China e.madim.atal.idf.il ET SCAN NMAP -sS window 1024 1

79.177.223.69 147.237.72.156 Israel aman.idf.il ET SCAN NMAP -sA (2) 1

54.153.99.128 147.237.76.38 United States e.e.meitav.idf.il ET SCAN NMAP -sS window 1024 1

46.227.67.169 147.237.0.15 Sweden kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1

162.219.3.34 147.237.76.39 Canada mobile.meitav.idf.ilET SCAN NMAP -sS window 1024 1

113.108.10.31 147.237.76.147 China chinuch.aka.idf.il ET SCAN NMAP -sS window 1024 1

113.108.10.31 147.237.8.14 China e.orchot.idf.il ET SCAN NMAP -sS window 1024 1

72.252.249.125 147.237.77.19 Jamaica law-forum.idf.il ET SCAN NMAP -sS window 1024 1

47.221.157.53 147.237.8.45 United States e.eitan.idf.il ET SCAN Potential SSH Scan 1
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Top Attackers In FW

Attacker Address Attacker Country Target Address Site Signature Message Device Action Count

46.19.85.59 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 40

196.217.15.162 Morocco 147.237.77.176 matpash.idf.il drop drop 14

178.135.80.217 Lebanon 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 2

87.155.84.87 Germany 147.237.72.166 aka.idf.il drop First packet isn't SYN drop 2

46.242.116.5 Russian Federation 147.237.77.176 matpash.idf.il drop First packet isn't SYN drop 2

46.242.120.196 Russian Federation 147.237.77.176 matpash.idf.il drop First packet isn't SYN drop 2

212.143.142.56 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 2

109.253.222.241 Israel 147.237.72.166 aka.idf.il drop First packet isn't SYN drop 1

176.67.99.153 Palestinian Territory, Occupied 147.237.77.176 matpash.idf.il drop First packet isn't SYN drop 1

66.249.81.171 Israel 147.237.77.233 atal.idf.il drop First packet isn't SYN drop 1

176.13.12.14 Israel 147.237.77.243 mobile.idf.il drop First packet isn't SYN drop 1

176.13.19.100 Israel 147.237.0.19 madim.atal.idf.il drop First packet isn't SYN drop 1

109.253.130.38 Israel 147.237.72.166 aka.idf.il drop First packet isn't SYN drop 1

176.13.23.91 Israel 147.237.72.167 ishurim.aka.idf.il drop First packet isn't SYN drop 1

109.253.145.98 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 1

176.13.247.129 Israel 147.237.72.166 aka.idf.il drop First packet isn't SYN drop 1

66.249.81.163 Israel 147.237.77.233 atal.idf.il drop First packet isn't SYN drop 1
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Top Attackers In WAF

Attacker Address
Attacker
Country

Target Address Site Signature
Device
Action

Count

176.13.19.100 Israel 147.237.0.19 madim.atal.idf.ilDistributed Suspicious Response Code Block 178

131.253.25.195
United
States

147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/error.htm Block 3

79.183.21.82 Israel 147.237.72.166 aka.idf.il Distributed Illegal Byte Code Character in URL Block 3

157.55.39.137
United
States

147.237.0.19 madim.atal.idf.ilUnauthorized URL Access to madim.atal.idf.il/robots.txt Block 3

37.142.235.76 Israel 147.237.72.156 aman.idf.il Suspicious Response Code Block 2

109.253.196.128 Israel 147.237.0.19 madim.atal.idf.ilDistributed Suspicious Response Code Block 2

46.116.107.232 Israel 147.237.72.166 aka.idf.il
Parameter Read Only Violation  in
www.aka.idf.il/main/sachar/forgotpassword.aspx

None 2

203.218.32.35 Hong Kong 147.237.72.166 aka.idf.il
Unauthorized Method OPTIONS for
www.aka.idf.il/main/giyus/authenticationservice.asmx/getauthuser

Block 2

212.34.11.242 Jordan 147.237.77.176 matpash.idf.il Multiple Malformed URL from 212.34.11.242 Block 2

82.81.77.65 Israel 147.237.77.74 law.idf.il
Parameter Type Violation
Master$ContentPlaceHolder1$FAQListViewTemplate1$InternalSearch1$txtFree
TextSearch in www.law.idf.il/332-he/patzar.aspx

Block 2

212.34.11.242 Jordan 147.237.77.176 matpash.idf.il Multiple Unknown HTTP Request Method from 212.34.11.242 Block 2

185.27.104.50 Israel 147.237.76.31 nakchal.idf.il Unauthorized HTTP Method Block 1

82.81.134.15 Israel 147.237.77.216 dover.idf.il PHP Attempt Block 1

212.34.11.242 Jordan 147.237.77.176 matpash.idf.il Illegal HTTP Version Safari/535.19 Block 1

66.102.6.157
United
States

147.237.72.166 aka.idf.il Unauthorized Method POST for www.aka.idf.il/main/home/ Block 1

173.252.105.116
United
States

147.237.76.42 refuah.idf.il
Distributed Unauthorized URL Access on
www.refua.atal.idf.il/1432-he/refuah.aspx&docid=rptrihjwllkq3m&tbnid=86
bt-dsap-3kkm:&w=330&h=387&source=sh/x/im

Block 1

2.53.151.103 Israel 147.237.76.42 refuah.idf.il Unauthorized URL Access to 147.237.76.42/style/shared/reset.css Block 1

93.172.197.18 Israel 147.237.72.156 aman.idf.il Unauthorized URL Access to www.aman.idf.il/https:/www.aman.idf.il/ Block 1

212.34.11.242 Jordan 147.237.77.176 matpash.idf.il
Unknown HTTP Request Method
ext/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 in URL 

Block 1

66.249.78.159 Israel 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/atal1/izkor/view_imgtop.asp Block 1

46.19.86.191 Israel 147.237.72.166 aka.idf.il Distributed Illegal Byte Code Character in URL Block 1

185.32.179.138 Israel 147.237.77.243 mobile.idf.il Distributed Suspicious Response Code Block 1

82.81.134.15 Israel 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/wp-login.php Block 1

212.34.11.242 Jordan 147.237.77.176 matpash.idf.il Malformed URL Block 1

66.102.8.165
United
States

147.237.72.166 aka.idf.il Unauthorized Method POST for www.aka.idf.il/main/sachar/viewpayslip.aspx Block 1

2.53.154.38 Israel 147.237.77.233 atal.idf.il Parameter Type Violation searchText in www.atal.idf.il/994-he/atal.aspx Block 1

94.244.42.23 Ukraine 147.237.72.166 aka.idf.il
Distributed Unauthorized Method for Known URL on
www.aka.idf.il/giyus/general/

Block 1

212.143.119.130 Israel 147.237.76.147 chinuch.aka.idf.il
Unauthorized Method HEAD for
www.chinuch.aka.idf.il/1150-he/chinuch.aspx

None 1

77.138.24.82 France 147.237.72.166 aka.idf.il Unauthorized Method POST for www.aka.idf.il/miluim/ Block 1

139.162.13.205 Singapore 147.237.0.34 tikshuv.idf.il
Multiple Untraceable SSL Sessions from 139.162.13.205 (Protocol violation
(SSL_CONN_CLIENT_HELLO))

None 1

84.108.61.233 Israel 147.237.72.166 aka.idf.il Multiple Illegal Byte Code Character in URL from 84.108.61.233 Block 1

212.34.11.242 Jordan 147.237.77.176 matpash.idf.il Multiple Abnormally Long Request from 212.34.11.242 Block 1

66.102.9.95
United
States

147.237.72.166 aka.idf.il Multiple Unauthorized Method for Known URL from 66.102.9.95 Block 1

176.13.21.98 Israel 147.237.0.19 madim.atal.idf.ilSuspicious Response Code Block 1

5.102.195.243 Israel 147.237.77.233 atal.idf.il Unauthorized URL Access to 147.237.77.233/1401-he/atal.aspx Block 1

109.65.65.70 Israel 147.237.72.166 aka.idf.il
Unknown Parameter ctl00$ctl00$cphMain$cphSachar$ctl13 in
www.aka.idf.il/main/sachar/payslips.aspx

None 1

46.117.170.66 Israel 147.237.72.156 aman.idf.il Distributed Suspicious Response Code Block 1

207.46.13.145
United
States

147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/templates/article/watch Block 1

84.108.216.37 Israel 147.237.77.216 dover.idf.il PHP Attempt Block 1

66.220.152.33
United
States

147.237.76.42 refuah.idf.il
Distributed Unauthorized URL Access on
www.refua.atal.idf.il/sip_storage/files/8/1688.bmp&imgrefurl=

Block 1

12.31.71.58
United
States

147.237.72.166 aka.idf.il Unauthorized Method POST for www.aka.idf.il/miluim/ Block 1

180.76.15.144 China 147.237.76.31 nakchal.idf.il Unauthorized URL Access to 147.237.76.31/1073-he/nakhal.aspx Block 1

109.65.67.208 Israel 147.237.77.216 dover.idf.il SSL Untraceable Connection - Open Mode None 1

62.219.142.66 Israel 147.237.77.216 dover.idf.il
Unauthorized URL Access to
www.idf.il/templates/shared/usercontrols/headerupper/

Block 1

212.34.11.242 Jordan 147.237.77.176 matpash.idf.il Abnormally Long Request method Block 1

157.55.39.137
United
States

147.237.77.233 atal.idf.il Abnormally Long Request URL Block 1

84.108.216.37 Israel 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/wp-login.php Block 1

66.249.76.40 Israel 147.237.72.156 aman.idf.il Unauthorized URL Access to www.aman.idf.il/robots.txt Block 1
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