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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
5.22.131.51 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
82.80.78. 2 | srael 147.237.76. 86 navy.idf.il B ack List drop 2
82.80.78.2 | srael 147.237.77.176 nat pash.idf.il |Back List drop 2
89.248.171. 2 Net her | ands 147.237.76. 197 e hinush.idf.il |Back List drop 1
82.80.78.2 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |SgnaI ure Devi ce Action |Oount

51. 255. 162. 163 France 147.237.77. 176 nat pash. i df . i | C1000074: HTTP: naj estic bot Permit 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET DC5 Large anount of TCP ZeroWndow - Possi bl e Niller2 DDos

80.246.130.11 [147.237.77. 233 |l srael atal.idf.il 4
attack

154.16.199. 47 |147.237.76.177|lnited Sates |ncore.idf.il ET SCAN Potential SSH Scan 1

154.16.199. 47  |147.237.72.217|Wited Sates |e.idf.il ET SCAN Potential SSH Scan 1

103.227.193. 14 |147.237.0.19 |Hong Kong nadi matal .idf.il |[ET SCAN Potential SSH Scan 1

87. 69. 12. 200 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1

, L ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic, Potential

70.182.176.174 |147.237.0.33 |[Lhited Sates [idf.il ) 1
Scan or I nfection

154.16.199. 47  |147.237.77.243|thited Sates |nobile.idf.il ET SCAN Potential SSH Scan 1

154.16.199. 47  |147.237.77.19 |Uited Sates |lawforumidf.il [ET SCAN Potenti al SSH Scan 1

154.16.199. 47 |147.237.76.34 |lhited Sates [yohalan.idf.il ET SCAN Potential SSH Scan 1

154.16.199. 47 |147.237.8.28 [lhited Sates |e.nobile-ks.idf.il|ET SCAN Potential SSH Scan 1

91.125.184. 101 |147.237.77.74 E?';;gom lawidf il Tehila - Perl LWP with fake user agent 1

66.249.76.52  |147.237.77.170|W0ited Sates |maarachot.idf.il [ET SCAN NVAP -sA (2) 1

_ _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

186. 112. 108. 214|147. 237. 0. 34  |Col onbi a tikshuv.idf.il ) 1
Potential Scan or Brute Force

154.16.199. 47  |147.237.77.227|Wnited Sates |e hanaz.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
93.172.5. 201 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 12
109. 67. 236. 225 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 7
77.127.79.208 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 5
176. 13. 14. 49 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 3
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
144. 76. 30. 236 Ger many 147.237.77. 216 dover.idf.il dr op SAMrul e drop 2
84.94.221.128 | srael 147.237.76. 42 refuah.idf.il dr op First packet isn't drop 2
144.76. 30. 236 Cer many 147.237.77.74 lawidf.il dr op SAMrul e drop 2
87.71. 20. 88 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
195. 154. 102. 122 France 147.237.0. 33 idf.il dr op drop 1
109. 253. 220. 237 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 1
46. 19. 85. 204 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
195. 154. 102. 122 France 147.237.76. 34 yohal an.idf.il dr op drop 1
130. 180. 216. 68 Lkrai ne 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
46.19. 86. 178 | srael 147.237.77.234 hal ag.idf.il dr op First packet isn't drop 1
141. 212.122. 153 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
176. 13. 225. 139 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
109. 253. 139. 188 | srael 147.237.0.19 nadi matal .idf.il dr op First packet isn't drop 1
216.243.31.2 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
141. 212.122. 154 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
176. 13. 229. 252 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't drop 1
109. 253. 213. 105 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 1
216.243.31. 2 Lhited Sates 147.237.76. 148 gacenter. aka. i df . i | dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
2.53.44. 243 | srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code Bl ock 13
37.142.235.76 |Israel 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 4
185. 27.104.50 |l srael 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod B ock 4
84.109.75.136 |[lIsrael 147.237.76.31 |nakchal .idf.il Distributed Unaut horized HTTP Met hod B ock 4
46. 19. 85. 29 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
185.27.104.50 |Israel 147.237.76.31 |nakchal .idf.il Ml tipl e Unaut hori zed URL Access from 185. 27. 104. 50 B ock 3
2.53.30.55 | srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code Bl ock 3
66.249.78.234 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
192.243.55.132 |lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wawidf.il/atal 1/izkor/vi ew text. asp B ock 1
109. 65. 148. 243 |l srael 147.237.0.19 |nadimatal .idf.i| [Suspicious Response Code Bl ock 1
77.138.226. 144 |France 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to waw anan. idf.il/favicon.ico Bl ock 1
66.222.239.96 [Canada 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for ww aka. i df.il/main/giyus/fornms. aspx |B ock 1
2.53.31.248 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
72.9.148.10 Lhited Sates [147.237.72.166aka.idf.il Mil tipl e Unaut horized Method for Known LRL from 72.9.148. 10 B ock 1
197. 48. 234. 233 |Egypt 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw idf.il/894-ar B ock 1
37.222.213.107 |Spain 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for ww aka. i df.il/giyus/ general / B ock 1
139. 162. 13. 205 |S ngapore 147.237.0.15 |kosher-kravi .idf . i \'\/‘I"of iaf'i inﬁtgfgﬁ_ﬁﬁifé’qu; om 139, 162. 13.205 (Pr ot ocol None 1
77.138.248.30 |France 147.237.72. 166 |aka. i df . i | m”;l?;rii ;:c: I'\f;;i“:/jgr;f; ;Z;ashlsheel on. aspx Bl ock 1
66. 249. 76. 51 I srael 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobile.idf.il/appl e-app-site-association B ock 1
185.27.104.50 |Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to www nakhal .idf.il/sip_storagelfiles/ 2/ B ock 1
84.109.75.136 |lsrael 147.237.76.31 |nakchal .idf.il Mil tipl e Unhaut horized URL Access from 84. 109. 75. 136 Bl ock 1
72.9.148.10 Lhited Sates [147.237.72.166aka.idf.il Uhaut hori zed Met hod HEAD for ww aka. i df . i |/ mai n/ kapat z/ B ock 1
199.76.44.201 |uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwwi i df . il/894-en/i df gdover. aspx B ock 1
139. 162. 13. 205 |S ngapore 147.237.0.34 |tikshuv.idf.il %&mﬂfEﬁTﬁfg Frotocol vialation None 1
79.179.29.245 [israel 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to ww anan. i df .il/sip_storage/files/ 0/ B ock 1
66.249.78.146 |lIsrael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter docld in ww aka.idf.il/sites/skiraldefault.asp None 1
185. 120. 126. 29 |Israel 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to waw anan.idf.il/https:/www aman.idf.il/ |B ock 1
2.84.248.50 G eece 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for v aka. i df.il/drushim B ock 1
84.109.75.136 |[Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to ww nakhal .idf.il/sip_storagelfiles/ 4/ B ock 1
77.138.88.199 |France 147.237.72. 166 |aka. i df . i | Post Request - Mssing Content Type B ock 1
66. 102. 9. 54 Wited Sates [147.237.72.166|aka. i df.il m;s_ﬂt;q Iﬁ‘)i‘:} w;;zfz}m hod for Known LRL on B ock 1
207.10.18.162 |Wiited Sates |147.237.72.166|aka.idf.il V\mm:vu;:;rii gfeldi I'ﬁ;‘?\‘,’gﬁﬁ; o maspe B ock 1
148. 251. 176. 212|Ger nany 147.237.77. 216 |dover.idf .i | Lhaut hori zed URL Access to waw i df.il/newsitel english/ nain. asp B ock 1
80.246.130.11 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
66.249.78.158 | srael 147. 237. 72. 166 |aka. i df . i | %&ﬁﬂ?gﬁfﬁ:fg' Frotocol vialation None 1
192.243.55.129 |lhited Sates |147.237.77.216|dover.idf.i | Uhaut hori zed URL Access to www i df . i/ dover/site/ nai npage. asp B ock 1
4.16. 104. 43 Wited Sates [147.237.72.166|aka. i df.il m;:(:.“it;q ilir}ar::ihn(;rriozni(/j dg;ﬂ??.;g;xmom UL on B ock 1
84.110. 209.57 | srael 147.237.72. 166 |aka. i df . i | mn;’k“; iZ"’f‘r_?T‘/}tn:ir n/‘:;;gr?:;‘jtgangf’F’)Zﬁgfc”hsa‘:har$°t' SLin None 1
77.138.157. 248 |France 147. 237. 72. 156 |aman. i df . i | V%;J;:T::fiegf ﬂju;tﬁﬂéjmwlczfsl % B ock 1
66.102.9.95 Lhited Sates [147.237.72.166|aka.idf.il Unhaut hor i zed Met hod PCST for www aka. i df. i |/ mai n/ horme/ B ock 1
84.108.175.124 |[Israel 147.237.72. 156 [anan. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
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