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08-17-2016-18:04:05 to 08-17-2016-19:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
2.53.177. 205 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 3
2.53.184. 135 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
82.80.78.2 | srael 147.237.77.176 nat pash. i df.il |B ack List drop 1
154. 16. 199. 47 Lhited Sates 147.237.76. 86 navy.idf.il B ack List drop 1




08-17-2016-18:04:05 to 08-17-2016-19:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Site |Sgnat ure Devi ce Action |Count

164. 132. 161. 75 Italy 147.237.76. 86 navy.idf.il |[Cl000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

Potential Scan or Brute Force

176.228.94.50 |[147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
113.108. 10. 31 |147.237. 72. 167 |Chi na i shurimaka.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
_ L SERVER APACHE Apache nmod_ssl non- SSL connection to SSL port
66.249. 78. 158 [147.237.72.166|lhited Sates [aka.idf.il ) . - 1
deni al of service attenpt
66.249.76.52 [147.237.77.170|lhited Sates |[maarachot.idf.il ET SCAN NVAP -sA (2) 1
31.154. 42,111 |147.237.72. 166l srael akaidf.il portscan: TCP D stributed Portscan 1
206. 47. 151. 114 |147. 237. 76. 177 |Canada ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
. . ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons,
116. 108. 2. 218 |147.237.76.30 |V etnam hi nush. i df .i | . 1
Potential Scan or Brute Force
87.236. 194. 161 |147. 237. 77. 233 g;;ﬂc atal idf.il ET SCAN NVAP -sS wi ndow 1024 1
66.249.78.31 |147.237.77.226|lhited Sates |ww chamatz. aka.idf.il |ET SCAN NVAP -sA (2) 1
32.210.150. 71 [147.237.77.216|Uited Sates |[dover.idf.il portscan: TCP D stributed Portscan 1
1 164.24. 97 147 237 8,46 |Tai van o chinuch.idf il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
T T ' o Potential Scan or Brute Force
. ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
213.14.143. 15 |147.237.76.31 |Turkey nakchal .idf.il 1




08-17-2016-18:04:05 to 08-17-2016-19:04:05

|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action ‘Count
192.116. 199. 42 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 9
176.13.1. 67 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 7
212. 143.142. 56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 5
147. 30. 58. 189 Kazakst an 147.237.72. 166 aka.idf.il drop First packet isn't SN drop 3
185.120. 126. 14 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SN drop 3
147. 30. 58. 189 Kazakst an 147.237. 72. 156 anan. i df.il drop First packet isn't SYN drop 2
109. 253. 201. 161 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 2
176.13.5.9 | srael 147.237.72. 156 anan.idf.il drop First packet isn't SN drop 1
5.22.130. 97 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SYN drop 1
176.13.21. 180 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 1
77.127.79. 208 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't SN drop 1
109. 253. 133. 56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 1
109. 253. 199. 116 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 1
176.13.2. 26 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 1




08-17-2016-18:04:05 to 08-17-2016-19:04:05

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Action ‘Count
109. 253. 221. 223|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 184
2.53. 14. 226 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 41
2.53.142. 229 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 26
2.53.45. 162 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 16
46. 19. 86. 96 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
77.127.2. 245 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 4
109. 253. 139. 188l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.179.204. 44 |Israel 147.237.77. 216 [dover . i df . i | Unaut hori zed URL Access to waw i df.il/1153- 22422 B ock 3
176. 13. 21. 98 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.53.48. 169 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 86. 195 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
66.249.93.107 [Israel 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 3
66. 249. 78. 62 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 78. 62 B ock 3
81.131.221.61 zi;g’gom 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for v aka. idf.il/main/ kapat z/ Bl ock 2
60.190.60.78  |China 147.237.77. 176 [mat pash. i df .il  |Miltiple Unauthorized URL Access from 60.190. 60. 78 Bl ock 2
85. 250. 169. 161 I srael 147. 237. 72. 156 |anan. i df . i | mu;m izgfl ﬁcgﬁgsls:/ ;gre/ doc.rgr / undef i ned Bl ock 1
77.138.67.217 |France 147.237.72. 156 [aman. i df . i | D stributed Uhaut hori zed LRL Access on v anan. i df . i|/favicon.ico B ock 1
2.55.54. 151 | srael 147.237.72. 156 |aman. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
207.46.13.9 Whited Sates [147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66.249.78.254 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 254 B ock 1
60. 190. 60. 78 Chi na 147.237.77. 176 |mat pash. i df .i|  [Wauthorized URL Access to www cogat. i df.il/index.asp B ock 1
37.26.149.245 |Israel 147.237.77. 234 |hal ag. i df .i | o ;'35‘”7‘;(’zﬁffﬁzgsfif}aﬁlﬁﬁi fgi . Bock |1
67.245.1. 115 Whited Sates |147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/1133-17128- he/ B ock 1
66. 249. 78. 62 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip_storage/files/7/ Mnopws3 B ock 1
87.70.247.126 |[Israel 147.237.77. 170 |maarachot . i df . i | |Ostributed PHP Attenpt B ock 1
46.19. 86. 96 I srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobi | e.idf.il/nekudot/i ndex B ock 1
77.138.243.23 |France 147.237.72. 156 [aman. i df . i | D stributed Uhaut hori zed URL Access on v anan. i df .i|/favicon.ico Bl ock 1
24.16.121.217 |Wnited Sates |147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 24. 16. 121,217 B ock 1
217.132.0.192 [israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1274-hel at al . aspx B ock 1
66.249.78.254 I srael 147.237. 72. 166 |aka. i df . i | chaut horl zed IL/j?a_\/\e'IO‘I:(—:Ei(SJV\:VOappI o app-i { - associ at on Bock |1
66.102.9.54 |United Sates |147. 237. 72. 166 |aka. i df . i | D str buted thauthor zed d'\efgtf?_;zgxmo"‘” R on Bock |1
109. 253. 194. 122|I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode B ock 1
41. 40. 67. 249 Egypt 147.237.77. 216 |dover.i df .i | Admin Bl ocki ng B ock 1
77.126.35.226 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
180. 76. 15. 146  |Chi na 147.237.72. 156 |anan. i df . i | Unaut hori zed LRL Access to list.ips.gov.il/list20050529. ht m B ock 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter docl in wwwu aka.idf.il/chi nuch/fag/ defaul t. asp None 1
87.70.247.126 |lsrael 147.237.77. 170 |maar achot . i df . i | |Uhaut hori zed URL Access to naarachot . i df.il/wp-1ogin. php Bl ock 1
24.16.121.217 |hited Sates [147.237.72. 166 [aka. i df . i | Uhaut hori zed Method POST for waw aka. i df .il/ishurin B ock 1
77.138.243.23 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for ww aka.idf.il/giyus B ock 1
66.102.9.105  |United Sates |147. 237. 72. 166 |aka. i df . i | Dstr buted tau hoti zed d'\efgﬁf?';;’gxmo"‘” R on Bock |1
41. 40. 67. 249 Egypt 147.237.77. 216 |dover.i df .i | Dstributed PHP Attenpt B ock
84.111.81. 28 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/894-he/ il ui maspx B ock 1
2.53.56.248  |Israel 147.237.77. 234 |hal ag. i df . i | i,;t rz'st;u;‘;d2;27:’;:;2;;?1‘3%/@3??5; fr;i . Bock |1
Unhaut hori zed URL Access to
192.243.55.131 |Uhited Sates |147.237.77.74 |lawidf.il vy | aw i df.il/tenpl ates/getfil e/ getfil e. aspx?fil enane=xgf 5b3nol w vy3ncdgh |B ock 1
pa2f cdhphdni t xdcOns5kb2n¥&i nf ocent eri t en¥t r ue
66.249.78.158 |[Israel 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Gonnection - Protocol violation (SSL_GONN CLIENT_HELLO [None 1
109. 64. 137. 198 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
31.154.81. 24 I srael 147.237.72. 156 |anan. i df . i | Dstributed Waut hori zed UR. Access on vww anan. i df . il/favicon.ico B ock 1
79.177.1. 48 I srael 147.237.77.234|hal ag. i df . i | i;t rzi?,k;f’tf;éZﬁffmggsfzia%/ﬁfﬁs; fgi . Bock |1
66.249.93.111 |[lIsrael 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on waw idf.il/error. htm Bl ock 1
66.249. 64. 168 [l srael 147.237.0.34 [tikshuv.idf.il [Wauthorized LRL Access to tikshuv.idf.il/main/giyus/ general . aspx B ock 1
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