08-17-2016-17:04:02 to 08-17-2016-18:04:02

1"PT SwNn .’
gov IDF Under Attack
www.gov.il Da.||y Report

|Top Targets |

M dover.idf.il

M nadi matal .idf.il

M aka.idf.il

M chi nuch. aka. i df . i |

B mny-kosher-kravi.idf.il

M refuah.idf.il

I aman. i df . il

M mobile.neitav.idf.il
lawidf.il

M navy.idf.il

Nunber
(6]
At acks

Top Tar get

[Top Attackers |

Ml 129. 45. 78. 196
37. 26. 149. 200

I 141.0. 14. 216
81. 218. 70. 243

Nuréfber Il 37. 26. 146. 186
Attacks M 82. 205. 73. 237

[ 51. 255. 48. 156

W 169. 229.3.91
80. 246. 130. 185

W 218. 87. 109. 253

Top Attackers



08-17-2016-17:04:02 to 08-17-2016-18:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
82.80.78.2 | srael 147.237. 76. 86 navy.idf.il B ack List drop 3
190. 69. 214. 51 Col onbi a 147.237.76. 201 e atal .idf.il JLM Under _Attack_Con_Tcp drop 2
222.186.51.181 Chi na 147.237.76. 199 e. nakchal .idf.il JLM Under Attack Con_Tcp drop 2
89.248.171. 2 Net her | ands 147.237.76. 202 e halag.idf.il B ack List drop 1
93. 158. 200. 97 Net her | ands 147.237.76. 31 nakchal .idf.il B ack List drop 1
89. 248. 171. 2 Net her | ands 147.237.76. 148 gogcenter.aka. idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnature Devi ce Action |Oount
51. 255. 48. 156 France 147.237.77. 216 dover.idf.il [Cl1000074: HITP. najestic bot Per nit 2
62. 210. 143. 245 France 147. 237. 72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nirt 2
51. 255. 48. 156 France 147.237.72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per nirt 2
51. 255. 48. 156 France 147.237.77. 74 lawidf.il C1000074: HITP. naj estic bot Per nit 2
109. 163. 234. 9 Romani a 147.237.77. 216 dover.idf.il |24910. HITP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

91.201.236.50 [147.237.0.17 |kraine mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
87.236.194. 161 |147.237.8.24 gpif)ric elifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1
218.87.109. 253 [147.237. 76. 197 |Chi na e. hinush. i df .i | ET SCAN Potential SSH Scan 1
77 71 0.8 147.237.0.34 |migaria Cikshuv.idh il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
218.87.109. 253 |147.237.76.31 |China nakchal .idf.il ET SCAN Potential SSH Scan 1
66.249. 64. 147  |147.237.77.74 |Wnited Sates |lawidf.il ET SCAN NVAP -sA (2) 1
218.87.109. 253 |147.237.8.27 |China e.madi matal .idf.il ET SCAN Potential SSH Scan 1
31.154.81. 38 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
192.243.55. 129 |147.237.77.216|lnited Sates |dover.idf.il portscan: TCP O stributed Portscan 1
2.53. 150. 255 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
113.108.10. 31 [147.237. 72. 166 |Chi na akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 197. 206. 193|147. 237. 77. 227 |Lhited Sates |e. hamaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201.236.50 |[147.237.0.17 |kraine mny-kosher-kravi .idf.il [ET SCAN NVAP -sS wi ndow 4096 1
87.236.194. 161 |147.237. 76. 197 gpi%ric e. hi mush. i df i ET SCAN NVAP -sS wi ndow 1024 1
223.223.202. 83 |147.237.72. 166 |Chi na aka idf.il portscan: TCP O stributed Portscan 1
84.109. 167. 108 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
218.87.109. 253 |147.237.76. 147 |Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
66.249.64.176 |147.237.76.31 |Wited Sates |nakchal .idf.il ET SCAN NVAP -sA (2) 1
218.87.109. 253 |147.237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
62. 90. 85. 145 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
213.57.145.40 |[147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
5 248 91 34 147 237 850 |Uraine o tikshuv.idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
183. 60. 48. 25 147.237.0.15 |China kosher-kravi .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
109. 67.152. 98  |147.237. 77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
91.201.236.50 |147.237.76. 201 |Lkrai ne e.atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
129. 45. 78. 196 Ageria 147.237.77.216 dover.idf.il [drop First packet isn't SN drop 83
141. 0. 14. 216 Eur ope 147.237.77. 216 dover.idf.il |drop First packet isn't SN drop 22
82. 205. 73. 237 Pal estinian Territory, Qcupied 147.237.77.216 dover.idf.il [drop First packet isn't SYN drop 15
51. 255. 48. 156 France 147.237.77.216 dover.idf.il [drop First packet isn't SN drop 7
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il |dr op Frst packet isn't SN drop 5
85. 130. 250. 235 | srael 147.237.77.216 dover.idf.il [drop First packet isn't SYN drop 5
79.180. 224. 153 | srael 147.237.77.216 dover.idf.il [drop First packet isn't SN drop 3
176. 13. 7. 209 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SN drop 3
117.220.52. 111 I ndi a 147.237.77.216 dover.idf.il [drop First packet isn't SYN drop 3
36. 70. 36. 170 I ndonesi a 147.237.77.216 dover.idf.il [drop First packet isn't SN drop 3
197. 156. 103. 39 B hiopi a 147.237.77. 216 dover.idf.il |dr op Frst packet isn't SN drop 2
54.72.0.55 Irel and 147.237.77.216 dover.idf.il [drop First packet isn't SYN drop 2
2.53.173. 251 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SN drop 2
92. 247. 35. 58 Bul garia 147.237.72. 166 aka.idf.il dr op Frst packet isn't SN drop 2
77.138.52.97 France 147.237.77.216 dover.idf.il [drop First packet isn't SYN drop 2
40.77.167. 51 Lhited Sates 147.237.77. 216 dover.idf.il |dr op Frst packet isn't SN drop 1
109. 253. 157. 56 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't SWN drop 1
109. 253. 199. 235 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SYN drop 1
176. 13. 10. 232 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SN drop 1
216.243.31. 2 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
62.0.244.1 | srael 147.237.77.74 lawidf.il drop First packet isn't SYN drop 1
176. 13. 245. 169 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SN drop 1
176. 13. 247. 32 | srael 147.237.72. 156 anan.idf.il dr op Frst packet isn't SWN drop 1
109. 253. 146. 197 | srael 147.237.77.216 dover.idf.il [drop First packet isn't SYN drop 1




08-17-2016-17:04:02 to 08-17-2016-18:04:02

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
37.26.149.200 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 41
37.26.146.186 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 19
80. 246. 130. 185 |[Israel 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 9
176. 13. 238. 160 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 4
46. 19. 85. 52 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
80. 246. 137. 7 I srael 147.237.0.19 |[madi matal .idf.il Distributed Suspici ous Response Code B ock 3
109. 253. 216. 165|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
80.246.130.82 |[Israel 147.237.77. 216 |dover . i df . i | Dstributed Waut horized URL Access on wwidf.il/error.htm B ock 3
2.55.183. 215 I srael 147.237.0.19 |[madi matal .idf.il Distributed Suspici ous Response Code B ock 3
113. 61.100. 242 |Austraia 147.237.76.42 |refuah.idf.il PHP At enpt Bl ock 2
87.68.58. 44 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
77.139.103.224 |France 147.237.72. 156 [anan. i df . i | D stributed Uhaut hori zed URL Access on www aran. i df .il/favicon.ico |B ock 2
64. 62. 219. 76 Lhited Sates [147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on www idf.il/error. htm Bl ock 2
46. 19. 86. 199 I srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 2
64.62.219.167 |Lnited Sates [147.237.77.216|dover.idf .il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 2
37.26.146.234 |lsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 2
46. 19. 86. 236 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
176.13.10.232 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
2.53.15.48 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Gode Bl ock 2
46.116. 53. 70 I srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 2
109. 65. 65. 115 |l srael 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 2
. . Unaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
46.117.220.36 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
’ . . Unaut hori zed URL Access to
207. 46.13. 25 Lhited Sates [147.237.72. 166 |aka. i df . i | aka.i df .i1/gi yus/ general . . . 067&doci d=31516 B ock 1
. - - Unknown Par aret er wb48617274 in
81.218.70.243 |[Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | v chi nuch. aka. i df i 1/styl e/ 1. he/ 960, css None 1
Unknown Par aret er wb48617274 in
81.218.70.243 [Israel 147.237. 76. 147 |chi nuch. aka. i df . i | wwv chi nuch. aka. i df . i | / shared/ cl i entscri pts/j query. pl ugi ns/j query. equ [None 1
a heights.js
. . Unaut hori zed URL Access to
5.22.135. 109 I srael 147.237.77.234|hal ag. i df . i | 147.237. 77, 2341 i nages/ shar ed/ bul | et 1. g f B ock 1
_ m ny- kosher - kravi . i , _
169. 229.3.91 Lhited Sates |147.237.0. 17 df il Miltiple Illegal Byte Gode Character in Method from169. 229. 3. 91 B ock 1
109. 67. 194. 248 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 109. 67. 194. 248 |B ock 1
. - - Unknown Par arret er wb48617274 in
81.218.70.243 | srael 147.237.76. 147 chi nuch. aka. i df . i | ww chi nuch. aka. i df. i1/ styl e/ shared/ | ayout dev. css None !
66.102.9.105  [Lhited Sates |147.237. 72. 166 |aka. i df . i | Distributed Lhauthorized Mthod for Known LRL on B ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
169. 229. 3. 91 Lhited Sates |147.237.76.39 |nobile.neitav.idf.il |Miltiple Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
Unknown Par arret er wh48617274 in
81.218.70.243 |lIsrael 147. 237.76. 147 |chi nuch. aka. i df . i | ww chi nuch. aka. i df . i |/ shared/ cl i entscri pts/j query/j query. nyronodal - |None 1
16.2.s
113. 61. 100. 242 |Australia 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal.idf.il/blog/xnirpc. php B ock 1
. . Unhaut hori zed URL Access to
66.249.78.102  |Israel 147.237.77. 216 |dover.idf . il 147. 237.77. 216/ 1133- 15004- he/ dover . aspx Bl ock 1
87.70.247.126 |Israel 147.237.77. 216 |dover . i df . i | PHP At tenpt B ock 1
. . . Unaut hori zed Met hod HEAD f or
212.143. 119. 130|l srael 147.237.76. 147 [chi nuch. aka. i df . i | v chi nuch. aka i df . i | / 894- he/ chi nuch. aspx None 1
. . - Unknown Par arret er wb48617274 in
81.218.70.243 |[Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | v chi nuch. aka. i of i 1/ styl e/ 1. hel pri nt . css None 1
Unknown Par amet er wb48617274 in
81.218.70.243 |[Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | wiwv chi nuch. aka. i df . i 1/ shared/ cl i ent scri pts/j query. pl ugi ns/j query. scr  [None 1
olfollowjs
. m ny- kosher - kravi . i .
169. 229.3.91 Lhited Sates |147.237.0. 17 df il Mil tiple Unknown HITP Request Method from 169. 229. 3. 91 B ock 1
109. 253. 156. 138]I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 1
80.179.223.31 |Israel 147.237.77. 176 |nat pash. i df . i | O stributed Waut hori zed HITP Met hod B ock 1
. - - Unknown Par arret er wb48617274 in
81.218.70.243 |[Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | W chi nuch. aka. i o . i 1/ styl ef shar ed/t ext . css None 1
. . Unaut hori zed URL Access to
66.249. 64. 142  |Israel 147.237.76.42 |[refuah.idf.il 147. 237, 76. 42/ 994- 8853- he/ r ef uah. aspx B ock 1
169. 229. 3. 91 Lhited Sates |147.237.76.39 |nobile.neitav.idf.il |NULL Character in Method OHR[[#0]] 8w [[#6]]Q[#25]]* +O B ock 1
. . - Unknown Par arret er wbh48617274 in
81.218.70.243 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | ww chi nuch, aka, i df . i 1/ shared/ ol i ent scri pt s/ sa.svf obj ect | s None 1
. . O stributed Lhaut horized URL Access on
2.53.3.75 I srael 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1
_ m ny- kosher - kravi . i )
169. 229.3.91 Lhited Sates |147.237.0. 17 df il Illegal Byte de Character in Header Nane B ock 1
81.218.70.243 |lIsrael 147. 237.76. 147 |chi nuch. aka. i df . i | Mil tipl e Uhaut hori zed UR. Access from 81.218. 70. 243 B ock 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter list in wwaka.idf.il/negurininews/ None 1
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