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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
82. 80.217. 70 | srael 147.237. 72. 167 ishurimaka.idf.il |Back List drop 2
82.80.78. 2 | srael 147.237.77. 216 dover.idf.il B ack List drop 2
2.55.29.13 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
93. 158. 200. 96 Net her | ands 147.237.76. 39 nobi | e. nei tav.idf.il{B ack List dr op 1
82.80.78.2 | srael 147.237.77. 176 nat pash. i df . il B ack List drop 1
93. 158. 200. 97 Net her | ands 147.237.76. 86 navy.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Oount
144.76.12. 75 Ger many 147.237.72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per nit 2
144.76.12.75 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. raj estic bot Per nirt 2

162. 210. 196. 100 Lhited Sates 147. 237.77. 234 hal ag.idf.il C1000074: HTTP. maj estic bot Per mt 2




08-17-2016-16:04:09 to 08-17-2016-17:04:09

|Top Attackers In |D|

Attacker Address |Target Address A(;)tue:]c;kre; Signature

209. 88.198. 94  |147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
80.246.133.58  [147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
52. 16. 5. 197 147.237.77. 216 |Irel and dover.idf.il portscan: TCQP D stributed Portscan 1
46. 19. 86. 50 147.237.77. 216 (I srael dover.idf.il portscan: TP D stributed Portscan 1
5. 255. 90. 133 147.237.76. 199 [Netherlands ~ [e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
5.29.147.58 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
117.218. 181. 207|147. 237.76.31 |India nakchal . i df .| ET SGAN Behavi oral Lhusual ly fast inbound Tel net Connecti ons, 1

Potential Scan or Brute Force

79.178.122. 108 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 190 147.237. 72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
5. 255. 90. 133 147.237.77.19 |Netherl ands lawforumidf.il [ET SCAN NMVAP -sS wi ndow 1024 1
5. 255. 90. 133 147. 237. 76. 147 |Net her | ands chinuch. aka.idf.i[|ET SCAN NVAP -sS w ndow 1024 1
5.28.158. 233 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1




08-17-2016-16:04:09 to 08-17-2016-17:04:09

|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
87.71.11. 45 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 12
147. 236. 34. 10 | srael 147.237.77.170 naar achot . i df . il dr op First packet isn't drop 6
217. 231. 252. 238 Ger many 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
109. 253. 130. 178 | srael 147.237.72. 156 anan.idf.il dr op Frst packet isn't drop 2
217. 231. 252. 238 Ger many 147.237.77. 74 lawidf.il drop Frst packet isn't drop 2
176. 13. 246. 15 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
109. 253. 138. 178 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.76.34 yohal an.idf.il drop drop 1
52. 16. 5. 197 Irel and 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
184. 105. 139. 67 Lhited Sates 147.237.77.234 halag.idf.il dr op SAMrul e drop 1
109. 253. 150. 106 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
176. 13. 8. 248 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
109. 253. 216. 105 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
176. 13.232. 19 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
212.199. 10. 242 | srael 147.237.77. 176 nat pash. i df .i | drop Frst packet isn't drop 1
176. 13. 235. 168 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
109. 253. 132. 151 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
169. 229.3.91 Lhited Sates 147.237.0. 200 mdu.idf.il dr op drop 1




08-17-2016-16:04:09 to 08-17-2016-17:04:09

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.53.48. 169 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 117
2.53.147. 71 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 71
131.253.27.18 |uhited Sates |147.237.77.216|dover.idf .il D stributed Lhauthori zed URL Access on v i df.il/error. htm B ock 24
77.138.53. 69 France 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 77.138. 53. 69 Bl ock 16
176. 13. 225. 235 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
109. 67. 194. 248 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 109. 67. 194. 248 [B ock 3
46. 19. 85. 129 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
77.126.71.253 [Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/main/smaliniundefined |B ock 3
2.55.147. 111 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Suspici ous Response Code B ock 3
131. 253.25.223 |Uhited Sates |147.237.77.216|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 3
66.249.78.217 |Israel 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 66.249. 78. 217 B ock 2
2.53.151. 102 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 2
80. 246. 133. 182 |l srael 147.237.77.216|dover. i df .i | Ostributed Whauthorized URL Access on waw idf.il/error.htm B ock 2
176.13.11.5 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
46.19. 86. 129 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Suspici ous Response Code B ock 2
80. 246. 136.28 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 2
77.138.53.69  |France 147.237.72. 166 |aka. i df . i | m ;Ji(z“it(ffcf ILIJ;?T‘; rr';’rg'l iﬁg/ :;S;dmffgnsgzvgqﬁ;t AT asox Bl ock 2
169.220.3.91  |Uited Sates 147.27.76. 200 ef tan. aka idf i1 | [ 0F MRS CUEE DS onzseon Bock |1
46.116. 40. 10 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 46. 116. 40. 10 B ock
193.172.37.106 [Netherlands |[147.237.77.176 |nat pash. i df . il Unaut hori zed HTTP Met hod Bl ock
81.218.101.66 |lsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ 960. css Bl ock 1
Illegal Byte de Character in Mthod
169. 229. 3. 91 Lhited Sates |147.237.77.234|hal ag. i df.il LA [[#14]1[[#1]] < $8[ [#7]] fIRG [#30]] "R, & G[ [#3] ] _50) £[[#20] 1 o[ [# |BI ock 1
711 @Al @' $i D-AAD: [ [ #25] ]
169.229.3.91  |UWnited States |147.237.77.176 |nat pash. i df . i | Lg'l;g;‘:j\;?df[ ggg@;]h;ad er in LR Ske[[#26]] (-0 [MSLI VO Y=gy ooy 1
169. 229. 3. 91 Lhited Sates |147.237.72. 156 |aman. i df . i | Mitiple Illegal Byte Qbde Character in LRL from169. 229. 3. 91 Bl ock 1
66. 102. 9. 85 Lhited Sates |147.237.72.166 |aka. i df .i | m”;?;riidzﬁ? I')‘:a?cr’fgm ;;rot ansver. aspx Bl ock 1
37.26.146.222 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
109.67.41. 73 I srael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to vwwidf.il/https:/wwidf.il/ B ock
169. 229.3.91 Lhited Sates |147.237.77. 226 \é\;’W\i/'|Chanat z. aka. | Mil tiple Abnornal |y Long Request from 169. 229. 3. 91 Bl ock 1
79.182.99.20  [israel 147.237.76.42 |refuah.idf.il e et norized ;Hu‘aﬁcgzspi o Hock |1
66.249.78.217  Israel 147.237.77. 216 |dover . i df . i | m“itgﬁri'lzfieﬁkﬁ‘ﬁfzpéfe_app_si e associ ati on Bock |1
169. 229. 3. 91 Lhited Sates [147.237.76.200|eitan. aka.idf.il Mil formed HTTP Header Line 1 B ock 1
141. 226. 162. 245l srael 147.237.77.233atal .i df .il ot aed Lawhor zed W _Agss)fs o Bock |1
46.116. 40. 10 I srael 147.237.72. 166 [aka. i df . i | Unaut hor i zed Method HEAD for waw aka. i df.il/main/ gi yus/ Bl ock 1
193.172.37.106 |Netherlands |147.237.77.176 |nat pash.idf.il Lhaut hori zed UR. Access to ww cogat . i df.il/894-en/ B ock 1
85.65.201.34  |Israel 147.237.77. 234 |hal ag. i df . | i;t rzlsgu;(;dzégiTtn:Z:siia%/ﬁﬁS; ﬂi . Bock |1
169. 229. 3. 91 Lhited Sates [147.237.77.234|hal ag.idf.il Illegal Byte Gode Character in LRL Bl ock 1
169.229.3.91  [United Sates |147. 237. 77. 176 |nat pash. i df . i | gf;:;c]’;rlrfﬁ LR Ski[[#26]] (- 06 [ T#3L] ] v=Y...0012) xnod ek, Bock |1
77.138.53.69  |France 147.237.72. 166 |aka. i df . i | m“;ﬂ;’r i' ;Sdi ff;‘ios gﬁ /fnci’ryun /i yunder ugshi Kl m aspx B ock 1
169. 229. 3. 91 Lhited Sates [147.237.72. 156 |anan. i df.i | Ml ti pl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
66.249.78.130 | srael 147.237.76.30 |hi nush. i df. il m“tt:;:' ;31_ iﬁ_ mcteesn; ta?es/ her el user cont rol o headr upper B ock 1
37.142.5.107 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
176. 13. 245. 169 |Israel 147.237.76.42 |refuah.idf.il L ated Lot horized ?Jaﬁc‘;zspi on Bock |1
80.246.133.99  Israel 147.237.77.233|at al . i df . i | el Lo hor zed W .Agscs)fs o Hock |1
169. 229.3.91 Lhited Sates |147.237.77. 226 \é\;’W\i/'|Chanat z. aka.i Mitiple Illegal Byte Gode Character in Method from 169. 229. 3. 91 B ock 1
77.126.23.158 |israel 147.237.72. 166 |aka. i df . i | thri%a; ' i?’tageeg)?ing:a;:;/egoit;cﬁi/fm IV kapat 2/ r es#012 B ock 1
169. 229. 3. 91 Uhited Sates |147.237.76.200|ei tan. aka.idf.il Mal formed URL B ock 1
144.76.175.75 |Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for aka.idf.il/giyus B ock 1
46.121. 89. 28 I srael 147.237.72. 166 [aka. i df . i | O stributed Unaut horized URL Access on www aka. i df .il/nai n/ B ock 1
208.115.111. 73 |Wited Sates |147.237.77.216|dover.idf.i | Unaut hori zed URL Access to waw i df.il/894-he B ock 1
85. 65. 202. 146 |l srael 147.237.72.166 |aka. i df . i | D stributed Lhaut hori zed URL Access on v aka. i df.il/main/ B ock 1
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