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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
109. 253. 159. 148 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 9
109. 253. 146. 113 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 5
2.53.43. 246 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 4
93. 158. 200. 132 Net her | ands 147.237.76. 177 ncore.idf.il B ack List drop 1
198. 20. 69. 74 Lhited Sates 147.237.76. 30 hi nush. i df .i | B ack List drop 1
89. 248. 171. 2 Net her | ands 147.237. 76. 34 yohal an.idf.il B ack List drop 1
109. 67. 221. 103 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
89.248. 171. 2 Net her | ands 147.237. 76. 147 chinuch. aka.idf.il |B ack List drop 1
31.168.181. 195 | srael 147.237.77. 216 dover.idf.il B ack List drop 1
93. 158. 200. 131 Net her | ands 147.237.76. 44 e.refuah.idf.il B ack List drop 1
71.6.135.131 Lhited Sates 147.237.76. 201 eatal.idf.il B ack List drop 1
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|Top Attackers In IPS|

‘ Attacker Qountry

Attacker Address

Target Address

|Site

|SlgnaIure

Devi ce Action

|Oount

51. 255. 194. 33 France 147.237.77. 216 dover.idf.il C1000074: HITP: naj estic bot Per nit 223
51. 255. 194. 33 France 147.237.72. 166 aka.idf.il C1000074: HTTP. maj estic bot Per nirt 12
51. 255. 194. 33 France 147.237.77.176 mat pash. i df . i | C1000074: HTTP. naj estic bot Permt 4

51. 255. 194. 33 France 147.237.76. 42 refuah.idf.il C1000074: HITP: naj estic bot Per nit
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

37.142.2.114 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
195. 160. 242. 40 |147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
1.53.232.97 147.237.76. 44 |V et nam e.refuah.idf.il Egt ;&n?[A:\IaIBe;E:;:‘IO(I’)? BUJ:ZUSO: Zef ast inbound Tel net Qonnecti ons, 1
113.108.10. 31  |147.237.77. 121 |Chi na e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
113. 103. 185. 188(147. 237.8.14  |Chi na e.orchot.idf.il gt eSrC;[A:\I aIBeg?;'nogfl B:‘S,:JZUSO: gef ast i nbound Tel net Qonnect i ons, 1
109. 67. 67. 32 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
91.125.184. 101 |147.237.77.216 LKJ?i;:gom dover.idf.il Tehila - Perl LW with fake user agent 1
84.109. 131. 162 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
79.180. 149. 74  |147.237.77. 216 |l srael dover.idf.il Xenu Link Seuth Wser Agent 1
212.199. 10. 242 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
37.142.11.97 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
202.55.95.76 147.237.76. 39 |S ngapore nobi | e. nei tav.idf.i Egt Sﬁ?f\lalBeg?:nogfl B‘Lﬂtuzugol Zef ast inbound Tel net Connecti ons, 1
31.154.81. 46 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
171. 61. 50. 32 147.237.77. 216 |Indi a dover.idf.il portscan: TGP D stributed Portscan 1
113.108.10.31 [147.237.8.28 |China e.nobile-ks.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
109. 253. 201. 207|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 65. 134. 113 [147. 237. 77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
89.138. 105. 37  [147.237. 77. 233 |l srael aal .idf.il ET SCAN NVAP -sA (2) 1
79.181.38.205 |[147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
58. 218. 204. 245 |147.237.76. 197 |Chi na e hinush.idf.il ET SCAN Potential SSH Scan 1
212.116.72. 226 |147.237. 77. 233 |Sweden atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Att acker Qountry Target Address |Si gnature Message Devi ce Action |Oount
148. 177. 129. 211 Eur ope 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 380
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 9
109. 253. 150. 142 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 6
2.53.175.1 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 4
109. 253. 138. 183 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SN drop 3
85. 130. 223. 95 | srael 147.237.72. 166 aka. idf.il drop First packet isn't SYN drop 3
203. 187. 238. 144 I ndi a 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 2
62. 90. 234. 58 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 2
176. 13. 241. 123 | srael 147.237.72. 166 aka. idf.il drop First packet isn't SYN drop 2
107. 170. 101. 214 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 2
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 2
62. 96. 234. 17 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 2
46. 19. 86. 21 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 2
176. 13. 16. 136 | srael 147.237.77. 243 nobi | e.idf.il dr op Frst packet isn't SN drop 2
46.117.56. 42 | srael 147.237. 72. 156 anan. i df il drop First packet isn't SYN drop 2
194. 90. 66. 9 | srael 147.237. 72. 166 aka idf.il drop First packet isn't SN drop 2
54.72.73.168 Ireland 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 2
176. 13. 237. 161 | srael 147.237.72. 166 aka. idf.il drop First packet isn't SYN drop 1
93. 173. 254. 201 I srael 147.237. 72. 166 aka idf.il drop First packet isn't SN drop 1
176. 13. 0. 88 | srael 147.237. 77. 243 nobi | e.idf.il drop First packet isn't SN drop 1
176. 13. 4. 238 | srael 147.237.72. 166 aka. idf.il drop First packet isn't SYN drop 1
176. 13. 246. 194 I srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 1
85. 64. 156. 218 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't SN drop 1
184. 105. 139. 98 Lhited Sates 147.237.0. 35 akavs. i df.il drop drop 1
176. 13. 228. 150 I srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
46.19. 86. 71 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 247
46.19. 85. 129 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code Bl ock 77
2.53.147. 71 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 30
2.55.37.132 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 29
192. 116. 232. 69 |l srael 147.237.76.42 |refuah.idf.il Mil tipl e Unhauthorized URL Access from 192. 116. 232. 69 Bl ock 14
131.253.27. 128 |Uhited Sates |147.237.77. 216 |dover.idf.i | Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 8
66.249.81.215 |[Israel 147.237.77. 216 |dover. i df .i | Distributed Lhaut horized UR. Access on waw idf.il/error.htm Bl ock 6
192. 117. 190. 138|l srael 147.237.76.31 |nakchal .idf.il |Dstributed Unauthorized HITP Met hod Bl ock 5
77.138.54. 93 France 147.237.72. 166 [aka. i df . i | Unaut hor i zed Method POST for ww aka. i df.il/main/snal i mdsmal i maspx Bl ock 5
82.81.101.178 |[Israel 147.237.77. 216 |dover. i df . i | Distributed Lhaut horized UR. Access on waw idf.il/error.htm B ock 4
192. 116. 232. 69 |l srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unhauthorized URL Access from 192. 116. 232. 69 Bl ock 3
77.139. 43. 14 France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method POST for www aka. i df.il/giyus Bl ock 3
185.32.179.56 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
192. 117. 190. 138l sr ael 147.237.76.31 |nakchal .idf.il mrz;&g?‘? m@ﬁ“}gogisiifagu;ﬁﬁcgsj on Bl ock 3
176. 13. 232. 202 |l srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode Bl ock

5. 29. 167. 20 I srael 147.237.77.216|dover. i df .i | Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock

192.116. 232. 69 |l srael 147.237.76.42 |refuah.idf.il maf:ftf; a{‘;ﬁ’?i\gﬁ: ?féfg_ﬁi%gf?fe';s/ i 26100X0/ 3365 pg Bl ock 2
192.116. 232. 69 |l srael 147.237.76.42 |refuah.idf.il mi";tui aP;lpi x.Oilléjtsii%rls‘t"g:‘sgeilﬁﬁsi/;3522‘1. o Bl ock 2
192. 116. 232. 69 |l srael 147.237.76.42 |refuah.idf.il  ["amter Type Wolation vba8617274 in Bl ock 2

wwn refua atal .idf.il/sip storagel/files/6/si zel00x0/ 3416. j pg
DOstributed Parameter Type Mol ation on

2.55.1.132 I srael 147.237.76.42 |refuah.idf.il wa refua atal .idf.il/1518-he/ ref uah. aspx par anet er Bl ock 2
ct | 00$Cont ent Pl aceHbl der 1$t xt Last Nane
Paraneter Type M ol ati on wWb48617274 in

ww refua atal .idf.il/sip storage/files/ 1/ 3491. ] pg
93.172.208.250 |[Israel 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 2

Paraneter Type M ol ati on wb48617274 in

192. 116.232.69 |Israel 147.237.76.42 |refuah.idf.il B ock 2

192. 116. 232. 69 |l srael 147.237.76. 42 |refuah.idf.il vw refua. atal i f i 1/5ip_storagelfil es/ 5 3465, ] pg B ock 2
. . Paraneter Type M ol ati on wb48617274 in

192. 116. 232. 69 |l srael 147.237.76.42 |refuah.idf.il voww ref ua atal i of .i1/sip storagelfil es/ 2/ si ze100x0/ 3272, | pg Bl ock 2
. . Paraneter Type M ol ati on wb48617274 in

192. 116. 232. 69 |l srael 147.237.76. 42 |refuah.idf.il v ref ua atal i of i1/sip storagelfil es/ 3/ si ze100x0/ 2413, | pg B ock 2
. . Paraneter Type M ol ati on wb48617274 in

192. 116. 232. 69 |l srael 147.237.76.42 |refuah.idf.il voww ref ua atal i of .il/sip storagelfil es/8/si ze100x0/ 3238 | pg Bl ock 2

5.29.163. 16 | srael 147.237.77. 216 |dover.i df .i | D stributed Lhaut hori zed URL Access on ww i df.il/error.htm B ock 2

193. 254. 45. 111 |Sain 147.237.72. 156 |anman. i df . i | Unhaut hori zed URL Access to v anan. i df .il/favi con.ico Bl ock 1
. . Paraneter Type Vi ol ati on wh48617274 in

192. 116. 232. 69 |l srael 147.237.76.42 |refuah.idf.il vow refua. atal i df.il/sip storagelfiles/5 2135 ] pg B ock 1

66.102. 6. 131 Lhited Sates [147.237.77. 216 |dover.i df . i | D stributed Lhauthori zed URL Access on ww i df.il/error.htm B ock 1

192.116.232. 69 |Israel 147.237.76.42 |refuah.idf.il |2 ameter Type Mol ation whas6l7274 in B ock 1

ww refua atal .idf.il/sip storage/files/3/3463.]pg
169. 229. 3. 91 Lhited Sates |147.237.0.34 |tikshuv.idf.il Mitiple Illegal Byte Gode Character in Mthod from169. 229. 3. 91 B ock 1
Paraneter Type M ol ati on wb48617274 in

192. 116. 232. 69 |l srael 147.237.76.42 |refuah.idf.il voww ref ua atal i of .i1/sip storagelfil es/8/si ze100x0/ 3288 | pg B ock 1
102, 116.232. 69 |Israel 147.237.76.42 [refuah.idf.il [T ameter vpe gﬂ'l"’}tsii‘;is‘t"gf::iﬁisi/’;/ S Bock |1
192.116. 232. 69 |l srael 147.237.76.42 |refuah.idf.il mar":ftf; a{’;‘f?i\;f’: f‘fisfg_;b;i%gf?f;u i 26100x0/ 280L | pg Bl ock 1
109. 67.108.97 |Israel 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to waw aman.idf.il/https:/vww anan.idf.il/ Bl ock 1
77.138.95.120 France 147.237.72. 166 aka. i df . i mu;:;riidzf??lvbr:mh?jgm rfTho;un/ ni yunsel ect quest i onnai r e. aspx Bl ock !
102, 116.232. 69 |Israel 147.237.76.42 [refuah.idf.il  [Taam=e ;‘;‘I’?i\gff’: f‘}'sf’;_:tbo‘:izleﬁfe';o/ o1 261000 2970, pg Bock |1
212.235. 62. 200 |lsrael 147.237.77.216|dover. i df . i | Uhaut hori zed LRL Access to ww i df. i |/hebrew organi zati on/ nakhal Bl ock 1
176.13. 236. 207 |Israel 147.237.77. 234 |hal ag. i df . | ?4? ;'33‘“7‘;(1zﬁi?ggzsfiiaﬂa/ﬁffsg l‘_”;i . Bl ock 1
66.249.78.190 I srael 147.237.77. 176 |nat pash. i df . i | mué:gzi.izzgl s 1O ot reve] pages! 1 1K 1] . asp Bl ock 1
192. 116. 232. 69 |l srael 147.237.76.42 |refuah.idf.il m""r”;tui ag]p_ei x.(?Iﬁtsii%is?gffgi/?fzﬁisiﬂ/m.j o Bl ock 1
169.229.3.91  |Wiited Qates [147.237.0.34  [ti kshuv.idf.il :Jollegﬁj&(gg[e#me_ Craracter n Qery Sring , [[#7M]V" on Hock |1
192. 116. 232. 69 |l srael 147.237.76.42 |refuah.idf.il m""r”;tui ag]p_ei x_‘?'I"’;tsii%is‘t"gfsgel/ﬁﬁsi/;3298_J. o Bl ock 1
192. 116. 232. 69 |Israel 147.237.76.42 |refuah.idf.il mi";tui aP;lpi x.()illéjtsii%rls‘t"g:‘sgegfﬁisi/rl‘/2301.1. o Bl ock 1
84.100.75.145 [israel 147.237.76.42 |refuah.idf.il  [Taarer Tybe Mola fglgf;f,'i?u”;ﬁ”;ifm' der 13t xt Last R i Bock |1
192. 116. 232. 69 |Israel 147.237.76.42 |refuah.idf.il mi";tui aP;lpi x.Oilléjtsii%rls‘t"g:‘sgeilﬁﬁsi/g2155‘1. o Bl ock 1
192. 116. 232. 69 |l srael 147.237.76.42 |refuah.idf.il m""r”;tui ag]p_ei x.ﬁlla;tsii%is\t,\gf:g;/?iﬁsi/glz 420, pg Bl ock 1
199. 203. 136. 183I srael 147.237.76.31 |nakchal .idf.il [Wauthorized URL Access to 147.237.76. 31/ 1070- he/ nakhal . aspx Bl ock 1
66.249.81.218 |[Israel 147.237.77. 216 |dover.idf .i | D stributed Uhaut hori zed URL Access on waidf.il/error.htm Bl ock 1
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