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W 175. 44. 18. 144
87.69. 192. 125
I 81.218. 208. 114
195. 154. 181. 168
l 192. 115. 248. 2
M 85. 130. 223. 95
[ 2.53.135. 245
MW 212. 179. 244. 63
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M 31. 130. 168. 30
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
10.0.0. 1 147.237.72. 156 anan.idf.il B ack List drop 1
82.221.105. 6 | cel and 147.237.76. 86 navy.idf.il B ack List drop 1
71.6.146. 185 Lhited Sates 147.237.76. 30 hi nush. i df.il B ack List drop 1
93. 158. 200. 118 Net her | ands 147.237.76. 34 yohal an.idf.il B ack Li st drop 1
79.183. 47. 13 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
93. 158. 200. 118 Net her | ands 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
82.80. 78.2 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address tacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Count
46.4.123.172 Ger many 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot Per nit 3
46.4.120.3 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per it 2
162. 210. 196. 129 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per nirt 2
198. 20. 99. 130 Net her | ands 147. 237.72. 156 aman. idf.il 13840: TLS. QpenSSL Heartheat Packet B ock 1
164. 132. 161. 16 Italy 147.237.77. 74 lawidf.il C1000146: HTTP.  AnrefBot craw er B ock 1
164. 132. 161. 38 Italy 147.237.76. 42 refuah.idf.il |Cl000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

185. 29. 11. 182 147.237. 8. 27 Latvia e.madimatal .idf.il ET SCAN Potential SSH Scan 1
84.108. 99. 177 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 27. 106. 95 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
79. 180. 149. 74 147.237.77. 216 I 'srael dover.idf.il Xenu Link Seuth User Agent 1
132. 74. 210. 136 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.179. 132. 54 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
117.135. 131. 60 147.237.76. 30 hi na hi nush. i df .i 1 ET SCAN Potential SSH Scan 1
62. 90. 235. 23 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
115. 239. 248. 72 147.237.76. 39 (ni na nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
41. 34. 20. 222 147.237.77. 216 Egypt dover.idf.il portscan: TCP Distributed Portscan 1
109. 226. 14. 122 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
91. 125. 184. 101 147.237.77. 74 Uhi ted Ki ngdom lawidf.il Tehila - Perl LWP wth fake user agent 1
213.57.134. 79 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
87.70.26. 112 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
192.114. 167. 9 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
84.111. 152. 97 147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
185. 27. 106. 149 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
84. 21. 228. 166 147.237. 72. 166 Russi an Federat i on aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 3. 144. 74 147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
79. 180. 149. 74 147.237.76. 86 I 'srael navy. i df . il Xenu Link Seuth User Agent 1
132. 66. 223. 243 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
77.139. 33, 212 147.237.72. 166 France aka.idf.il portscan: TCP O stributed Portscan 1
115. 239. 248. 72 147.237. 76. 202 Chi na e.halag.idf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 149 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
113. 108. 10. 31 147.237. 8. 27 (hi na e.madimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
2.55.33.40 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
93. 172. 232. 166 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
89. 248. 168. 29 147.237.72. 14 Net her | ands dover.idf.il(old) ET SCAN NVAP -sS wi ndow 1024 1
213.8.204.19 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
85. 65. 216. 162 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1




|Top Attackers In FW |
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Attacker Address |Attacker Qount ry Target Address |Si gnature Message Devi ce Action |Oount
87.69. 192. 125 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 22
85. 130. 223. 95 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 9
2.53.135. 245 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 8
176. 13. 16. 136 | srael 147.237.77. 243 nobi | e.idf.il drop First packet isn't drop 7
52. 28. 40. 166 Ger many 147.237.77.216 dover.idf.il drop First packet isn't drop 6
31.130. 168. 30 Czech Republic 147.237.77. 74 lawidf.il drop First packet isn't drop 6
193. 175. 245. 253 Ger many 147.237.77.216 dover.idf.il drop First packet isn't drop 6
192.73.34. 77 Ger many 147.237.77.216 dover.idf.il drop First packet isn't drop 3
212. 143.142.56 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 3
85. 130. 223. 95 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 2
176. 13. 241. 150 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
216.243.31.2 Lhited Sates 147.237.76.34 yohal an.idf.il drop drop 1
169. 229.3.91 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
184. 105. 139. 67 Lhited Sates 147.237.76. 196 e.svivaidf.il drop SAMrul e drop 1
109. 253. 130. 199 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
31.13.102. 107 Irel and 147.237.77.176 nat pash. i df . i | drop First packet isn't drop 1
176.13.0. 88 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't drop 1
66. 249. 64. 128 | srael 147.237.0. 33 idf.il drop drop 1
109. 253. 193. 75 | srael 147.237.72. 166 aka. idf.il drop First packet isn't drop 1
109. 253. 201. 5 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
37.142.253. 24 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
176.13. 229. 191 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
157.55. 39. 176 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 1
40. 77. 167. 37 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
175. 44.18. 144  |Chi na 147.237.77.216|dover.i df .i | Mil tipl e Unaut hori zed URL Access from 175. 44. 18. 144 B ock 17
192.115.248.2 |israel 147.237.76.31 |nakchal .idf.il Distributed Unhaut hori zed HTTP Met hod B ock 9
212.179. 244.63 |[Israel 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL Bl ock 8
175. 44.18. 144 |China 147.237.77.216|dover. i df .i | Dstributed PHP At enpt B ock 6
80. 246. 130. 175 |l srael 147.237.77.216|dover. i df . i | Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 5
37.142.182.170 [israel 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code Bl ock 4
131.253.27.151 |Uited Sates 147.237.77.216|dover. i df . i | D stributed Uhaut hori zed URL Access on wan i df.il/error. htm B ock 3
66.249.81.215 |Israel 147.237.77.216|dover. i df . i | Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 3
176.13.18.187 |Israel 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code Bl ock 3
192.115.248.2 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to waw nakhal .idf.il/sip_storage/files/4/ B ock 3
131.253.25. 190 |uhited Sates 147.237.77.216|dover. i df . i | Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 3
66.249.81.212 |Israel 147.237.77.216|dover . i df .i | Distributed Uhaut hori zed URL Access on waw idf.il/error. htm B ock 3
46. 19. 85. 129 | srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 2
81.218.208. 114 |[Israel 147.237.77. 216 |dover.i df .i | Dstributed Il1egal Byte Qode Character in Mthod B ock 2
213.178.237.82 zgﬁﬂ ﬁrab 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to ww i df.il/894-ar B ock 2
37.26.148.131 |[Israel 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock
40.77. 167. 37 Lhited Sates 147.237.77.216|dover.i df . il Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock
212 179.21. 194 | srael 147. 237 0. 19 madi matal .idf.il Parmt er ‘I_'ype.\A ol atlon ct1 00$Cont ent A aceHbl der 1$t xt Capt cha in B ock 2
nadi matal .idf.il/login. aspx
81.218.208. 114 |[Israel 147.237.77.216|dover. i df . i | Dstributed Abnormal |y Long Request B ock 2
. . Uhaut hori zed URL Access to
82.81.137.130 |[Israel 147.237.77. 74 |lawidf.il vaw | aw i df i |/ consol ef cor e/ doc._r/ doc._ngr . asp Bl ock 1
195. 154. 181. 168|France 147.237.76.86 |navy.idf.il PHP At t enpt B ock 1
195. 154. 181. 168|France 147.237.0.15 |kosher-kravi . i df . i|uaut hori zed LRL Access to kosher-kravi.idf.il/license. php B ock 1
. . Mitiple Illegal Byte Gode Character in Header Nane from
81.218.208. 114 |[Israel 147.237.77. 216 |dover.i df . i | 81 218. 208. 114 B ock 1
79.181.176. 175 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter y in waw aka.idf.il/main/sachar/ payslips. aspx None 1
. . . . Uhaut hori zed URL Access to
173.252.90.87 |lhited Sates  [147.237.0.34 |ti kshuv.idf.il 147.237.0. 34/ si p. st or agel fi | es/ 4/ si 26220x0/ 1744. | pg Bl ock 1
. . Uhaut hori zed URL Access to
66.249.78.95  |Israel 147.237.77. 216 |dover . i df . il 147.237.77. 216/ 1133- 20575- he/ i df gdover . aspx B ock 1
109. 65. 187. 211 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i [|Uhaut hori zed URL Access to wwu chi nuch. aka. i df .il/404. htm B ock 1
81.218.208. 114 |Israel 147.237.77.216|dover. i df . i | Mil tipl e Unknown HTTP Request Method from 81.218. 208. 114 B ock
. . . Uhaut hori zed URL Access to
31.13.97.122 Irel and 147.237.0.34 |tikshuv.idf.il 147.237.0. 34/ si p. st or agel fi | es/ 8/ si 2e220x0/ 1738. | pg B ock 1
195. 154. 181. 168|France 147.237.72.167|i shuri maka. i df . i ||PHP At tenpt B ock 1
132. 66. 223. 243 |Israel 147.237.77.216|dover. i df .i | Distributed Unaut hori zed HTTP Met hod B ock 1
66.249. 81.218 |Israel 147.237.77.216|dover.i df . il Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 1
195. 154. 181. 168|France 147.237.77.243|nobi l e.i df . i | Distributed PH> A tenpt B ock 1
. . D stributed Unaut hori zed URL Access on
85. 64. 246. 166 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . . Unhaut hori zed Met hod PCST for
46.133.102. 196 |Ukraine 147.237.72. 166 |aka. i df . i | v aka i o i 1/gi yus/ general / def aul t. asp Bl ock 1
195. 154. 181. 168|France 147.237.72. 156 |anan. i df . i | Mil ti pl e Uhaut hori zed URL Access from 195. 154. 181. 168 B ock 1
. . Mitiple Illegal Byte Gode Character in Header Val ue from
81.218.208. 114 |[lIsrael 147.237.77.216|dover. i df . i | 81 218. 208. 114 B ock 1
79. 183. 48. 88 | srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
) . . . Uhaut hori zed URL Access to
173.252.90. 101 |Uhited Sates 147.237.0.34 |tikshuv.idf.il 147.237.0. 34/ si p. st or age/ fi | es/ 1/ si 2e220x0/ 1751. | pg B ock 1
66.249.78.159 |[Israel 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to v idf.il/atal 1/izkor/ vi ew i ng. asp Bl ock 1
109. 67.191. 215 |Israel 147.237.77.216|dover. i df .i | Uhaut hori zed LRL Access to wanidf.il/https:/wwidf.il/ B ock 1
81.218.208.114 [Israel 147.237.77. 216 |dover.i df .i | NLLL Character in Method ¥T3a*y i f[[#12]]? B ock 1
195. 154. 181. 168|France 147.237.76.42 |refuah.idf.il PHP Attenpt B ock 1
. . Illegal Byte Gode Character in URL 1K, e[ [#17]]¥T ndmZsw [ #19]
81.218.208. 114 |lIsrael 147.237.77. 216 |dover . i df . il Fl 0] [ #28] ] [ [ #26] ] > €—31 Bl ock 1
132. 66. 223. 243 |l srael 147.237.77.216|dover. i df . i | Unhaut hori zed LRL Access to ww i df.il/1154- he/ B ock
68. 180. 228. 185 |lhited Sates 147.237.77.216|dover . i df .i | Paraneter Type M ol ation PageNumin waw i df.il/1381-he/ dover.aspx |B ock 1
. . Unhaut hori zed Met hod HEAD f or
62.128.41.130 |[lIsrael 147.237.72. 166 |aka. i df . i | v aka i f i |/ honas/ si t e/ def aul t . aspx B ock 1
195. 154. 181. 168|France 147.237.77.243|nobi | e.i df . i | Unhaut hori zed URL Access to nobile.idf.il/license. php Bl ock 1
. . Uhknown Par anet er ct | 00$ct | 00$cphMai n$cphSachar $ct 109 in
87.68.30. 1 I srael 147.237.72. 166 [aka. i df . i | ww aka. i of i |/ i sachar/ pays! i ps. aspx None 1
195. 154. 181. 168|France 147.237.72. 156 [anan. i df . i | PHP At tenpt Bl ock 1
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