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08-17-2016-13:04:00 to 08-17-2016-14:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
2.53. 160. 152 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
114.79.23.5 | ndonesi a 147.237.76. 31 nakchal .idf.il |Back List drop 3
123.151. 149. 222 Chi na 147.237. 76. 197 e hinush.idf.il [JLM Under Attack Con Tcp drop 1
192. 243. 55. 137 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
89.248.171. 2 Net her | ands 147.237.76. 30 hi nush. i df .i | B ack List drop 1
222.186. 39. 75 Chi na 147.237.76. 86 navy.idf.il JLIMPurple Gon Linmt Htp drop 1




08-17-2016-13:04:00 to 08-17-2016-14:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry rget Address |Site |Sgnature Device Action |Oount
123.139. 95. 146 Chi na 147.237.77.216  |dover.idf.i| [Cl000076: HITP. Trying to | ocate existing FO<editor Per nit 8
174. 34. 135. 242 Lhited Sates 147.237.77.216 |dover.idf.i| |CL000074: HTTP. najestic bot Per it 2
94. 154. 239. 69 Wkrai ne 147.237.77.216 |dover.idf. il [CL000074: HTTP. najestic bot Per nirt 2
51. 255. 65. 17 France 147.237.77.233 |atal .idf.i| |C1000146: HITP. AhrefBot craw er B ock 1
199. 58. 86. 206 Lhited Sates 147.237.77.216 |dover.idf.i| |CLO0O0074: HTTP. najestic bot Per it 1
52.1.90. 117 Lhited Sates 147.237.72.166 |aka.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1




08-17-2016-13:04:00 to 08-17-2016-14:04:00

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Federati on

185.27.106. 46  |147.237.77. 216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
141, 226. 162. 158|147, 237. 77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
220. 231. 195. 122|147, 237. 77. 170 |Chi na maar achot . i df . i | ET SCAN NVAP -sS w ndow 3072 1
113.108.10. 31  |147.237. 77. 178 |Chi na e. mat pash. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
220.231. 195. 122|147. 237. 77. 170 |Chi na naar achot . i df . i | ET SCAN NVAP -f -sS 1
109. 66. 57. 185  |147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
213.57.34.25 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
85. 65. 154. 118  [147.237. 77. 216 |l srael dover.idf.il portscan: TP D stributed Portscan 1
198. 20. 69. 74 147. 237.77. 205 |Lhited Sates prisha idf.il ET DRCP Bshi el d B ock Li sted Source 1
77.138.176. 196 |[147.237.77.216 |France dover.idf.il portscan: TGP D stributed Portscan 1
191. 96.249. 42  |147.237.77.205|Chil e prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66.249.78.158 |147.237.72.166|W0ited Sates |aka.idf.il SERVER APAO_E Apac'he mod_ssl non-S3. connection to S3. 1
port denial of service attenpt

185. 118. 65. 230 |147. 237.0. 17 ?;Z:;;”im mny- kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
185.32.179.88 |147.237.77. 216 |Israel dover.idf.il portscan: TCQP D stributed Portscan

177.103. 161. 153(147.237.77. 61 |Brazil e.cogat.idf.il ET SCAN Behavi oral .Unusual |y fast inbound Tel net 1

Qonnections, Potential Scan or Brute Force

132.73.196.33 |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
220. 231. 195. 122|147. 237. 77. 170 |Chi na naar achot . i df .i | ET SCAN NVAP -sS w ndow 2048 1
113.108.10. 31  [147.237.77. 176 |Chi na nat pash. i of .i ET SCAN Potential VNC Scan 5900- 5920 1
217.132. 150. 102|147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 64. 159. 40  |147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
212.150.189.2 [147.237.76.31 [israel nakchal i df .i :‘SS:L—RU‘ES - HTTP Request with CPTIONS nethod to a .doc |
81.218.29.219 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
194. 90. 232. 2 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
77.127.34.19 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
185. 118. 65. 230 [147. 237. 0. 17 23::;'}0'1 mny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
46. 19. 86. 246 147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
185.118. 65. 230 |147.237.0.17 |RSSIan mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1




08-17-2016-13:04:00 to 08-17-2016-14:04:00

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Massage Devi ce Action |Oount ‘
195. 160. 242. 40 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 13
212.143.174. 37 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 5
112. 208.217. 177 |Philippines 147.237.77.216 |dover.idf.il drop First packet isn't drop 4
212.106. 82. 117 Pal estinian Territory, Qcupi ed 147.237.77.216 |dover.idf.il dr op First packet isn't drop 4
77.138.52. 97 France 147.237.77.216 |dover.idf.il dr op First packet isn't drop 2
2.55.9.78 | srael 147.237.76. 86 navy.idf.il drop First packet isn't drop 2
212. 143.142.56 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
109. 253. 222. 33 | srael 147.237.72.156 |anan.idf.il dr op First packet isn't drop 2
186.213.177.135 |Brazil 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
212.199. 224. 24 | srael 147.237.72.166 |aka.idf.il drop First packet isn't drop 1
109. 253. 156. 106 |l srael 147.237.72.166 |aka.idf.il drop First packet isn't drop 1
176.13.9. 248 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 1
80. 246. 130. 197 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 1
109. 253. 198. 235 |l srael 147.237.72.167 |ishurimaka.idf.il drop First packet isn't drop 1
46. 19. 86. 245 | srael 147.237.77.176 |matpash.idf.il drop First packet isn't drop 1
176. 13. 240. 68 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 1
87.138. 96. 95 Ger many 147.237.77.216 |dover.idf.il drop First packet isn't drop 1
109. 253. 215. 47 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't drop 1
54.174.78. 124 Lhited Sates 147.237.77.216 |dover.idf.il drop First packet isn't drop 1
184. 105. 139. 67 Lhited Sates 147.237.0. 17 mny- kosher-kravi .idf.il drop SAMrul e drop 1
109. 253. 143. 82 | srael 147.237.72.156 |anan.idf.il drop First packet isn't drop 1
74.82. 47. 47 Lhited Sates 147.237. 0. 200 ndu. i df.il dr op drop 1
109. 253. 144. 138 |l srael 147.237.72.166 |aka.idf.il dr op First packet isn't drop 1




08-17-2016-13:04:00 to 08-17-2016-14:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
37.26.146.243 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 288
46. 19. 86. 29 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 138
2.55.27. 147 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 35
109. 253. 203. 38 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 17
175.44.18.175 |[China 147.237.77. 216 |dover . i df . i | Ml tiple Uhauthorized URL Access from 175. 44, 18. 175 B ock 17
212.150.189.2 |[Israel 147.237.76.31 |nakchal .idf.il Distributed Unaut hori zed HTTP Met hod B ock 15
2.53.38. 108 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 9
87.68.24. 26 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 8
212.150.189.2 [Israel 147.237.76.31 |nakchal .idf.il Mil tipl e Unaut hori zed URL Access from 212. 150. 189. 2 B ock 8
84.111.104.32 |lsrael 147.237.72. 156 |anan. i df . i | Distributed Suspici ous Response Gode B ock 7
175.44.18.175 |[China 147.237.77. 216 |dover . i df . i | PHP Attenpt B ock 6
212.150. 255. 134/l srael 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 4
87.69. 37.33 | srael 147.237.76.31 |nakchal .idf.il Distributed Unaut hori zed HTTP Met hod B ock 4
109. 253. 156. 68 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.249. 49 |Israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 3
131.253.25. 137 |Uited Sates |147.237.77.216|dover.idf.il Distributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 3
131.253.25.173 |Uhited Sates [147.237.77.216|dover.idf.il Distributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock 3
37.26.146.171 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
212. 150. 255. 134|I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to wa nakhal .idf.il/sip_storage/files/2/ B ock 3
46.19. 86. 142 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66. 102. 6. 188 Lhited Sates |147.237.77.216|dover.idf.il Distributed Lhauthori zed URL Access on wawn i df.il/error. htm B ock 2
212.235. 62. 200 |lsrael 147.237.77.216|dover. i df .i | Unaut hori zed LRL Access to www i df.il/hebrew organi zati on/ nakhal B ock 2
209. 6. 26. 131 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Method PCST for ww aka. i df.il/mai n/ kapat z/ B ock 2
79.179.185. 250 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
212.235.62. 200 |[lsrael 147.237.77.216|dover.idf .i | Distributed Unhaut horized HTTP Met hod Bl ock 2
80. 246. 133. 144 |Israel 147. 237.77. 216 |dover . i df . i | mﬂt c:'fc.’riiﬁfgnpﬁ :Cs/if;; tafecom ol s/ gener of Bl ock 2
66.249. 64. 163 [l srael 147.237.77.74 [lawidf.il Mil tipl e Unauthori zed URL Access from 66. 249. 64. 163 B ock 1
169.229. 3. 91 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df . i|lllega Byte Qxde Character in Mthod B ock 1
84.111.104.32 [israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 1
212.150.189.2 [Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to waw nakhal .idf.il/sip_storagelfiles/ 4/ B ock 1
77.138.127.16  |France 147. 237.72. 166 |aka. i df . i | m;:(zﬂtgfd. iﬁa#;ihn(;rrioﬁ? d'\ef;Z‘l’?_ ;Z;XKnOV‘" UL on B ock 1
138. 134. 102. 16 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/nil net B ock 1
46. 19. 85. 228 | srael 147.237.77. 216 |dover . i df . i | Illegal HITP \ersion sdch B ock 1
87.70.247.126 |Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 1
80. 246. 136. 166 [l srael 147.237.77. 216 |dover.idf . il SSL Untraceabl e Connection - Qpen Mde None 1
66. 249. 76. 40 I srael 147.237.72. 156 [anan. i df . i | Unhaut hori zed URL Access to waw aman. i df.il/minodiin/naslul . aspx Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.76. 147 [chi nuch. aka. i df . i[NULL Character in Mthod B ock 1
46.121.136.43 |Israel 147.237.77.74 [lawidf.il PHP Att enpt B ock 1
85. 64.162. 126 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Qxde Character in LR Bl ock 1
180. 76. 15. 10 Chi na 147.237.0.19 |nadi matal . i df.il|Uauthorized UR. Access to madi matal .idf.il/robots. txt B ock 1
77.139.80.115 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for vww aka. i df.il/mai n/ sachar/kl ali.aspx B ock 1
169. 229. 3. 91 Lhited Sates |147.237.76.86 [navy.idf.il Abnormal |y Long Request net hod B ock 1
66.102. 6. 191 Lhited Sates [147.237.77.216|dover.idf.il Distributed Unaut hori zed LRL Access on wawwidf.il/error. htm B ock 1
46. 19. 85. 228 I srael 147.237.77. 216 |dover . i df . i | Mil formed URL defl ate, B ock 1
87.70.247.126 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwwu aka. i df.il/wp-1ogin. php B ock 1
84.108.24.187 |[Israel 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to vww chi nuch. aka.idf.il/404. htm B ock 1
212.143.174.37 |Israel 147.237.77. 234 |hal ag.i df . i | 1D4§t ;'sk;ugidzéﬂffmggsfziwﬁlﬁfﬁi f;i . Bl ock 1
66.249.78.158 | srael 147. 237.72. 166 |aka. i df . i | (SELSLLT gda\‘;\iag_leﬁfztﬂfg' Protocol violation None 1
46.121.136.43 |Israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/wp-1ogin. php B ock 1
5. 29. 165. 67 | srael 147.237.72. 156 |anan. i df . i | Distributed Suspici ous Response Gode B ock 1
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