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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
192. 118. 30. 102 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- TLS renegotiation-d i dest - reset 100

109. 253. 220. 0 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
31.168. 133. 226 | srael 147.237.77. 216 dover.idf.il B ack List dr op 2

93. 158. 200. 131 Net her | ands 147.237.76. 34 yohal an.idf.il B ack List drop 1
82.80.78.2 | srael 147.237.76. 86 navy.idf.il B ack Li st drop 1

82.80. 78. 2 | srael 147.237.77. 216 dover.idf.il B ack List drop 1

89. 248. 171. 2 Net her | ands 147.237.76. 86 navy.idf.il B ack List drop 1

201. 166. 236. 206 Mexi co 147.237. 76. 202 e.halag.idf.il B ack List drop 1

58. 218. 204. 245 Chi na 147.237.76. 86 navy.idf.il JLM Under Attack Con_Tcp drop 1




08-17-2016-12:04:01 to 08-17-2016-13:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
83.149. 126. 98 Ger many 147.237.77. 216 dover.idf.il |Cl000074: HTTP. majestic bot Per mit 4
174. 34. 135. 242 Lhited Sates 147.237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per nit 3

123. 126. 68. 127 Chi na 147.237.72. 166 aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Permit 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
91. 125. 184. 101 147. 237.77. 216 Uni ted Ki ngdom dover.idf.il Tehila - Perl LWP with fake user agent 2
80. 246. 137. 99 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
66. 249. 81. 215 147.237.77. 216 Russi an Federati on dover.idf.il portscan: TCP DO stributed Portscan 1
213.57. 205. 46 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
62. 90. 255. 72 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
213.8.90.91 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
46.172.71. 251 147.237. 76. 199 Wkrai ne e. nakchal . i df .il ET SCAN NVAP -sS wi ndow 1024 1
194. 90. 134. 253 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
23.94.86.8 147.237.0. 19 Lhited Sates nedi matal .idf.il VWEB-G3d redirect access 1
185. 120. 125. 130 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.53.29.209 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
103. 247. 48. 41 147.237. 72. 166 Si Larka aka.idf.il portscan: TCP DO stributed Portscan 1
91. 201. 236. 50 147.237.76. 44 krai ne e.refuah.idf.il ET SCAN NVAP -f -sS 1
81.218. 174. 30 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79. 181. 150. 232 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP DO stributed Portscan 1
62. 219. 230. 79 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
213.57.70.2 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
62. 0. 106. 74 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
212.199. 220. 82 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46.19. 86. 23 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
192. 243. 55. 138 147.237. 72. 166 Lhited Sates aka.idf.il portscan: TCP O stributed Portscan 1
2.53.148.6 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
185. 118. 65. 230 147.237.0. 15 Russi an Federation kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 50 147. 237. 76. 44 krai ne e.refuah.idf.il ET SCAN NVAP -sS w ndow 2048 1




08-17-2016-12:04:01 to 08-17-2016-13:04:01

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 52
212.143.174. 37 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 16
77.127.41. 225 | srael 147.237. 72. 156 anan. i df.il dr op First packet isn't drop 6
82.81.108. 74 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
31.168. 243. 182 | srael 147.237.0. 34 tikshuv.idf.il dr op Frst packet isn't drop 6
212.143.174. 37 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 4
80. 179. 192. 145 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
109. 253. 203. 236 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
216.243.31.2 Lhited Sates 147.237.0. 200 mdu. i df.il dr op drop 1
189. 219. 98. 28 Mexi co 147.237.76. 42 refuah.idf.il dr op Frst packet isn't drop 1
109. 253. 144. 159 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
169. 229.3.91 Lhited Sates 147.237.0. 35 akaws.idf.il dr op drop 1
216.243.31. 2 Lhited Sates 147.237. 76. 148 gacenter. aka. i df.il dr op drop 1
193. 43. 245. 250 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
109. 253. 145. 238 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
187. 160. 83. 159 Mexi co 147.237.0. 200 mu. i df il dr op drop 1
109. 253. 146. 247 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
212.143.174. 37 | srael 147.237.77.234 hal ag.idf .il dr op First packet isn't drop 1
187.185.131. 211 Mexi co 147.237.0. 35 akaws. i df .il dr op drop 1
109. 190. 4. 90 France 147.237.72. 167 ishurimaka.idf.il dr op First packet isn't drop 1
201. 172. 68. 143 Mexi co 147.237.0. 33 idf.il dr op drop 1
109. 253. 158. 190 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
31. 168. 243. 182 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
212.185.61. 13 Cer many 147. 237. 72. 166 aka.idf.il dr op First packet isn't drop 1
189. 215. 92. 143 Mexi co 147.237.76. 39 nobi | e. nei tav.idf.il dr op Frst packet isn't drop 1
109. 253. 128. 116 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
46. 19. 85. 88 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 151
185.32.179.25 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 82
46.19. 85. 52 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 26
89.138.238.63 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 89.138.238.63 |B ock 8
2.53.38.108 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 6
87.70. 40. 215 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 4
46. 19. 86. 142 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
46. 19. 86. 60 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
176. 13. 234. 113 |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 3
46. 19. 86. 146 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
77.139.109. 168 |France 147.237.72. 166 |aka. i df . i | m“;:gi';‘??lﬁmh?fgm r';.no;u i yunsel st quest | onnai e, aspx B ock 3
131.253. 25. 231 |Uhited Sates [147.237.77. 216 |dover.idf.il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 3
176.13.11.5 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
212.235.62.200 |[Israel 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed HTTP Met hod B ock 2
212.235.62.200 |[Israel 147.237.77. 216 |dover.idf .il Unaut hori zed LRL Access to waw i df . il/hebrew organi zati on/ nakhal |Bl ock 2
109. 253. 192. 174|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
66.249. 64. 163 [l srael 147.237.77.74 [lawidf.il Unhaut hori zed URL Access to vwwv | awidf.il/sip storagel/files/7/ B ock 1
187. 160. 124. 218|Mexi co 147.237.77. 176 |mat pash. i df . i | Ml tipl e Redundant HTTP Headers in header Content- Type B ock 1
169. 229. 3. 91 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |NULL Character in Method B ock 1
201. 172. 155. 121|Mexi co 147.237.72. 166 [aka. i df . i | Ml ti pl e Redundant HTTP Headers in header Content- Type B ock 1
187. 160. 183. 109|Mexi co 147.237.77. 170 [maar achot . i df . i | Ml tipl e Redundant HTTP Headers in header Content- Type B ock 1
77.125.15.252 |lIsrael 147.237.77.233|atal .idf.il Lhaut hori zed UR. Access to 147.237.77. 233/ 1135-he/ at al . aspx B ock 1
62.219. 242. 101 |Israel 147.237.77. 234 |hal ag. i df .i | ma{mog?;ﬂf;;'_? cilfoleelazrlg-]r:e? el g, asp Bt ock 1
40.77.167.51 Lhited Sates |147.237.77. 216 |dover. i df . il Lhaut hori zed UR. Access to ww i df.il/894-en/idf gdover. aspx B ock
207.46.13. 73 Wited Sates |147. 237. 77. 216 |dover. i df . il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
109. 66. 133. 23 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
192.243.55.134  [United Sates |147.237.72. 166 aka. i df . i | VL\:/];\zu;EZ.”i Z?Tji :J/q_naf‘r:lf(geisys/uts;)gener al . aspx?cat i d=58339&doci d=63703 Bl ock !
80. 246.136.65 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
66.249.78.95  |Israel 147.237.77. 216 |dover . i df .i | D e 1 o el i adover . asp Bock |1
187.160. 182. 80 |Mexi co 147.237.77.74 |lawidf.il Mil ti pl e Redundant HTTP Headers in header Content - Type B ock 1
169. 229. 3. 91 Uhited Sates (147.237.76.42 |refuah.idf.il Ill1egal Byte Gode Character in Method B ock 1
88.100.87.46  |France 147. 237.77. 216 |dover . i df . i | gjllort];rp)' e Uhtraceable SS9 Sessions from88.190.87.46 (hsupported |y, o 1
201. 172. 155. 121|Mexi co 147.237.72.167|i shuri maka. i df . il Ml ti pl e Redundant HTTP Headers in header Content- Type B ock 1
187. 185. 131. 211|Mexi co 147.237.0.34 |tikshuv.idf.il Redundant HTTP Headers Content - Type Bl ock
77.138.180. 215 |France 147. 237.72. 166 |aka. i df . i | \?m;lt ;L:L:td?éﬁ?:wﬂrrlmz;a? nr/»m hod for Known LRL on B ock 1
66.102. 9. 20 Uhited Sates [147.237.77. 216 |dover.idf.il Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
207.46.13.145 |[hited Sates |147.237.77.216|dover.idf.i | Distributed Lhauthorized URL Access on waw idf.il/error.htm Bl ock 1
192, 243.55. 136 |Lhited Sates [147.237.72. 166 [aka. i df .i | Unhaut hori zed LRL Access to waw aka. i df.il/kamhar/gal | ery B ock 1
84.94. 210. 34 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
187. 160. 183. 109|Mexi co 147.237.0.15 |kosher-kravi.idf.il |Redundant HTTP Headers Content - Type B ock 1
176.13. 9. 248 I srael 147.237.77. 176 [mat pash. i df . i | Unhaut hori zed LR. Access to www cogat . idf.il/894-ar B ock 1
2.53.36.170 | srael 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to wwv anan. idf.il/scripts.asnx/getjs B ock 1
201. 175. 104. 139|Mexi co 147.237.77.234|hal ag. i df . i | Mil ti pl e Redundant HTTP Headers in header Content - Type B ock 1
189. 218. 109. 163 |Mexi co 147.237.77. 226 ¥M:V\|I chamat z. aka. i d Mil ti pl e Redundant HTTP Headers in header Content - Type Bl ock 1
187.160.56. 96  |Mexi co 147.237.77.233|atal .idf.il Mil ti pl e Redundant HTTP Headers in header Content-Type Bl ock 1
66.102. 9. 31 Uhited Sates [147.237.77. 216 |dover.idf.il Dstributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 1
46.19.85.52  |israel 147.237.0.19 |nedimatal.idf.i]  |TraLer pe volation ot J08conent A z‘i;b' derlStxtlasthane in g o0
212.143.174.37 |Israel 147.237.77. 234 |hal ag. i df .i | o ;g?”;‘;dzgﬁftn:‘;:;iiaﬁlﬁﬁf‘j 1?3 . Bl ock 1
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 1
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