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08-17-2016-11:04:05 to 08-17-2016-12:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
195. 110. 148. 34 Italy 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 217
82.80.78. 2 | srael 147.237.77.176 nat pash. i df.il |B ack List drop 3
2.53.132.160 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 3

93. 174. 95. 106 Net her | ands 147.237.76. 86 navy.idf.il B ack List drop 1

58. 218. 204. 245 Chi na 147.237.76. 86 navy.idf.il JLM Under Attack _Con_Tcp drop 1

93. 158. 200. 118 Net her | ands 147.237.76. 86 navy.idf.il B ack List drop 1




08-17-2016-11:04:05 to 08-17-2016-12:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action

106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 20
199. 58. 86. 206 Lhited Sates 147.237.77. 216 dover.idf.il [Cl000074: HITP. najestic bot Per nit 4

62. 90. 49. 25 | srael 147.237.72. 156 aman.idf.il |13840: TLS QpenSSL Heartbeat Packet B ock

51. 255. 65. 54 France 147. 237. 76. 86 navy.idf.il [Cl000146: HITP. AhrefBot craw er B ock 1




08-17-2016-11:04:05 to 08-17-2016-12:04:05

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

109. 64. 187. 83 147.237. 72. 166 I 'srael aka idf.il ET SCAN NVAP -sA (2) 4
54.72.0.55 147.237.77.216 Irel and dover.idf.il portscan: TCP Distributed Portscan 2
185. 32. 176. 43 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
37.26.146. 193 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
2.53.129. 159 147.237.72. 166 I 'srael aka idf.il portscan: TCP Distributed Portscan 1
91. 125. 184. 101 147.237.77. 74 Lhi ted Ki ngdom lawidf.il Tehila - Perl LWP wth fake user agent 1
84.94.102. 158 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
79.182. 92. 227 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
79.176. 8. 118 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
77.125.9. 194 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
212.219. 250. 59 147.237.77.216 United Ki ngdom dover.idf.il portscan: TCP Distributed Portscan 1
46. 120. 99. 176 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 32. 179. 152 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.26.148. 223 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
109. 186. 78. 78 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
37.26.146. 174 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
94. 102. 48. 195 147.237. 76. 148 Net her | ands gocent er. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
2.53.22.17 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
89. 248. 168. 29 147.237.76. 31 Net her | ands nakchal . i df .il ET SCAN NVAP -sS w ndow 1024 1
82. 81. 214. 102 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
79.179. 24. 106 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
77.138.52. 97 147.237.77. 216 France dover.idf.il portscan: TCP DO stri buted Portscan 1
188. 166. 250. 140 147.237.76. 34 S ngapor e yohal an. i df .i ET SCAN NVAP -sS w ndow 1024 1
46. 19. 86. 96 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1




|Top Attackers In FW |

08-17-2016-11:04:05 to 08-17-2016-12:04:05

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Count
212. 25. 84. 200 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 103
109. 253. 204. 182 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 43
195. 160. 242. 40 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 29
212.179.21.194 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 28
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
148. 251. 136. 8 Ger many 147.237.77.216 dover.idf.il dr op First packet isn't drop 6
217.132.101. 119 | srael 147.237.76. 31 nakchal .idf.il dr op First packet isn't drop 5
77.124.24. 211 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
2.87.114.97 G eece 147.237.77.216 dover.idf.il dr op First packet isn't drop 3
128. 242. 249. 13 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
40. 77. 167. 51 Lhited Sates 147.237.77.216 dover.idf.il dr op First packet isn't drop 2
50. 87. 144. 145 Lhited Sates 147.237.77.216 dover.idf.il dr op First packet isn't drop 2
184. 105. 139. 67 Lhited Sates 147.237.77. 179 e.nazi.idf.il drop SAMrul e drop 1
141. 212. 122. 145 Lhited Sates 147. 237. 0. 200 mu. i df il dr op drop 1
192. 243. 55. 138 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
109. 253. 213. 241 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
141. 212. 122. 165 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
124. 205. 165. 165 Chi na 147.237.0. 35 akaws.idf.il dr op drop 1
141. 212. 122. 166 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
81.204. 73. 240 Net her | ands 147.237.77.216 dover.idf.il dr op First packet isn't drop 1
62. 0. 200. 129 | srael 147.237. 72. 167 ishurimaka.idf.il dr op First packet isn't drop 1
109. 253. 147. 40 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 1
2.55.178. 238 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 1
141. 212.122. 144 Lhited Sates 147.237. 0. 200 ndu. i df.il dr op drop 1
66. 249. 64. 131 | srael 147.237.0. 33 idf.il dr op drop 1




08-17-2016-11:04:05 to 08-17-2016-12:04:05

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
46. 19. 86. 146 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 48
176. 13.233. 124 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 46
2.55. 160. 94 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 38
84.108. 240. 104 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 37
109. 253. 243. 1961 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 35
82.102.169. 113 [Israel 147.237.77.216|dover.idf .il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 4
46.19. 85. 88 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
131.253.27.127 |Wited Sates |147.237.77.216|dover.idf .il Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 3
132. 147. 105. 1269 ngapor e 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for waw aka.idf.il/ishurininai n/ B ock 2
87. 70. 40. 215 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Qde Character in LR Bl ock 2
66.249.78.159 |[Israel 147.237.77. 216 |dover . i df .i | Ml tipl e Unhaut hori zed URL Access from 66. 249. 78. 159 B ock 2
109. 65. 154. 6 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 109. 65.154.6  [B ock 2
] . . Unaut hori zed URL Access to
192.243.55. 131 |lLhited Sates |147.237.72.166|aka.idf .il v aka. i df i 1/ i 1V gi yus/ gener al . aspx?cat | d=58563 Bl ock 1
80. 246. 139. 188 |[lIsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
169. 229. 3. 91 Lhited Sates |147.237.72.167|i shurimaka.idf.il Illegal Byte Qode Character in Mthod Bl ock
77.139.140.177 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCBT for waw aka.idf.il/giyus Bl ock 1
Unhaut hori zed URL Access to
192.243.55.138 |[Uhited Sates |147.237.72.166|aka.idf.il wn aka. i df . i1/ kamar/kl ali/defaul t.asp?cati d=59830&doci d=740408& |B ock 1
ist=1
80.179.9. 115 I srael 147.237.77.216|dover.idf . il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 1
. . Unaut hori zed URL Access to
192.115.248.2 |lIsrael 147.237.76.31 [nakchal .idf.il 147.237.76. 31 si p, st or age/ f | es/ 8/ 1668. doc Bl ock 1
169. 229. 3. 91 Uited Sates |147.237.0.19 |[nadimatal .idf.il Mitiple Illegal Byte Gode Character in Mthod from169.229.3.91  [B ock 1
109. 66. 154. 100 |Israel 147.237.77. 176 |nat pash. i df . i | thauthori zed URL Access to Bl ock 1
waw cogat . i df . i | / about/ pages/ hazonveyeud. aspx
192.243.55.133 |lhited Sates |147.237.72.166|aka.idf .il Ml tiple Uhauthorized URL Access from 192. 243. 55, 133 B ock 1
P . Unhaut hori zed URL Access to
81.218.40.194 [Israel 147.237.0.15  |kosher-kravi.idf. il |- " o ravi i 1/ b storagelfil es/ 3/ 1773, pg Bl ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.233|atal .idf.il Abnormal |y Long Request et hod B ock 1
- . Unaut hori zed Met hod PCBT for
77.154. 204. 212 |France 147.237.72. 166 |aka. i df . i | v aka. i df i 1/ mai n/ hoe/ def aul t . aspx Bl ock 1
. . Parameter Type Mol ation search in
54. 77. 36. 68 Irel and 147.237.76.31 [nakchal .idf.il v nakhal i df . i 1/ 1120- he/ nakhal . aspx Bl ock 1
- . Unaut hori zed Met hod HEAD for
136. 243. 16. 208 |Ger many 147.237.72. 166 |aka. i df . i | Wi aka, i df i 1/si tes/ hone/ def aul t . asp Bl ock 1
88.190. 87. 46 France 147.237.77.216|dover. i df . i | SSL Untraceabl e Gonnection - Unsupported d pher None 1
199.203.215.1 |[Israel 147. 237.72. 156 |anman. i df . i | Uhaut hori zed LRL Access to www anan. i df.il/sip_storage/files/ B ock 1
80.179.115. 198 [Israel 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ B ock 1
192.198. 151. 44 |Europe 147.237.72. 166 |aka. i df . i | Distributed thauthorized Method for Known URL on B ock 1
viwy aka. i df . i1 /i shurim
NULL Character in Method
169.229. 3. 91 Lhited Sates [147.237.0.19 [nadimatal .idf.il yr[[#8]] RUE<TQ [#28] 11 [[#2] ]+ +s[ [ #29] ] O] [#18] 1 O [#3]] +#0 |B ock 1
12
. . Unhaut hori zed URL Access to
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx B ock 1
- kosher - kravi . i df '
109. 253. 130. 2161 srael 147.237.0.16 | Wnaut hori zed URL Access to N Bl ock 1
il v ny- kosher -kravi . idf.il/tenpl ates/|ogi n/1ogi n. aspx
. . DO stributed Lhaut hori zed URL Access on
2.55.178.238  [Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
Uhaut hori zed URL Access to
192.243.55.133 |Uhited Sates |147.237.72.166|aka.idf.il ww aka. i df . i1/ 1ights/asp/info. asp?nodul ei d=5&cat i d=22707&doci d [Bl ock 1
=22755
169. 229. 3. 91 Lhited Sates [147.237.77.233|atal .idf.il Illegal Byte Qode Character in Mthod B ock 1
79. 180. 16. 20 I srael 147.237.77.74 |lawidf.il PHP Attenpt B ock 1
62.128. 45.253 |lIsrael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Qde Character in LR Bl ock 1
169. 229. 3. 91 Wited Sates [147.237.0.19 [nadimatal .idf.il Dstributed Ml formed UR Bl ock 1
Czech . . Unaut hori zed Met hod PCBT for
90. 182. 178. 182 Repub i ¢ 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai 1/ gi yus/ bookl et s. aspx B ock 1
. . D stributed Lhaut hori zed URL Access on
212.179.1.218 |israel 147.237.77.233atal .idf .il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
. . Unhaut hori zed URL Access to
80.246.133. 110 |l srael 147.237.76.42 |refuah. idf.il 147.237.76. 42/ si p_storagel fi | es/ O/ si ze100X0/ 2970. ] pg B ock !
; ; ; D stributed Lhaut hori zed URL Access on
192.243.55.130 |lhited Sates |147.237.72.166|aka.idf.il e aka i df i1/ ti kshav, i df i1 Bl ock 1
169. 229. 3. 91 Uited Sates |147.237.0.19 |[nadimatal .idf.il NULL Character in Query Sring on -de£o B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.229.116 |lhited Sates |[147.237.76.31 |nakchal .idf.il v nakhal i df . i 1/ 1073- he/ nakhal . aspx Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
192.243.55. 138 |lhited Sates |147.237.72.166|aka.idf.il v aka. i o i 1/ gi yus/ kadat z Bl ock 1
79. 180. 16. 20 I srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df.il/wp-1ogin. php Bl ock 1
176. 13.231. 104 |l srael 147. 237. 72. 156 |anman. i df . i | Suspi ci ous Response Code B ock 1
66.102.9.95  |lnited Sates |147.237.72.166|aka. i df.il Distributed Uhauthori zed Mthod for Known LRL on Bl ock 1

wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
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