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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack List drop 1
195. 154. 172. 204 France 147.237. 0. 200 ndu.idf.il JLMPurple Gon Limt _Htp drop 1
93. 158. 200. 96 Net her | ands 147.237.76. 34 yohal an.idf.il B ack List drop 1
207. 244.105. 146 Lhited Sates 147.237.76. 148 ggcenter.aka. i df.il|B ack List drop 1
93. 158. 200. 132 Net her | ands 147.237. 76. 42 refuah.idf.il B ack List drop 1
217.132.101. 119 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
80. 82. 69. 221 Net her | ands 147.237. 76. 30 hi nush. i df .i | JLM Under At tack_Con_Tcp drop 1
180. 64. 73. 80 Korea, Republic of 147.237.77. 235 sviva.idf.il JLM Purpl e Con Limt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nit 2
185. 61. 138. 125 kr ai ne 147.237.77. 216 dover.idf.il [24910: HITP. Python urllib User-Agent Header Bl ock 1

46. 166. 188. 216 Net her | ands 147.237.77. 216 dover.idf.il |24910: HITP. Python urllib User-Agent Header B ock 1




08-17-2016-10:04:06 to 08-17-2016-11:04:06

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste Signature

62. 219. 162. 252 147.237.77. 233 I srael atal.idf.il ET SCAN NVAP -sA (2) 6
109. 64. 176. 47 147.237.77. 226 I srael v chanat z. aka. i df . i | ET SCAN NVAP -sA (2) 2
113. 108. 10. 31 147.237. 8. 14 Chi na e.orchot.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
109. 64.59. 71 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
93. 158. 215. 177 147.237.77. 61 Net her | ands e.cogat . idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 179. 223. 87 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
79.181. 38. 110 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
201. 232. 25. 160 147.237.76. 30 Col onbi a hi nush. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
46.172.71. 251 147. 237.76. 34 Lkr ai ne yohal an. i df .il ET SCAN NVAP -sS wi ndow 1024 1
194. 90. 66. 9 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
37.26.149. 139 147.237.77. 216 I srael dover.idf .il portscan: TGP DO stributed Portscan 1
146. 185. 57. 130 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
31.168. 11. 194 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
93. 158. 215. 177 147.237.77. 74 Net her | ands lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
93. 158. 215. 177 147.237. 8. 28 Net her | ands e.nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 178. 168. 79 147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
72.252.249. 125 147.237.76. 38 Janai ca e.eneitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
213.57. 168. 59 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
46.172.71. 251 147. 237. 76. 198 kr ai ne e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 98 147.237.77. 176 Lhited Sates nat pash. i df .i | ET CRCP Dshiel d B ock Listed Source 1
46. 19. 86. 78 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
192. 117. 186. 89 147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
31.168. 186. 8 147.237.77. 216 I srael dover.idf .il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Oount
168. 235. 196. 48 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 136
31.154.23.74 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 21
109. 253. 217. 231 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 18
80. 28. 205. 210 Spai n 147.237.72. 156 anan.idf.il drop First packet isn't drop 16
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 5
109. 253. 142. 190 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 4
31.13.164.93 Pal estinian Territory, Cecupied 147.237.77.216 dover.idf.il drop First packet isn't drop 3
217.132.101. 119 | srael 147.237.76. 31 nakchal .idf.il |dr op Frst packet isn't drop 3
31.154.81.31 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 3
213.8.204.38 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 2
185. 21. 120. 220 Pal estinian Territory, Qccupied 147.237.77.216 dover.idf.il drop First packet isn't drop 2
176. 13. 10. 62 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 2
186. 159. 5. 49 Col onbi a 147.237.77.216 dover.idf.il drop First packet isn't drop 2
2.55.171.91 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
192. 243. 55. 135 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 2
212.143.156. 115 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 2
194. 90. 25. 122 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
176.13.8. 161 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
195. 154. 172. 204 France 147.237.76. 34 yohal an.idf.il |dr op drop 1
84.95.130. 84 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
109. 253. 220. 51 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
207.232.21. 105 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
176.13. 16. 41 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
85. 64. 102. 101 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
192. 243.55. 131 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
176. 13. 22. 101 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
176. 13. 4. 182 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
54.72.73.168 Irel and 147.237.77.216 dover.idf.il drop First packet isn't drop 1
176. 13. 232. 55 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
109. 253. 192. 161 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
2.75. 60. 136 Kazakst an 147.237.77.216 dover.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
37.26.149.160 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 90
31.154.81.34 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 72
2.55. 147. 222 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 53
2.53.142.135 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 29
2.53.33.182 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 21
46.19. 86. 236 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 6
46. 19. 86. 80 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
212.143.56. 182 |Israel 147.237.77.74 |lawidf.il D stributed Unaut hori zed HTTP Met hod B ock 4
131.253.27.47 |Wited Sates [147.237.77. 216 |dover.idf.i | Ostributed Wnhaut hori zed URL Access on waw i df.il/error.htm B ock 3
2.53.176.7 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
199. 30. 24. 255 [wnited Sates [147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to wawidf.il/error. htm B ock 3
132. 147. 105. 1269 ngapor e 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for waw aka.idf.il/ishurimnmai n/ B ock 2
77.124.60.168 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 77. 124. 60. 168 B ock 2
49.229.173.89 |Thailand 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for www aka. i df.il/main/giyus/infornation. aspx [Bl ock 2
2.53.53. 214 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
66.249.78. 159 |lsrael 147.237.77.216|dover. i df . i | Mil tipl e Unaut horized URL Access from 66. 249. 78. 159 B ock 2
79.182. 146. 138 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in LR B ock 2
169. 229. 3. 91 Lhited Sates [147.237.77. 170 |m@ar achot . i df . il |I11egal Byte Gode Character in Header Nane [[#31]] ?%uh AEfie® B ock 1
62.219.165.75 I srael 147.237.77. 233 at al . i df . i | e ot hor zed W 'Aacscs)fs on Bock |1
109. 67. 16. 20 I srael 147.237.77. 170 |maar achot . i df . i | [Uhaut hori zed URL Access to naarachot. i df.il/wp-1ogin. php B ock 1
Paraneter Type Mol ation
37.26.149.183 |[Israel 147.237.77. 216 |dover.i df .i | ct1 00$Cont ent P acerbl der 1$ucAr ti cl eLobbyCont r ol $I mageButt onl. x in B ock 1
waw i df . i |/1133-he/ dover . aspx

2.53.53.214 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
192.243.55. 135 |Uhited Sates |147. 237. 77. 216 |dover. i df . | w:;;hg” zed R Access to wmw idf.il/1129-he/ dover. aspx?searchtext=n |g 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 1
66.249.78.159 |[lsrael 147.237.77.216|dover. i df .i | Uhaut hori zed LRL Access to waw idf.il/atal 1/izkor/ vi ew i ngt op. asp Bl ock 1
169. 229. 3. 91 Uhited Sates [147.237.77.235(sviva.idf . il Ill1egal Byte Gode Character in LR ~[[#16]]ke9] d B ock 1
169.229. 3. 91 Lhited Sates |147.237.72. 166 |aka. i df . i | Lhknown HTTP Request Met hod o<Uvaj [#14]]1é[[#2]1%$E in URL Bl ock 1
106. 38. 241. 105 |Chi na 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e QGonnection - Protocol violation (SSL_GONN QLI ENT_HALLO |None 1
5.102. 195. 68 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to ww atal .idf.il/wp-1ogin. php B ock 1
80.178.201. 104 [Israel 147.237.77. 216 |dover.idf .il Mil tipl e Unauthorized URL Access from 80.178. 201. 104 B ock 1
176. 13.248. 131 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
169. 229. 3. 91 Uhited Sates (147.237.77. 170 |n@ar achot . i df . i | |I11egal Byte Gode Character in Header Val ue B ock 1
66.249. 64. 147  [Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw rmag. i df . i1/993/ pat zar . aspx B ock 1
46. 19. 85. 138 I srael 147.237.77.216|dover. i df .i | I11egal HITP \ersion Bl ock 1
193.34.57.101 |Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/xnkl p/english B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/mai n/gi yus/ pi wi k. php Bl ock 1
68.180.228.231 |Lhited States |147.237.77.176 [mat pash. i df .i| [Paraneter Type Mol ati on PageNumin waw cogat. i df.il/901-he/ cogat.aspx |B ock 1
169. 229. 3. 91 Uhited Sates [147.237.77.235(sviva.idf . il Mal formed URL ~[ [#16]] ke9] d B ock 1
46.19.86.99  |israel 147.237.77. 243|nobi L e. i off i1 | O™ ?&T‘i’ffs\;cﬂjicﬂnggaﬂﬁs;mrd n Bock |1
169. 229. 3. 91 Lhited Sates |147.237. 77. 170 [maar achot . i df . i | [Abnormal |y Long Request net hod B ock 1
109. 65. 165. 252 |Israel 147.237.77.74 |law i df i chaut Z\Zr: éfe_di I%or:;e:/scéroe/ doc._mur/ doc._mur . asp B ock 1
31.154.81.31 | srael 147.237.77.216 dover . i df . i | vL\?/\;l\zuit g?r: szgzﬁ/ fgf;f:u :eg/ navnenu/ navnenu. css. aspx Bl ock !
212.143.56.182 |[Israel 147.237.77.74 [lawidf.il Ml tipl e Unhaut hori zed URL Access from 212. 143, 56. 182 B ock 1
192.243.55.129 |[Uited Sates [147.237.72. 166 |aka. i df . il D stributed Uhaut hori zed URL Access on waw aka. i df .il/giyus/ kadat z Bl ock 1
80.179.223.87 | srael 147.237.72. 166 |aka. i df . i | thrigea; ’ i%“a;egfingag:;;féoib:cﬁi/fm IV kapat z/ /1 es#012 Bl ock 1
160.229.3.91  |Uhited Sates [147. 237. 77. 170 |maar achot . i df . i | 'F'é'[e[gfzgﬁ’t\eﬁr’dn%@?fﬁt#ezrg]i ;‘é'\.ﬁtf;f’y__é][[ 4511 am Bock |1
66. 249. 76. 56 I srael 147.237.72. 156 |anman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
46.19. 85. 138 I srael 147.237.77. 216 |dover.idf . il Mal formed URL _pk_ses. 20. 8af c=* B ock 1
89. 139. 162. 255 |l srael 147.237.77.74 |lawidf.il m{;\%’f Z?. ILT?&:ZL'I 27‘10?:; dﬁccc_fgsr /(g;c_ngr' asp Bl ock 1
169.229.3.91  |UWited Sates [147.237.77. 235|sviva. i df . i | NULL Character in Method eya] AG8O[ [ #3]] A r[[#0]][[#27]] ¢DR°! &N B ock 1
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