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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
31. 168. 194. 95 | srael 147.237.77. 216 dover.idf.il B ack List drop 2
23.251. 55. 182 Lhited Sates 147.237. 76. 148 ggcenter.aka.idf.il |JLM Under Attack_Con_Tcp drop 2
80. 82. 69. 221 Net her | ands 147.237. 76. 30 hi nush. i df . i | JLM Under Attack Con_Tcp drop 1
93. 158. 200. 118 Net her | ands 147.237.76. 30 hi nush.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

Target Address

|Site

|Sgnalure

Devi ce Action

|Oount

91. 200. 12. 47 kr ai ne 147.237.77. 233 atal.idf.il C1000016: HTTP. adninistrator in UR Pernit 8
50. 110. 79. 190 Lhited Sates 147.237.76. 42 refuah.idf.il |Cl000074: HITP. majestic bot Per nit 3
50. 110. 79. 190 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP: rajestic bot Pernit 2
50. 110. 79. 190 Lhited Sates 147.237.77. 233 atal .idf.il CL000074: HTTP. maj estic bot Per mit 1




|Top Attackers In |D|

08-17-2016-09:04:09 to 08-17-2016-10:04:09

Attacker Address |Target Address Attacker Qountry \Signature

81.218. 40. 194 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
213.8.204. 38 147.237.77.216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
185. 120. 125. 30 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
138. 68. 30. 205 147.237.0. 19 Lhited Sates madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
112. 196. 49. 101 147.237.77. 212 I'ndi a e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
103. 207. 39. 82 147. 237. 76. 148 M et nam ggcenter. aka. i df .i | ET SCAN Potential SSH Scan 1
93. 158. 215. 177 147. 237. 8. 50 Net her | ands e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
82.20.219.5 147.237.77. 233 Uni ted Ki ngdom atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.101. 184. 237 147.237.76. 86 Ger many navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
211. 23. 156. 152 147. 237.76. 196 Tai wan esvivaidf.il ET SCAN Potential SSH Scan 1
176.13. 20. 12 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
112. 196. 49. 101 147.237.77. 212 Indi a e. dover.idf.il ET SCAN NVAP -sS wi ndow 2048 1
112. 196. 49. 101 147.237.77. 212 Indi a e dover.idf.il ET SCAN NVAP -f -sS 1
93. 158. 215. 182 147.237.76. 30 Net her | ands hi mush. i df .i | ET SCAN NVAP -sS w ndow 1024 1
84.111. 113. 236 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
194. 114. 146. 227 | srael 147.237.77.176 nat pash. i df . i | dr op SAMrul e drop 10
94. 188. 139. 68 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 6
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 6
185. 21. 120. 220 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop Frst packet isn't SN drop 5
194. 114. 146. 227 | srael 147.237.72. 166 aka idf.il dr op SAMrul e drop 5
109. 253. 156. 51 | srael 147.237.72. 166 aka idf.il drop First packet isn't SYN drop 4
37.76.212.32 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 4
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 3
176.13.3. 234 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 3
185.120. 124. 51 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 3
46. 19. 86. 125 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't SN drop 2
77.139.118. 215 France 147.237.72. 166 aka idf.il drop First packet isn't SYN drop 2
95. 35.74. 19 | srael 147.237. 72. 166 aka idf.il drop First packet isn't SN drop 2
109. 253. 218. 105 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 1
176. 13. 247. 208 | srael 147.237.72. 166 aka idf.il drop First packet isn't SYN drop 1
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 1
137.116. 71. 170 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 1
109. 253. 137. 26 | srael 147.237. 72. 166 aka idf.il drop First packet isn't SN drop 1
176. 13. 20. 194 | srael 147.237.77. 243 nobi | e.idf.il dr op Frst packet isn't SN drop 1
109. 253. 157. 214 | srael 147.237. 77. 243 nobi | e.idf.il drop First packet isn't SYN drop 1
176. 13. 241. 255 | srael 147.237. 77. 243 nobi | e.idf.il drop First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
46. 19. 85. 30 | srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 77
46. 19. 86. 80 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 21
46. 19. 85. 254 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 13
2.53.33.182 | srael 147.237.0.19 |nadimatal .idf.i| |[DOstributed Suspicious Response Code B ock 8
109. 253. 207. 119|1 srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 5
2.55. 147. 222 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 4
81.218.126.220 |[lIsrael 147.237.77. 74 |lawidf.il Unaut hori zed HTTP Met hod Bl ock 4
46.19. 86. 99 | srael 147.237.77. 243 |nobi l e. i df . i | ﬁbﬂf %Tﬁ’fs\;cﬂafziczgncglg;fmﬁsjwd in Bl ock 4
131.253. 25. 156 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 3
81.218. 126. 220 |l srael 147.237.77.74 [lawidf.il Mil tipl e Unaut hori zed URL Access from 81. 218. 126. 220 Bl ock 3
109. 253. 205. 191 |l srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
37.26.149.203 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
65. 55. 213. 26 Uhited Sates |[147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on www idf.il/error. htm Bl ock 3
212.199.57.196 |[Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
46. 19. 85. 228 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi . i df . i|Wauthori zed URL Access to www kosher-kravi .idf.il/defaul t.aspx Bl ock 2
84. 95. 208. 20 I srael 147.237.72. 156 [anan. i df . i | Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 2
195. 95. 183. 254 |l srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df .il/1361- 10650- he/ dover. aspx.  |B ock 2
64.62.219.162 |[lhited Sates |[147.237.77.216|dover.idf.il Ostributed Lhauthorized UR. Access on ww idf.il/error. htm Bl ock 2
80.246.130.41 |[Israel 147.237.77.216|dover.idf . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 2
91. 200. 12. 47 kr ai ne 147.237.77.233|atal .idf.il Unaut hori zed URL Access to atal.idf.il/wp-1ogin. php B ock 1
207.46.13.145 |wited Sates |147.237.77.216|dover.idf.il tl{;ra;;tio” zed LRL Access to v idf.i1/1540-13036- he/ dover.aspx g o 1
81.218.40.194 [Israel 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed LRL Access to waw cogat . i df.il/sip_storag B ock 1
192.243.55.134 |Uited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to v aka.idf.il/giyus/kadat z B ock 1
66.249.78.159 |[Israel 147.237.77. 216 |dover . i df . i | Ml tiple Unhauthorized URL Access from 66. 249. 78. 159 B ock 1
2.55.53.133 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.179.27.246  |lsrael 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 1
194.90.15.61  [Israel 147.237.76.86 |navy.idf.il m”;;f’;'izdic“iﬁi g‘_:gf;sa;; {11 s/ 6/ i 263360/ 1806, pg Bl ock 1
192.243.55.129 [Uited Sates [147.237.72. 166 [aka. i df . i chaut horl zed LR A00es 10 etal (. aspPoat | d-60357adoci &= Bl ock 1
46.121.128.215 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
109. 66. 59. 24 I srael 147.237.77. 176 [mat pash. i df . i | Uhaut hori zed UR. Access to www cogat . i df .il/894-ar B ock 1
46. 19. 85. 152 | srael 147.237.77.216|dover. i df .i | Abnormal |y Long Request net hod B ock 1
212.179.21.194 |[Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ r eset . css B ock 1
192.243.55. 137 |United Sates |147.237.72.166|aka. i df . i | pstrbuted Wﬁ“;:;r;tzlzgj ILZLyACCESS on Bl ock 1
66. 249. 93. 77 I srael 147.237.77.233|atal .idf .il Ostributed LR is Above Root Drectory B ock 1
157.55.39.176 |Wnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/aman B ock 1
79.179.27.246 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/wp-1ogin. php B ock 1
192.243.55.131 [lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed UR. Access to waw aka.idf.il/tiznoret/gallery Bl ock 1
46.19. 85. 152 I srael 147.237.77.216|dover. i df .i | I11egal HITP \ersion B ock 1
212.179. 229. 115|I srael 147.237.76.42 |refuah.idf.il 1D4;t ;;?_”t?gd‘ljsat”;lhg;ﬁ:rdedtﬁ‘eﬁ:tclissi on B ock 1
66.249.93.111 |[Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wanidf.il/arr/ B ock 1
192.243.55.137 |Uited Sates [147.237.72. 166]aka. i df . | mu;::z.r: zh?éi Iullna?(rzllczisf/uts;)gener al . aspx?cat i d=592688&doci d=76123 Bl ock !
46. 19. 86. 29 I srael 147.237.72.167|i shuri maka. i df . i [[SSL Untraceabl e Connection - Cpen Mde None 1
169.159.103.0 |Ngeria 147.237.77. 216 |dover.idf .i | Lhaut hori zed URL Access to waw idf.il/sip storage/files/2/4912.png |B ock 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to vwwidf.il/defaul t.aspx Bl ock 1
204.79.180. 137 [Uited Sates |147.237.72. 166 |aka. i df . il m ;L;“itgﬁ iﬁa#;ihn(;rriozni‘; d'\e"fataz(l)?. ;Z;XKnOV‘" WL on B ock 1
192.243.55.133 [Uiited Sates [147.237.72. 166 [aka. i df . i shaut hori zed UL Aocess 1o 261 ctype=28doci d=33304 Bl ock 1
46. 19. 85. 152 I srael 147.237.77.216|dover. i df .i | Mal formed URL http/1.1 B ock 1
81.218.126.220 |[Israel 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to ww | awidf.il/sip_storage/files/ 7/ B ock 1
77.139.23.128 |France 147.237.72. 166 |aka. i df . i | m;:(:"‘it? ilﬂa#;hn‘;uoﬁ? dﬁ’;ﬁf’?, ;‘S’;XK”O"‘” R on B ock 1
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