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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Signature Device Action Count
93. 158. 200. 93 Net her | ands 147.237. 76. 197 e. hinush.idf.il B ack List drop 1
93. 158. 200. 96 Net her | ands 147.237.76. 39 nobi | e. nei tav.idf.il B ack List drop 1
93. 158. 200. 97 Net her | ands 147.237. 76. 200 eitan. aka.idf.il B ack List dr op 1




08-17-2016-06:04:05 to 08-17-2016-07:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action |Oount
5.9. 88.103 Ger many 147. 237. 76. 200 eitan. aka.idf.il CL000074: HTTP. naj estic bot Per mit 210
5.9.88.103 Ger nany 147. 237.76. 42 refuah.idf.il C1000074: HITP. maj estic bot Per nit 32
5.9.88.103 Ger many 147.237.77. 216 dover.idf.il C1000074: HTTP. maj estic bot Per nirt 19
5.9. 88.103 Ger many 147. 237.76. 86 navy.idf.il CL000074: HTTP. naj estic bot Per mit 7
5.9.88.103 Ger nany 147.237. 72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nit 6
5.9.88.103 Ger many 147.237.77. 176 nat pash. i df . il C1000074: HTTP. maj estic bot Per nirt 3
5.9. 88.103 Ger many 147.237.77. 74 lawidf.il CL000074: HTTP. naj estic bot Per mit 2
5.9.88.103 Ger many 147.237.76. 31 nakchal .idf.il C1000074: HITP. maj estic bot Per nit 2
182. 50. 130. 133 S ngapore 147.237.77. 216 dover.idf.il C1000074: HTTP. maj estic bot Per it 1
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|Top Attackers In |D|

At acker

‘Target Address count ry Signature
82.76.191.20 |147.237.76. 197 |Romani a e hinush.idf.il ET SCAN Potential SSH Scan 2
82.76.191.20 |147.237.76.31 |Romania nakchal .idf.il ET SCAN Potential SSH Scan 2
82.76.191.20 |147.237.77. 170 |Romani a naarachot.idf.il |ET SCAN Potential SSH Scan 2
82.76.191.20 |147.237.76.42 |Romani a refuah.idf.il ET SCAN Potential SSH Scan 2
82.76.191.20 [147.237.77. 121 |Romani a e navy.idf.il ET SCAN Potential SSH Scan 2
113.108. 10. 31 [147.237. 77. 170|Chi na naarachot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
94.102. 48. 195 |147.237. 76. 197 [Net her | ands e hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
82.76.191.20 |147.237.76.38 |Romani a eenetav.idi.il [ET SCAN Potential SSH Scan 1
94.102. 48. 195 |[147.237. 72. 156 [Net her| ands anan.idf.il ET SCAN NVAP -sS w ndow 1024 1
82.76.191.20 |147.237.77. 235 |Ronani a svivaidf.il ET SCAN Potential SSH Scan 1
66.249. 64. 156 |[147.237.0.34 |Uhited Sates |tikshuv.idf.il ET SCAN NVAP -sA (2) 1
82.76.191.20 |147.237.77. 216 |Romani a dover.idf.il ET SCAN Potential SSH Scan 1
82.76.191.20 |147.237.77.61 |Ronani a e.cogat.idf.il ET SCAN Potential SSH Scan 1
185.29.11. 182 |147.237.76.86 |Latvia navy.idf.il ET SCAN Potential SSH Scan 1
82.76.191.20 [147.237. 76. 202 |Romani a e halag.idf.il ET SCAN Potential SSH Scan 1
177 82 20. 182 1147 237 0.33 |mrazi| il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
82.76.191.20 |147.237.76. 199 |Romani a e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
113.108. 10. 31 [147.237. 76. 177 |Chi na ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102. 48.195 |147.237.76. 148 [Net her | ands ggcenter. aka.idf.i [ET SCAN NVAP -sS wi ndow 1024 1
82.76.191.20 |147.237.76.34 |Romani a yohal an. i df . il ET SCAN Potential SSH Scan 1
93. 158. 215. 182 |147.237.8.28  [Netherl ands e.nobile-ks.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
82.76.191.20 |147.237.76.30 |Romani a hi nush. i of . i | ET SCAN Potential SSH Scan 1
82.76.191.20 |147.237.77. 227 |Romani a e. hanaz. i df .i | ET SCAN Potential SSH Scan 1
54.153.99. 128 [147.237.77.178|thited Sates [ematpash.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
82.76.191.20 |147.237.77. 176 |Romani a nat pash. i df . i | ET SCAN Potential SSH Scan 1
198.20.69. 74 |147.237.77.205|thited Sates |prishaidf.il ET DRCP Dshi el d B ock Li sted Source 1
82.76.191.20 |147.237.77.19 |Romani a lawforumidf.il |ET SCAN Potential SSH Scan 1
179 158, 74. 128 |147. 237 76. 30 |mrazi| himsh i df | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
82.76.191.20 [147.237.76. 200 |Romani a eitan.akaidf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

|At tacker QGountry

Target Address

|signature

Message

Devi ce Action

‘Count

212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 10
89. 237. 70. 205 France 147.237.72. 156 anan.idf.il drop First packet isn't SN drop 2
109. 253. 222. 102 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SYN drop 1
123.59. 59. 68 Chi na 147.237.0. 33 idf.il dr op drop 1
216. 218. 206. 71 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site S gnature Action ‘Count
184.83.7.186 [lhited States |147.237.77.176|natpash.idf.il |Miltiple Unauthorized URL Access from 184.83.7.186 Bl ock 15
95. 35. 86. 70 I srael 147.237.0.19 |nadi matal . i df. i |Suspici ous Response Code B ock 6
184.83.7.186 |Lhited Sates [147.237.77.176matpash.idf.il |PHP Attenpt Bl ock 6
61.141.93.41 |China 147.237.77.74 |lawidf.il Mil tipl e Unauthorized URL Access from61. 141. 93. 41 Bl ock 4
66.249. 78.159 |l srael 147.237.77. 216 |dover . i df . i | Unhaut hori zed LRL Access to waw i df.il/atal 1/izkor/vi ew i ngt op. asp B ock 2
61.141.93.41 [China 147.237.77.74 |lawidf.il PHP At t enpt B ock 1
109. 65. 170. 93 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ t ext . css B ock 1
61.141.93.41 [China 147.237.77.74 |lawidf.il Unaut hori zed URL Access to ww | aw i df.il/499-en/ cont act us. php B ock 1
184.83.7.186 |Lnited Sates |147.237.77.176|matpash.idf .il [Wauthorized URL Access to wwu cogat.idf.il/index.asp B ock 1
66. 249. 78. 206 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip storagel/files/4 nopws3 Bl ock 1
144. 76. 236. 183 [Ger many 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for waw aka. i df . i1/ brot her s/ skiral def aul t. asp |Bl ock 1
66.249.76.52  |Israel 147.237. 77. 243|nwbi l e i off i1 [shauhort zed UL o aop o app-si & assoc ati on Bl ock 1
66. 249.78.240 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt Bl ock 1
157.55.39.237 |Wited Sates [147.237.76.86 [navy.idf.il r:gﬁ;tihd?r_'i Iz'f?enLg‘ alfs‘;if;teg/usercomml o revnend mazi i df i1 Bl ock 1
66.249.78.97 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
84.229.41.152 |Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
66.249. 78. 159 |l srael 147.237.77. 216 |dover. i df . il Mil tipl e Unauthorized URL Access from 66.249. 78. 159 B ock 1
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