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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action
82.80.78.2 | srael 147.237.77.176 nat pash. i df . il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount
209. 15.196. 171 Canada 147.237.72.166 |aka.idf.i| |6134 HITP. SQ Injection Variabl e Decl arati on Bvasi on Bl ock 16
213. 60. 255. 71 Spai n 147.237.77.233 |atal .idf.il|5670: HITP. SQ Injection (SALECT) Bl ock 12
177.12.172. 43 Brazil 147.237.77.233 atal .idf.il|5670: HTTP. SQ Injection (SELECT) B ock 6
209. 15. 196. 171 Canada 147.237.72.166  |aka.idf.i| [5670: HITP. SQ Injection (SELECT) B ock 4
158. 85. 253. 245 Lhited Sates 147.237.72.166  |aka.idf.il |5670: HITP. SQ Injection (SELECT) Bl ock 2
158. 85. 253. 245 Lhited Sates 147.237.72.166  |aka.idf.il [9785 HITP. SQ Injection (Referer Header) B ock 1

69. 163. 163. 224 Uhited Sates 147.237.77. 74 lawidf.il |ClL000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

213.60.255.71 |147.237.77.233|Sain atal.idf.il QA Injection - Select From 36
177.12.172.43 |147.237.77.233|Bazi atal.idf.il SQ Injection - Select From 8
209. 15. 196. 171 |147.237. 72. 166 |Canada aka.idf.il S Injection - Select From 6
. . D ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
200.118. 123. 46 |147.237.76.30 |Col onbi a hi nush. i df .i | ) 1
Potential Scan or Brute Force
, , . |ET SCAN Behavi oral Unhusual |y fast inbound Tel net Gonnecti ons,
175. 139. 132. 252|147. 237. 8. 27 |Ml aysia e.nadimatal .idf.i . 1
Potential Scan or Brute Force
66.249. 64. 147  |147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Addr ess ‘Ste ‘Signature Action ‘Oount
192. 168. 173. 102 147. 237. 77. 216 |dover. i of . i | fitrr’me?m;fgorE:Srlr:ri: TP Segrent lg:uzsgge”;aci‘; 3:0232;_”“”‘ altoved |4 oy 72
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
186. 43. 168. 219 |Ecuador 147.237.77. 176 |mat pash. i of . i 1{dr op First packet isn't SYN drop 2

61. 3. 107. 240 I ndi a 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 2

69. 63.188.103 |lLhited Sates [147.237.77. 216 [dover.idf.il |dr op First packet isn't SYN drop 1
137.116.71. 170 |lhited Sates |147.237.0. 35 akaws.idf.il |dr op drop 1
184. 105. 247. 204|Whited Sates |147.237.0. 35 akaws.idf.il |dr op drop 1
216.218. 206. 114|lWnited Sates |147.237.0.35 |akaws.idf.il |dr op drop 1
184. 105. 247. 219|lhited Sates |147.237.0.200 [rdu.idf.il dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry ‘Target Address |[Site Sgnature Action ‘Count
131.253.27.93 |Uhited Sates |147.237.77.216|dover.idf.il| [Dstributed Lhauthorized LR. Access on wanidf.il/error.htm B ock 3
199. 30.24. 101 [lnited Sates [147.237.77.216|dover.idf.i| [Dstributed Unhauthorized URL Access on wawidf.il/error. htm B ock 2
79.182. 114. 209 [ srael 147.237.77.216|dover.idf.i| |[Dstributed PHP Attenpt B ock 1
5.102.195.68 |lsrael 147.237.77.216|dover. i df .i| |Unauthorized URL Access to ww idf.il/wp-1ogin. php B ock 1
66.249.78.199 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip storage/files/4/ mnopwa B ock 1
192.243.55.134 |hited Sates |147.237.72.166 aka. i df . i mugtg.r: fﬁéi Iu/q_na?f\/cgisf/ut;gener al . aspx?cat i d=59268&doci d=65415 Bl ock !
79. 182. 114. 209 |l srael 147.237.77.216|dover. i df .i| |Dstributed Unauthori zed URL Access on waw i df.il/wp-1ogin. php B ock 1
66. 249. 64. 144 | srael 147.237.77.74 |lawidf.il g;f:;?g;ﬁg UR. Access to waw nag. i df . i1/602- 2265- he/ pat zar . aspx - Bl ock 1
190. 24. 58. 229 |Col onbi a 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for ww aka. i df .il/giyus/ general / B ock 1
66. 249. 83. 242 |Israel 147.237.77.216|dover.idf.i| [Distributed Unhauthorized URL Access on wawidf.il/error. htm B ock 1
80. 246. 136. 198 |l srael 147.237.77.216|dover.idf .i| |Miltiple Untraceabl e SSL Sessions from 80.246. 136. 198 ((pen Mde) None 1
66.249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 146 Bl ock 1
192, 243.55. 129 [Lhited Sates [147.237.72.166|aka.idf.il Distributed Uhauthori zed URL Access on waw aka. i df . i/ gi yus/ kadat z B ock 1
68.180.229. 116 |Lhited Sates |147.237.76.31 [nakchal . i df.i|Paraneter Type Mol ati on PageNumin wwu nakhal . i df.il/1111-he/ nakhal . aspx |B ock 1
80. 246. 136. 198 |l srael 147.237.77.216|dover. i df .i| |SSL Wntraceabl e Connection - Cpen Mde None 1
66.249. 78. 146 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/val tani mai n/ sel ect usert ype. asp B ock 1
192.243.55.129 |Uhited Sates |147.237.72.166 aka. i df . i muiﬂi”. §$d| Tﬁigﬁiﬁstp?i nf 0. asp?modul ei d=4&cat | d=227058doci d=58728 |2 O !
71.6.135.131 Lhited Sates |147.237.77.74 |lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 1
5.102.195. 68 [Israel 147.237.77.216|dover.idf .i| [PHP Attenpt B ock 1
84.108. 48.216 |[lIsrael 147.237.76. 42 |refuah.idf.il|Unauthorized LRL Access to 147.237.76. 42/ styl e/ shared/ reset . css Bl ock 1
66.249.78. 146 |lsrael 147.237.72. 166 [aka. i df . i | Unknown Paraneter reffer in wwaka. idf.il/ishurimmain None 1
192. 243.55. 132 |Lhited Sates |147.237.72. 166 [aka. i df .| Distributed Lhaut hori zed URL Access on waw aka. i df . il/giyus/ kadat z B ock 1
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