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Top Attackers

M 172.82. 180. 187
209. 15. 196. 171
[ 158. 85. 253. 245
13.93. 146. 130
M 156. 213. 12. 138
W 131. 253.25. 171
[ 131. 253.27.176
Il 180. 97. 106. 161
109. 64. 100. 29
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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action [Count |
27.76.100.9 i et nam 147.237.76. 197 e hinush.idf.il |JLM Under Attack Con_Tcp drop 2
109. 64. 100. 29 | srael 147.237.72. 156 anan.idf.il L4 Source or Dest Port Zero dr op 2
93. 158. 200. 118 Net her | ands 147.237.76. 42 refuah.idf.il B ack List drop 1
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack List drop 1
189. 26. 185. 158 Brazil 147.237.77. 243 nobi l e.idf.il JLMPurpl e Con Linit_Tcp drop 1
89.248.174. 4 Net her | ands 147.237. 76. 196 e.sviva.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Site |Sgnat ure Devi ce Action |Count

164. 132. 161. 20 Italy 147.237.76. 86 navy.idf.il |[Cl000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

209. 15. 196. 171 |147.237. 72. 166 |Canada aka.idf.il A Injection - Select From 7
158. 85. 253. 245 |147.237.72.166|lhited Sates |aka.idf.il SQ Injection - Select Fom 5
13.93.146. 130 |147.237.76.31 |Netherlands  |nakchal .idf.il ET SCAN Potential SSH Scan 1
204. 245.56. 245 |147.237.72.156|Wited Sates |aman.idf.il ET SCAN NMAP -sS wi ndow 1024 1
190. 98. 247.58 [147.237.0.33 |aiile idf.il ET SCAN NVAP -sS wi ndow 4096 1
190, 69. 231, 1 147 237 0.33  |col onbi & - ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
66. 249. 78. 45 147.237.77.226|hited Sates |wwv chamatz.aka.idf.il [ET SCAN NVAP -sA (2) 1
52.77.57. 205 147. 237. 76. 176 |S ngapor e test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
13.93.146. 130 |147.237.76.202|Netherl ands e hal ag.idf.il ET SCAN Potential SSH Scan 1
13.93.146. 130 [147.237.76. 147 |Netherl ands  |chi nuch. aka. i df . il ET SCAN Potential SSH Scan 1
201.38.68.132 |147.237.76. 200 |Rrazi eitan. aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
190. 98.247.58 |147.237.0.33 |Gile idf.il ET SCAN NMAP -sS wi ndow 1024 1
186. 113. 213, 2351147 237 0.35 G0l onbi & akavs. i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
122.72.53.188 [147.237.0.17 |China mny-kosher-kravi .idf.il1 |[ET SCAN Potential SSH Scan 1
66.249. 64. 157  |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 1
13.93.146. 130 [147.237.77.216|Netherlands  |dover.idf.il ET SCAN Potential SSH Scan 1
13.93.146. 130 |147.237.76. 177 |Netherlands  |ncore.idf.il ET SCAN Potential SSH Scan 1
211.23.156. 152 [147.237.8.46 |Taiwan e. chinuch.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address ‘Attacker Gountry Target Address |Signature Message Devi ce Action |Oount
156. 213. 12. 138 Egypt 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 3
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 2
83. 149. 126. 98 Ger many 147.237.77. 216 dover.idf.il dr op SAMrul e drop 2
180. 97. 106. 161 Chi na 147.237. 76. 197 e hinush.idf.il drop SAMrul e drop 1
180. 97. 106. 161 Chi na 147.237.77. 121 e navy.idf.il drop SAMrul e drop 1
137.116. 71. 170 Lhited Sates 147.237. 76. 148 gacenter. aka. i df.i | drop drop 1
180. 97. 106. 162 Chi na 147.237. 72. 167 ishurimaka.idf.il drop SAMrul e drop 1
180. 97. 106. 162 Chi na 147.237. 77. 227 e hanaz.idf.il drop SAMrul e drop 1
180. 97. 106. 161 Chi na 147.237. 8. 46 e.chinuch.idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry ‘Target Address |Site Sgnature Action ‘Count
172.82.180. 187 |Wnited Sates 147.237.77.216|dover. i df . il Mil tipl e Unaut hori zed URL Access from 172.82. 180. 187 Bl ock 17
172.82.180. 187 |Lhited Sates  |147.237.77.216|dover.idf.i | PHP At t enpt Bl ock 6
131. 253.25. 171 |hited Sates 147.237.77.216|dover . i df . i | Dstributed Lhaut hori zed UR. Access on waww idf.il/error.htm B ock 3
131. 253.27. 176 |lhited Sates 147.237.77.216|dover. i df .i | Distributed Whaut horized LRL Access on waw idf.il/error.htm Bl ock 3
79.183.1.33 I srael 147.237.77. 216 |dover . i df . i | Distributed PHP Attenpt Bl ock 1
40.77.167.66 |lnited Sates  [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
192.243.55. 135 |Lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka.idf.il/giyus/kadat z Bl ock 1
79.183.1.33 I srael 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to ww i df.il/wp-1ogin. php Bl ock 1
172.82.180. 187 |Lhited Sates  [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df . il/index. asp Bl ock 1
66.249.76.40 |Israel 147. 237. 72. 156 |anan. i df . i | mu;:;): iz(fgilﬁ‘mpgﬁ%d?i o/ general.. aspx Bl ock 1
198.20.87.98 |lnited Sates 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
180.76.15. 141 |Cni na 147.237.76.42 [refuah.idf.il  [Jhorthorized R Aoeess 1o aspx B ock 1
66.249. 78.159 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to waw idf.il/atal 1/izkor/print_bottomasp |[B ock 1
208.115.111. 73 |Wiited Sates  |147.237.77. 216 |dover. i df . | m“it:f‘?riilffznpﬁ :;‘ii;l ;Ioecomrol o/ generi ol Bl ock 1
188. 165. 195. 55 |France 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to www i df.il/1133-19149- he/ dover Bl ock 1
71.6.167.142 |Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to 147.237.76. 147/ robot s. t xt B ock 1
192.243.55. 133 |Lhited Sates  [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to vww aka.idf.il/giyus/general Bl ock 1
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