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Top Targets   

dover.idf.il

aka.idf.il

aman.idf.il

idf.il

refuah.idf.il

e.himush.idf.il

chinuch.aka.idf.il

e.chinuch.idf.il

test.ncore.idf.il

e.hamaz.idf.il
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Top Attackers 

172.82.180.187

209.15.196.171

158.85.253.245

13.93.146.130

156.213.12.138

131.253.25.171

131.253.27.176

180.97.106.161

109.64.100.29

190.98.247.58
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Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
27.76.100.9 Vietnam 147.237.76.197 e.himush.idf.il JLM_Under_Attack_Con_Tcp drop 2

109.64.100.29 Israel 147.237.72.156 aman.idf.il L4 Source or Dest Port Zero drop 2

93.158.200.118 Netherlands 147.237.76.42 refuah.idf.il Black List drop 1

82.80.78.2 Israel 147.237.77.216 dover.idf.il Black List drop 1

189.26.185.158 Brazil 147.237.77.243 mobile.idf.il JLM_Purple_Con_Limit_Tcp drop 1

89.248.174.4 Netherlands 147.237.76.196 e.sviva.idf.il Black List drop 1
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Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count

164.132.161.20 Italy 147.237.76.86 navy.idf.il C1000146: HTTP:  AhrefBot crawler Block 1
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Top Attackers In IDS

Attacker Address Target Address
Attacker
Country

Site Signature Count

209.15.196.171 147.237.72.166 Canada aka.idf.il SQL Injection - Select From 7

158.85.253.245 147.237.72.166 United States aka.idf.il SQL Injection - Select From 5

13.93.146.130 147.237.76.31 Netherlands nakchal.idf.il ET SCAN Potential SSH Scan 1

204.245.56.245 147.237.72.156 United States aman.idf.il ET SCAN NMAP -sS window 1024 1

190.98.247.58 147.237.0.33 Chile idf.il ET SCAN NMAP -sS window 4096 1

190.69.231.1 147.237.0.33 Colombia idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1

66.249.78.45 147.237.77.226 United States www.chamatz.aka.idf.il ET SCAN NMAP -sA (2) 1

52.77.57.205 147.237.76.176 Singapore test.ncore.idf.il ET SCAN NMAP -sS window 1024 1

13.93.146.130 147.237.76.202 Netherlands e.halag.idf.il ET SCAN Potential SSH Scan 1

13.93.146.130 147.237.76.147 Netherlands chinuch.aka.idf.il ET SCAN Potential SSH Scan 1

201.38.68.132 147.237.76.200 Brazil eitan.aka.idf.il ET SCAN NMAP -sS window 1024 1

190.98.247.58 147.237.0.33 Chile idf.il ET SCAN NMAP -sS window 1024 1

186.113.213.235 147.237.0.35 Colombia akaws.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1

122.72.53.188 147.237.0.17 China m.my-kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

66.249.64.157 147.237.77.74 United States law.idf.il ET SCAN NMAP -sA (2) 1

13.93.146.130 147.237.77.216 Netherlands dover.idf.il ET SCAN Potential SSH Scan 1

13.93.146.130 147.237.76.177 Netherlands ncore.idf.il ET SCAN Potential SSH Scan 1

211.23.156.152 147.237.8.46 Taiwan e.chinuch.idf.il ET SCAN Potential SSH Scan 1
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Top Attackers In FW

Attacker Address Attacker Country Target Address Site Signature Message Device Action Count

156.213.12.138 Egypt 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 3

212.143.142.56 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 2

83.149.126.98 Germany 147.237.77.216 dover.idf.il drop SAM rule drop 2

180.97.106.161 China 147.237.76.197 e.himush.idf.il drop SAM rule drop 1

180.97.106.161 China 147.237.77.121 e.navy.idf.il drop SAM rule drop 1

137.116.71.170 United States 147.237.76.148 gqcenter.aka.idf.il drop drop 1

180.97.106.162 China 147.237.72.167 ishurim.aka.idf.il drop SAM rule drop 1

180.97.106.162 China 147.237.77.227 e.hamaz.idf.il drop SAM rule drop 1

180.97.106.161 China 147.237.8.46 e.chinuch.idf.il drop SAM rule drop 1
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Top Attackers In WAF
Attacker
Address

Attacker
Country

Target Address Site Signature
Device
Action

Count

172.82.180.187 United States 147.237.77.216 dover.idf.il Multiple Unauthorized URL Access from 172.82.180.187 Block 17

172.82.180.187 United States 147.237.77.216 dover.idf.il PHP Attempt Block 6

131.253.25.171 United States 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 3

131.253.27.176 United States 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 3

79.183.1.33 Israel 147.237.77.216 dover.idf.il Distributed PHP Attempt Block 1

40.77.167.66 United States 147.237.77.233 atal.idf.il Unauthorized URL Access to 147.237.77.233/robots.txt Block 1

192.243.55.135 United States 147.237.72.166 aka.idf.il Unauthorized URL Access to www.aka.idf.il/giyus/kadatz Block 1

79.183.1.33 Israel 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/wp-login.php Block 1

172.82.180.187 United States 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/index.asp Block 1

66.249.76.40 Israel 147.237.72.156 aman.idf.il
Unauthorized URL Access to
www.aman.idf.il/mobile/modiin/general.aspx

Block 1

198.20.87.98 United States 147.237.76.42 refuah.idf.il Unauthorized URL Access to 147.237.76.42/robots.txt Block 1

180.76.15.141 China 147.237.76.42 refuah.idf.il
Unauthorized URL Access to
147.237.76.42/994-8913-he/refuah.aspx

Block 1

66.249.78.159 Israel 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/atal1/izkor/print_bottom.asp Block 1

208.115.111.73 United States 147.237.77.216 dover.idf.il
Unauthorized URL Access to
www.idf.il/templates/templatecontrols/generic/

Block 1

188.165.195.55 France 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/1133-19149-he/dover Block 1

71.6.167.142 United States 147.237.76.147 chinuch.aka.idf.ilUnauthorized URL Access to 147.237.76.147/robots.txt Block 1

192.243.55.133 United States 147.237.72.166 aka.idf.il Unauthorized URL Access to www.aka.idf.il/giyus/general Block 1
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