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|Top Attackers | n DDoS- Def ence |

Attacker Address

\Attacker Country Target Address Signature Device Action Count
123. 59. 59. 52 Chi na 147.237. 76. 200 eitan. aka.idf.il bl ock-sp-trafl forward 2
82.80.78. 2 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
93. 158. 200. 118 Net her | ands 147.237. 76. 197 e. hinush.idf.il B ack List drop 1
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|Top Attackers In IPS|

At t acker

At t acker

Country

’Tar get Address

Site ’Sgnature

121. 40. 25. 174 |Chi na 147.237.77.74 [lawidf.i| [5670: HITP. SQ Injection (SELECT) Bl ock 6
216. 58. 230. 159 |Lhited Sates 147.237.77.233|atal . i df.il[5670: HITP. SQ Injection (SELECT) Bl ock 4
51.255.65.33 |France 147.237.76.86 |navy. i df.i[|C1000146: HITP. AhrefBot craw er Bl ock 1
82.185.179.152 [Itay 147.237.77. 216 |dover . i df . i|13375: HTTP: Joom a Conponent JCE BOT for JCE B ock 1
82.185.179. 152 |italy 147.237.77. 216 |dover . i df . i \Zﬁfﬂ?;:abi'”t"y Jooma Inage Minager ol der Renane Security Bypass Bl ock 1
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|Top Attackers In |D|

A tacker

Target Address ountry Signature
121.40. 25. 174 |147.237.77.74 |China lawidf.il SQ Injection - Select From 8
58. 218. 204. 245 |147. 237.76. 38 |Chi na e.eneitav.idf.il ET SCAN Potential SSH Scan 1
91.201.236.50 [147.237.0.34 |Wkraine tikshuv. idf.il ET SCAN NVAP -sS w ndow 2048 1
201.38.68. 132 |147.237.76.199 | azil e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
91 187 106. 101 |147. 237 76.30 |Abari a Hmshi df i ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
180. 97. 75. 130 |147.237.0.33 |China idf.il ET SCAN NMAP -sS wi ndow 1024 1
66.249.76.51 |147.237.77.170|lhited Sates |maarachot.idf.il ET SCAN NVAP -sA (2) 1
151.11.201.3  [147.237.77.178]Italy e.matpash.idf.il ET SCAN NVAP -sS wi ndow 4096 1
64.125. 239. 136 |147.237.76.86 |[Lhited Sates |navy.idf.il ET SCAN Potential SSH Scan 1
64.125. 239. 100 [147.237.8.28 |lhited Sates |e. nobile-ks.idf.il ET SCAN Potential SSH Scan 1
113.108. 10. 31 |147.237.76. 34 |China yohal an.idf.il ET SCAN Potential SSH Scan 1
64.125.239.34 |147.237.77.226|hited Sates |wwuchanmatz. aka.idf.il [ET SCAN Potential SSH Scan 1
113.108. 10. 31 |147.237.76.31 |China nakchal . i df il ET SCAN Potential SSH Scan 1
64.125.239.2 [147.237.76.201|Wnited Sates [e.atal.idf.il ET SCAN Potential SSH Scan 1
94.102. 48. 195 |147.237.8.28 |Netherlands e nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 100. 214. 202 [147. 237. 76. 176 |Austral i a test.ncore.idf.il ET SCAN NMAP -sS wi ndow 3072 1
93. 158. 215. 183 [147.237.0.19 |Netherl ands nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
216. 58. 230. 159 [147.237. 77. 233 |Whited Sates [atal .idf.il SQ Injection - Select From 1
91.201.236.50 |147.237.0.34 [Wkraine tikshuv.idf.il ET SCAN NVAP -f -sS 1
187 66.64.45 |147 237 76.31 |mrasi| nekehal idh il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
74.109. 243. 114 |147.237.77. 216 |Uhited Sates [dover.idf.il ET SCAN NVAP -sA (2) 1
180. 97.75.130 [147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
64. 125. 239. 189 [147. 237. 72. 167 |United Sates |ishurimaka.idf.il ET SCAN Potential SSH Scan 1
151.11.201.3 |147.237.77.178|Itay e.matpash.idf.il ET SCAN NVAP -sS w ndow 3072 1
64.125.239. 122 |147.237.8.50 |lhited Sates |e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
113.108. 10. 31 |147. 237. 76. 147 |Chi na chi nuch. aka. i df .i1 ET SCAN Potential SSH Scan 1
64.125.239.51 |147.237.77.243|lhited Sates |nobile.idf.il ET SCAN Potential SSH Scan 1
113.108. 10. 31 |147.237.76.34 |China yohal an. i df .i| ET SCAN NMAP -sS wi ndow 1024 1
64.125. 239. 24 [147.237.77.216|lnited Sates |dover.idf.il ET SCAN Potential SSH Scan 1
113.108. 10. 31 |147.237.0.200 |China . i df il ET SCAN Potential VNC Scan 5900- 5920 1
59. 100. 214. 202 |147. 237.76. 176 |Austral i a test.ncore.idf.il ET SCAN NVAP -sS w ndow 4096 1
93. 158. 215. 183 [147.237.0.34 |Netherl ands tikshuv. idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Oount
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 5
85.118. 68. 65 Bul garia 147.237.72. 166 aka.idf.il dr op Frst packet isn't SWN drop 4
110. 142.49. 21 Australia 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 2
180. 97. 106. 162 Chi na 147.237.76. 38 eeneitav.idf.il drop SAMrul e drop 1
180. 97. 106. 161 Chi na 147.237.77.176 nat pash. i df .i | dr op SAMrul e drop 1
180. 97. 106. 162 Chi na 147.237.76. 177 ncore.idf.il dr op SAMrul e drop 1
180. 97. 106. 161 Chi na 147.237.77. 179 e.nazi.idf.il drop SAMrul e drop 1
180. 97. 106. 162 Chi na 147.237.77. 226 waw chanat z. aka. i df . i | dr op SAMrul e drop 1
180. 97. 106. 162 Chi na 147.237.72. 217 eidf.il dr op SAMrul e drop 1
180. 97. 106. 37 Chi na 147.237. 0. 200 nu.idf.il dr op drop 1
180. 97. 106. 162 Chi na 147.237.76. 30 hi nush. i df.il dr op SAMrul e drop 1
180. 97. 106. 161 Chi na 147.237. 76. 86 navy.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry ‘Target Address |Site Sgnature Acti on ‘Count
79.177.111.65 |Israel 147.237.77.243|nobi | e. i df . i | Mil ti pl e Unaut horized URL Access from79.177.111. 65 B ock 8
84.229.7.101 |[lIsrael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 5
131. 253. 25. 132 |Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on waww i df.il/error. htm B ock 3
131. 253. 27. 167 |Whited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error. htm Bl ock 3
66.102.6.191 |Uited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error. htm Bl ock 3
. . . Unaut hori zed URL Access to
79.177.111. 65 |Israel 147.237.77.243|nobi l e.i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 3
66.102.6.131 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 2
. . Unaut hori zed URL Access to
109. 64. 36. 100 |l srael 147.237.72. 166 [aka. i df . i | wiw aka, i f i |/ i 1V gi yus/ waw navy. i df i | Bl ock 2
66.249. 79 165 |Israel 147.237.77.233|atal i df.il Unaut hori zed URL Access to v atal . idf.il/1464- he/ NADIDON TAN B ock 1
aspx. NP'00ANI
192, 243. 55, 134 |Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed LRL Access to ww i df.il/894-he B ock 1
79.180.16.20 |[lIsrael 147.237.76.42 |refuah.idf.il PHP Attenpt B ock 1
32.212.12.79 |Uited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed Met hod PCST for 147.237.76. 42/ Bl ock 1
219.74.38.212 |9 ngapore 147.237.77. 216 |dover.i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
66.249.79. 169 |l srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77. 233/ 1402- he/ at al . aspx B ock 1
) ] . Unaut hori zed URL Access to
192.243.55.135 |hited Sates |147.237.72.166 (aka. i df .11 v aka, i df . i 1/ chi nuch/ ki al i/ def aul t . asp2cat | d=42817&doci d=46667 | O !
79.180.16.20 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to waw refua. atal .idf.il/wp-1ogin. php B ock 1
. ww. chamat z. aka. i df )
71. 6. 165. 200 Lhited Sates |147.237.77.226 i Unaut hori zed URL Access to 147.237.77.226/ robot s. t xt B ock 1
. . . Unaut hori zed URL Access to
192. 243.55. 135 |Lhited Sates |147.237.77.233|atal .idf.il atal i cf.il/tenpl at s/ shar ed user cont rol s/ header upper/ Bl ock 1
. . Unhaut hori zed Met hod HEAD for
136. 243. 16. 208 |Ger nany 147.237.72. 166 [aka. i df . i | voww aka, i f .1/ t es/ hone/ def aul t . asp Bl ock 1
. . . Unaut hori zed URL Access to
192. 243.55. 138 |Lhited Sates [147.237.77.216|dover.idf.il Wi i df i |/ shar edl user cont r ol s/ header upper / Bl ock 1
66. 249, 64. 157 |Israel 147.237.77.74 |lawidf . il Illegal Paraneter Encoding searchiext in None 1
waw | aw i df . i |/ 275- hel pat zar . aspx
136. 243. 16. 208 |Ger nany 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
203. 127. 96. 215 |9 ngapore 147.237.77. 216 |dover . i df .i | Dstributed Waut hori zed URL Access on waw i df.il/error. htm B ock
109. 67.177.75 |l srael 147.237.72. 156 |anan. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None
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