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|Top Attackers | n DDoS- Def ence |

Attacker Address

Target Address

Signature

Device Action

Count

|Attacker Country

154. 16. 199. 174 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il B ack List drop 1
93. 158. 200. 96 Net her | ands 147.237.76. 199 e. nakchal .idf.il B ack List drop 1
93. 158. 200. 118 Net her | ands 147.237.76. 199 e.nakchal .idf.il B ack List dr op 1
93. 158. 200. 132 Net her | ands 147.237.76.199 e.nakchal .idf.il B ack List drop 1
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|Top Attackers In IPS|
Target Address |Site |Sgna1ure Devi ce Action |Count
Per mt 2

Attacker Address |Attacker Qountry

88. 198. 16. 153 Ger many 147.237.77. 216 dover.idf.il |C1000074: HITP. najestic bot
198. 20. 69. 74 Lhited Sates 147. 237. 76. 201 e.atal.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
216. 58. 230. 159 Lhited Sates 147.237.77. 233 atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

216.58.230. 159 |147.237.77.233|lhited Sates |atal .idf.il A Injection - Select From 4
109. 235. 254. 181|147. 237. 76. 198 |Tur key e.yohal an.idf.il ET SCAN NMAP -sS wi ndow 4096 1
190. 196. 178. 78 |147.237.72. 166 |Chil e aka.idf.il ET SCAN NVAP -sS w ndow 4096 1
91. 201. 236. 158 [147.237.76.31 |Wkraine nakchal .idf.il ET SCAN NMAP -sS wi ndow 3072 1
190. 79. 146. 130 |147.237.76. 31 |Venezuel a nakchal .idf.il ET SCAN Behavi oral Uhusual | y fast inbound Tel et 1
Gonnections, Potential Scan or Brute Force
78.188.131. 43  [147.237. 76. 196 |Tur key e.svivaidf.il ET SCAN Behavi oral .Unusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
178. 220. 147. 151|147. 237. 76. 200 eitan aka.idf.il ET SCAN NVAP -sS wi ndow 4096 1
42.113.139.11 |147.237.0.17 [Metnam mny-kosher-kravi .idf.il BT K}AN Behavi oral .Lhusual ! y Fast inbound Tel net 1
onnections, Potential Scan or Brute Force
178. 220. 147. 151|147. 237. 76. 200 eitan. aka. idf.il ET SCAN NVAP -f -sS 1
158.255.5.113  |147.237. 77. 233 ?éjj;’}m atal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
158.255.5.113  |147.237.77. 226 gj::;”ion v chanat z. aka. i df .11 [ET SCAN NMAP -sS wi ndow 1024 1
112.196. 49. 101 |147.237.8.24 |india elifestyle idf.il ET SCAN NVAP -sS wi ndow 2048 1
112.196.49. 101 |147.237.8.24 |india elifestyle idf.il ET SCAN NVAP -f -sS 1
91.201. 236. 158 |[147.237.76.31 |lkraine nakchal .idf.il ET SCAN NMAP -sS wi ndow 4096 1
190. 196. 178. 78 |147.237.72. 166 |Chil e aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.125.184.101 |147.237.77.216|uni ted Ki ngdom|dover.idf.il Tehila - Perl LW with fake user agent 1
185.29.11.182 |147.237.77.74 |Latvia lawidf.il ET SCAN Potential SSH Scan 1
52.77.57. 205 147.237.76. 86 |9 ngapore navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
178. 220. 147. 151|147. 237. 76. 200 eitan aka.idf.il ET SCAN NMAP -sS wi ndow 2048 1
158.255.5.113  |147.237.77. 235 ?;Z:;:I”ion svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
158.255.5.113  |147.237.77. 227 23::;'}0'1 e hamaz. i df .| ET SCAN NVAP -sS wi ndow 1024 1
113.108.10. 31  |147.237.72.14 [China dover.idf.il (ol d) ET SCAN Potential VWNC Scan 5900- 5920 1
112.196. 49. 101 |147.237.8.24 |india elifestyle idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
213.57.115.28 I srael 147.237.72. 156 anan.idf.il drop First packet isn't SN drop 8
85. 130. 255. 129 | srael 147.237. 76. 147 chi nuch. aka.idf.il dr op Frst packet isn't SN drop 6
83.51.199. 31 Sai n 147.237.72. 166 aka.idf.il dr op First packet isn't SYN drop 3
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 3
180. 97. 106. 161 Chi na 147.237.72. 156 anan.idf.il dr op SAMrul e drop 1
191. 96. 249. 18 Quile 147.237.0. 35 akaws. i df.il drop drop 1
180. 97. 106. 161 Chi na 147.237.76. 201 eatal .idf.il dr op SAMrul e drop 1
191. 96. 249. 18 Qile 147.237.76. 34 yohal an.idf.il dr op drop 1
180. 97. 106. 162 Chi na 147.237.72. 14 dover.idf.il (ol d) drop SAMrul e drop 1
197.46.28. 1 Egypt 147.237.76. 86 navy.idf.il drop First packet isn't SN drop 1
176.13. 2. 244 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 1
180. 97. 106. 162 Chi na 147. 237. 76. 147 chinuch. aka.idf.il drop SAMrul e drop 1
176. 13. 245. 195 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 1
180. 97. 106. 162 Chi na 147.237.77. 170 naar achot . i df . il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Action ‘Count

96. 246. 225. 112 |lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for ww aka. i df.il/giyus/ general / B ock 2
176.119.84.59 |Wkraine 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCST for waw aka. i df . il /mai n/ gi yus B ock

66.249. 78. 146 [l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df . i|/sachar/f orns/ downl oadf ormasp |B ock

192.243.55.133 |Wited Sates |147.237.76.86 |navy.idf.il m“;:“?;' ’ S? Eripitsenmadn doc. gt/ doc._. 85 Bl ock 1
109. 67.177. 75 |l srael 147.237.72. 156 |anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None

24.4.111. 57 Lhited Sates [147.237.72.166aka.idf.il Unaut hori zed Method PCST for vww aka. i df . i|/mai n/ hone/ def aul t . aspx Bl ock

192.243.55.130 |Uhited Sates |147. 237.72. 166 [aka. i df . i | m“;grii ;ﬁdi Iﬂmﬁ‘;ﬁ;gener o . aspc7cati d=62215 B ock 1
66.249. 78. 159 |[Israel 147.237.77.216|dover.idf .i| |Unauthorized URL Access to wawidf.il/atal 1/izkor/vi ew i ngt op. asp B ock 1
217.132.232.3 |lsrael 147.237.77.216|dover.idf .i| [Uauthorized URL Access to wawidf.il/https:/wawidf.il/ Bl ock 1
124.171. 205. 81 |Australia 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCBT for www: aka. i df.il/sachar B ock 1
66. 249. 78. 102 |l srael 147.237.77.216|dover.idf . il |Unauthorized URL Access to 147.237.77.216/ 1133-19412- he/ dover. aspx |B ock 1
192.243.55. 131 |Lhited States [147.237.77.216|dover. i df .i|l [Wauthorized URL Access to wawidf.il/error.htm B ock 1
68. 180. 230. 107 [Lhited Sates |147.237.72. 166 |aka. i df .|| m“;grii jfeloi' Iﬁﬂi‘;‘f‘jiotrgl doc nur/ gener al . aspx Bl ock 1
148.251.2.180 |Ger many 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for ww aka. i df . il/brothers/skira/ defaul t.asp B ock

66.249.78. 109 |l srael 147.237.77.216|dover.idf .i| |Wauthorized URL Access to 147.237.77.216/ robots. t xt B ock 1
192.243.55.132 |United Sates  [147.237.72. 166 [aka. i df . i1 mmmsuu;:;ril jfe.o: |L/j|q;an/:C e K0 | et a1 asp2cat i d=59830&doci d=70077 Bl ock !
79.180. 135. 69 |l srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
172.56. 2. 31 Lhited Sates [147.237.76.42 |refuah.idf.il| |Wauthorized Method POST for 147.237.76. 42/ 894- hel r ef uah. aspx B ock 1
66.249.78. 123 |l srael 147.237.76.30 |hi nush. i df .| V\Ux;x;avutt:cohr.lai?. |ud} iﬁc/ctet-:‘sr’rspl ta?es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
192.243.55. 132 |Lhited States [147.237.77. 176 |mat pash. i df . i I|haut hori zed LRL Access to wun cogat . i df.il/894-ar B ock 1
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