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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Signature Device Action Count
222.222.103.114 Chi na 147.237.77. 19 lawforumidf.il Invalid TGP H ags drop 2
222.222.103.114 Chi na 147.237.77.170 naar achot . i df .i | Invalid TGP H ags drop 1
89.248.171. 2 Net her | ands 147.237.76.176 test.ncore.idf.il B ack List drop 1
185. 158. 112. 59 147.237.76. 196 e.svivaidf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




08-17-2016-01:08:22 to 08-17-2016-02:08:22

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

182. 108. 37. 254 [147.237.77. 216 |Chi na dover.idf.il LOCAL RULES - Request with the string install.phpinit 2
71.86. 124. 86 147.237.77. 121 |Uhited Sates  |e.navy.idf.il ET SCAN NVAP -f -sS 1
183. 60. 48. 25 147. 237. 76. 200 |Chi na eitan. aka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.76.86 |Chi na navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.0.35 |China akavs. i df . il ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0.15 [China kosher -kravi .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
158.255.5.113  |147. 237. 77. 233 ?ég:;;”im atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
221. 210. 200. 245|147. 237. 76. 197 |Chi na e. hinush. i df i ET SCAN Potential SSH Scan 1
113.108.10. 31  |147.237. 77. 243 |Chi na mobi | e.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
221.210. 200. 245(147. 237.0.15 |Chi na kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
71. 86. 124. 86 147.237.77. 121 |Lhited Sates e.navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
183. 60. 48. 25 147. 237.77. 216 |Chi na dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147. 237.76. 177 |Chi na ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.0. 200 |China rdu. i df il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0.33 [China idf.il ET SCAN Potential WNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.0.16 |China ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
221. 210. 200. 245|147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
158.255.5.113  |147.237.77. 226 ?;Z:;:I”ion v chanat z. aka. i df .11 [ET SCAN NMAP -sS wi ndow 1024 1
221. 210. 200. 245(147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
71. 86. 124. 86 147.237.77. 121 |Whited Sates  [e navy.idf.il ET SCAN NMAP -sS wi ndow 4096 1
191. 222. 140. 183(147. 237.8.28 |Brazil e.nobi | e-ks.idf.il ET SO Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Oount
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 4
179. 159. 165. 80 Brazil 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 4
186. 227. 38. 122 Brazil 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 2
180. 97. 106. 162 Chi na 147.237.0. 16 ny-kosher-kravi.idf.il dr op SAMrul e drop 1
180. 97. 106. 37 Chi na 147.237.76.34 yohal an. i df .| drop drop 1
180. 97. 106. 162 Chi na 147.237.0.19 nadi matal .idf.il dr op SAMrul e drop 1
66. 249. 64. 134 | srael 147.237.0. 33 idf.il dr op drop 1
180. 97. 106. 37 Chi na 147. 237. 76. 148 gacent er . aka. i df .i | drop drop 1
180. 97. 106. 162 Chi na 147.237.76. 44 e.refuah.idf.il dr op SAMrul e drop 1
176. 13. 12. 145 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SYN drop 1
180. 97. 106. 161 Chi na 147.237.0. 35 akaws.idf.il dr op SAMrul e drop 1
176. 13. 233. 82 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't SYN drop 1
180. 97. 106. 161 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
182. 108. 37. 254 |Chi na 147.237.77.216|dover.idf .i | PHP At t enpt B ock 46
182.108. 37. 254 |Chi na 147.237.77. 216 |dover.i df .i | Mil ti pl e Unhaut hori zed LRL Access from 182. 108. 37. 254 Bl ock 45
. . Uhaut hori zed URL Access to
213. 8. 204. 51 | srael 147.237.77.216|dover.i df . i | ww i cf i 1/t enpl at es/ t enpl at econt rol s/ gener o/ B ock 3
213. 8. 204. 51 I srael 147.237.77.216|dover. i df .i | Suspi ci ous Response Code B ock 2
105. 107. 145. 104|A geria 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wanidf.il/arr/ B ock 1
192.243.55.131 |Uhited Sates |147.237.72.166|aka.idf.il Mil tipl e Unaut hori zed LRL Access from 192. 243. 55, 131 B ock 1
31.168.187.59 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx |B ock 1
182. 108. 37. 254 |Chi na 147.237.77. 216 |dover.idf . il Admin Bl ocki ng B ock 1
192. 243.55. 133 |Uhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/giyus/forns B ock 1
- kosher - kravi . i df
40.77.167. 32 Lhited Sates |147.237.0. 16 niyl Uhaut hori zed URL Access to ww ny-kosher-kravi.idf.il/robots.txt |B ock 1
192.243.55. 138 |Uhited Sates |147.237.72.166|aka.idf.il Mil tipl e Unhaut horized LRL Access from 192. 243. 55, 138 B ock 1
66.249.78.159 |[lIsrael 147.237.77.216|dover.idf .i | Unaut hori zed LRL Access to wawidf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 1
217.132.232.3 |[Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/https:/wawidf.il/ B ock 1
: . . Uhaut hori zed URL Access to
192.243.55.138 |Uhited Sates |147.237.72.166 [aka. i df .11 wow aka. i df i | / mai n/ gi yus/ gener al . aspx?cat i d=585628doci d=35704 |2 %K !
: ; ; Unaut hori zed URL Access to
68.180.230. 172 [Wnited States |147.237.77.234|hal ag. 1 df.il viwu | ogi stics.atal.idf.il/tenplates/shared usercontrol s/ header upper/ B ock !
182. 108. 37. 254 |Chi na 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df .il/11m php B ock 1
192.243.55.138 |[Uhited Sates [147.237.76.200(ei tan. aka.idf.il Mil tipl e Uhaut hori zed URL Access from 192.243.55. 138 Bl ock 1
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