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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
66. 249. 78. 254 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 6549
82.80.78. 2 | srael 147.237.77.176 nat pash. i df .i | B ack List dr op 4

66. 249. 78. 252 | srael 147.237.0. 19 nadi matal .idf.il|TCP handshake violation, first packet not syn |drop 2

93. 158. 200. 96 Net her | ands 147.237.76. 34 yohal an.idf.il B ack List drop 1
89.248.171. 2 Net her | ands 147.237.76. 44 e.refuah.idf.il |Back List drop 1

89. 248. 171. 2 Net her | ands 147.237. 76. 197 e hinush.idf.il |Back List drop 1
27.105. 237. 142 Tai wan 147.237.76. 30 hi nush. i df .il B ack List drop 1
89.248.174. 4 Net her | ands 147.237. 76. 202 e halag.idf.il B ack List dr op 1

66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1

82. 80.217.70 | srael 147.237.72. 156 anan.idf.il B ack List drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker O)untry| rget Address |Site

93.174.95.36  [Netherl ands 147.237.0.17 |mny-kosher-kravi .idf.i| |20086: HITP. Mi ebl ackcat Security Scanner B ock 47
93.174.95.36  |Netherl ands 147.237.0.15 |kosher-kravi .idf.il 20086: HITP. Mii ebl ackcat Security Scanner B ock 42
93.174. 95. 36 Net her | ands 147.237.77.216 |dover.idf .il 20086: HITP. Mii ebl ackcat Security Scanner Bl ock 24
93.174.95.36  |Netherl ands 147.237.0.19 |nadimatal .idf.il 20086: HITP. Mii ebl ackcat Security Scanner B ock 13
46. 165. 197. 142 |Ger nany 147.237.77.216 |dover.idf . il C1000074: HITP. naj estic bot Per it 4
46. 165. 197. 142 |Ger many 147. 237. 76. 147 |chi nuch. aka. i df . i | C1000074: HITP. maj estic bot Permt
93.174.95.36  |Netherl ands 147.237.0.17 [mny-kosher-kravi.idf.il |20085: HTP. Mi ebl ackcat Security Scanner Initial Request |Bl ock 1
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|Top Attackers In |D|

Target Address ‘Attacker Qountry|Ste

Signature

46.120. 122. 219 [147. 237. 77. 216 |I srael dover.idf.il Xenu Link Seuth User Agent 2
93.174.95.36  [147.237.0.17 |Netherlands mny-kosher-kravi .idf.il |ET WWEB_SERVER Mui ebl ackcat scanner 1
91. 201. 236. 158 [147.237.0.34 |lkrai ne tikshuv.idf.il ET SCAN NMAP -sS wi ndow 2048 1
85.99.242. 253 |147.237.0.33 |Turkey idf.il ET SCAN Behavi oral Lh usual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
66.249. 78. 254 |147.237.72. 166 |Wited Sates aka.idf.il ET SCAN NVAP -sA (2) 1
202.65.138.2 [147.237.76.147|India chi nuch. aka. i df . i1 ET SCAN NMAP -sS wi ndow 1024 1
180. 97. 75. 130 [147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
115 77 205. 224 |147. 237 0.33 |\t et nam il ET SCAN Behavi oral Uhusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
91. 201. 236. 158 |147.237.0. 34 |Wkrai ne tikshuv.idf.il ET SCAN NMAP -sS wi ndow 3072 1
91.201. 236. 158 |147.237.0.34 |Wkrai ne tikshuv.idf.il ET SCAN NVAP -f -sS 1
85. 93. 5. 66 147.237.77.178 lEJ:ii”taeIdesNab e.nat pash. i df .| ET SCAN Potential SSH Scan 1
66.249.76.51 |147.237.77.170|W0ited States naar achot . i df . i | ET SCAN NVAP -sA (2) 1
19,159, 88.94 1147 237 0.35  |ni na akave. i df il ET SOAN Behavi or al Lhusuglly fast Termnal Server Traffic, 1
Potential Scan or Infection
185.29. 11. 182 |147.237.76.39 |Latvia nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
180. 97. 75. 130 [147. 237. 76. 197 |Chi na e hinush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address ‘Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
79.183. 65. 133 I srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 24
194. 114. 146. 227 | srael 147.237.72. 166 aka.idf.il dr op SAMrul e drop 12
173. 246. 254. 59 Lhited Sates 147.237.72. 166 aka.idf.il drop First packet isn't SYN drop 8
213.57.112.56 I srael 147.237. 72. 156 anan.idf.il drop Frst packet isn't SN drop 6
195. 239. 16. 40 Russi an Federation 147.237.77. 74 lawidf.il dr op First packet isn't SN drop 4
195. 239. 16. 53 Russi an Federation 147.237.77. 74 lawidf.il dr op First packet isn't SYN drop 4
212.143. 142. 56 I srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 2
89. 139. 188. 90 I srael 147.237. 72. 156 anan.idf.il drop Frst packet isn't SN drop 2
87.135. 246. 197 Ger many 147.237.72. 166 aka.idf.il drop First packet isn't SYN drop 2
180. 97. 106. 162 Chi na 147.237.77. 234 hal ag.idf.il dr op SAMrul e drop 1
141.212.122. 27 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
177.67.92. 12 Brazil 147.237.0. 35 akaws. i df.il drop drop 1
192. 168. 173. 102 147.237.77. 216 dover.idf.il dr op drop 1
141.212.122. 28 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
180. 97. 106. 161 Chi na 147.237.76. 31 nakchal .idf.il drop SAMrul e drop 1
109. 253. 222. 229 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 1
31. 13. 110. 107 Irel and 147.237.76. 42 refuah.idf.il dr op SAMrul e drop 1
180. 97. 106. 162 Chi na 147.237.8.14 e.orchot.idf.il drop SAMrul e drop 1
141.212.122. 17 Lhited Sates 147.237. 0. 200 mdu. i df. il dr op drop 1
176. 13. 243. 172 | srael 147.237.77. 243 nobi le.idf.il dr op Frst packet isn't SN drop 1
180. 97. 106. 162 Chi na 147.237.77.19 lawforumidf.il drop SAMrul e drop 1
141.212.122. 18 Lhited Sates 147.237. 0. 200 mdu. i df. il dr op drop 1
176. 13. 248. 24 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
2.53. 153. 230 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 263
218.87.48.206 |China 147.237.77.176 |mat pash. i df .i|l |Miltiple Wauthorized URL Access from 218.87. 48. 206 B ock 15
37.26.147.211 |[israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response CQode B ock 9
46. 19. 86. 215 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 7
218.87.48.206 |China 147.237.77. 176 |mat pash. i df .i| |Dstributed PHP Attenpt B ock 6
31.154. 81. 34 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
189.177.54.131 |Mexi co 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df.il/giyus/ general / B ock 2
46.19. 86. 41 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176.119.89. 93 |lkraine 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod PCST for v aka. i df . i |/ mai n/ hone/ def aul t. aspx B ock 2
109. 64.21. 114  |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qxde Character in URL B ock 2
46.116.32. 19 I srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qode Character in LR B ock 2
66.147.244.101 |Wnited Sates [147.237.72.166|aka.idf.il Unaut hori zed Method HEAD for waw aka. i df .i|/mai n/ giyus/ general . aspx  |B ock 1
192. 243.55.135 |Uited Sates [147.237.72.166|aka.idf.il D stributed Uaut horized LRL Access on ww aka. i df . i/ giyus/ kadat z B ock 1
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwu aka.idf.il/megurim_bl ank B ock 1
192. 243.55. 137 |Uhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to www aka.idf.il/faq. asp?cati d=38227 B ock 1
] . . Unaut hori zed URL Access to
192.243.55.131 |United Sates |147.237.76.86 |navy.idf.il wnv navy. i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper Bl ock !
176. 13. 0. 169 I srael 147.237.77. 216 |dover.i df .i | SSL Untraceabl e Connection - Qpen Mde None 1
66.249. 64.142 |lIsrael 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to navy.idf.il/edi miyonan/ enl ar ge. asp Bl ock 1
218.87.48.206 |China 147.237.77. 176 |nat pash. i df . i | Unhaut hori zed URL Access to waw cogat . i df.il/index. asp B ock 1
192.243.55. 135 |Uhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to waw aka. i df.il/ishuriniexanpcert B ock 1
37.26. 147 211 | srael 147.237.0.19 |madimatal .idf . i Par_amat er 'I_'ype_\A ol aFl on ct_l 00$Cont ent A acetbl der 1$t xt Gapt cha i n B ock 1
nadi matal .idf.il/nobil e/l ogin. aspx
] . . Uhaut hori zed URL Access to
192.243.55.129 |Uited Sates |147.237.76.86 |navy.idf.i| waw navy. i df . il/1181-he/ navy. aspx?pagenun¥2& ang=he&sort di r =asc B ock !
77.138.155. 102 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df.il/main/giyus/forns. aspx Bl ock 1
192. 243.55.138 |Uhited Sates [147.237.72.166|aka.idf.il D stributed Uaut horized LRL Access on ww aka. i df . i/ giyus/ kadat z B ock 1
2.53.27. 246 I srael 147.237.77. 216 |dover.idf .i | Unt raceabl e SSL Sessi ons: C(pen Mode None 1
] . . Unaut hori zed URL Access to
192.243.55.132 |Uhited Sates |147.237.72.166 [aka. i df . i | wwv aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=59269&doci d=59488 Bl ock !
66.249. 64.182 |Israel 147.237.76.31 |nakchal .idf.il |Uauthorized LR. Access to nakhal .idf.il/page. asp B ock 1
] - . Unhaut hori zed URL Access to
192.243.55. 135 |Uited Sates |147.237.77. 234 hal ag. i df . i | wwv | ogistics. atal.idf.il/tenpl ates/ shared/ usercontrol s/ header upper Bl ock !
37.26.149.178 |Israel 147.237.72. 166 |aka. i df . i | SSL ULhtraceabl e Connection - Qpen Mde None 1
192.243.55.130 |Uhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to ww aka. i df . i/ giyus/ kadat z B ock 1
] . . Unaut hori zed URL Access to
192.243.55.138 |Uhited Sates |147.237.77.233atal . i df .il vy at al . i df.i1/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
] - . Uhaut hori zed URL Access to
192.243.55.133 [lhited Sates [147.237.77.234|hal ag.idf.il ww | ogi st cs. atal i df i1/t enpl at es/ shar ed user cont rol s/ header Upper/ Bl ock 1
. . . . |Whaut hori zed URL Access to
180.76.15.136 [China 147.237.76. 200 ei tan. aka. idf . il 2 o i) It enpl at es/ shar ed/ user cont r ol s/ header upper B ock 1
66. 249. 78. 69 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip_storagel/files/6/ nopwl3 B ock
192.243.55.136 |Uhited Sates |147.237.72.166|aka.idf.il Unknown Paraneter docid in v aka.idf.il/kanar/klali/default.asp None
37.142.238.47 |lsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock 1
] . - Uhaut hori zed URL Access to
192.243.55.130 |Uhited Sates |147.237.72.166|aka. i df . il waw aka. i df . i1/ mai n/ gi yus/ general . aspx?cat i d=59331&doci d=64447 Bl ock !
141. 226. 162. 183I srael 147.237.72. 166 |aka. i df . i | Wnknoun Paranet er ctl 003ct | 00ScphMi n$cphSachar $tfasi n®i gnAll in None 1
wwy aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
46.116. 38. 30 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
] . . - Unhaut hori zed URL Access to
192.243.55.134 |United States |147.237.0.34 |tikshuv.idf. il [ 50 " ) ahar edl user cont rol s/ header upper B ock 1
. . D stributed Unaut horized Method for Known URL on
186. 90. 233. 26 \enezuel a 147.237.72.166 |aka. i df . i | wiw aka. i df . i | / mai n/ home/ def aul t . aspx B ock 1
. . . Unhaut hori zed URL Access to
66.249.78.130 I srael 147.237.76.30 |hi nush. i df . il vwwu tech. atal .idf.il/tenpl ates/ shared/ user cont rol s/ navnenu/ Bl ock !
192. 243.55. 137 |Uited Sates [147.237.72.166|aka.idf.il D stributed Waut horized LRL Access on ww aka. i df . i|/giyus/ kadat z B ock 1
46.19. 85. 77 I srael 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to www i df . il/1256- he/ ref uah. aspx B ock
192.243.55.131 |Uhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to waw aka.idf.il/tiznoret/gallery Bl ock
172.56.17. 124 |wited Sates |147.237.72. 166 |aka. i df .i | D stributed Unauthorized Method for Known URL on B ock 1

wan aka. i df . i | /i shuri mi nai n/
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