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08-16-2016-23:04:01 to 08-17-2016-00:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  [Count |
141. 255. 156. 186 Net her | ands 147.237.77. 216 dover.idf.il TAP Scan (vertical) drop 2340
82.80.78. 2 | srael 147.237.77. 216 dover.idf.il B ack List dr op 2

149. 202. 223. 177 France 147.237.76. 34 yohal an.idf.il B ack List drop 1

93. 158. 200. 118 Net her | ands 147.237. 76. 147 chi nuch. aka.idf.il B ack List drop 1
89.248.171. 2 Net her | ands 147.237.76. 31 nakchal .idf.il B ack List drop 1

123. 59. 59. 52 Chi na 147.237.77. 233 atal.idf.il bl ock-sp-trafl forward 1
89.248.174. 4 Net her | ands 147.237.76. 199 e. nakchal .idf.il B ack List drop 1
82.80.78. 2 | srael 147.237.77. 176 nat pash. i df i | B ack List dr op 1

93. 158. 200. 97 Net her | ands 147.237.76. 199 e. nakchal .idf.il B ack List drop 1




08-16-2016-23:04:01 to 08-17-2016-00:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
178.63.86. 11 Ger many 147.237.77.216  |dover.idf.i| |CL000074: HITP. najestic bot Per mit 17
69.30.198. 178 Lhited Sates 147.237.77.216  |dover.idf.il |Cl000074: HTTP. najestic bot Per nit 2
79.182. 130. 132 | srael 147.237.72. 156 anan.idf.il |13840: TLS QpenSSL Heartbeat Packet Bl ock 1
93.174. 95. 106 Net her | ands 147.237.72.166  |aka.idf.il 13840: TLS QpenSSL Heartbeat Packet B ock 1
141. 255. 156. 186  [Netherl ands 147.237.77.216  |dover.idf.il |42122 HITP. PP Fle Incl ude Vil nerability B ock 1
178.17.174.99 Ml dova, Republic of 147.237.77. 216 dover.idf.il |24910: HITP. Python urllib User-Agent Header Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46.120.122.219 |147.237.77. 216 (I srael dover.idf.il Xenu Link Seuth User Agent 3
193 241 251 40 |147. 237, 76. 42 |Tai van refuehide | ET SOAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
113.108.10. 31 |147.237.77.61 |China e.cogat.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
112.196. 49. 101 |147.237.77.226|Indi a wanv chanat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 4096 1
112.196. 49. 101 |147.237.77.226|Indi a waw chanat z. aka. i df . i | [ET SCAN NVAP -f -sS 1
94.102.48.195 [147.237. 76. 200 [Net her | ands eitan aka. idf.il ET SCAN NMAP -sS wi ndow 1024 1
93.158. 215. 183 [147. 237. 77. 234 |Net her | ands hal ag.i df.il ET SCAN NMAP -sS wi ndow 1024 1
82 91 20. 184 147.237.0. 200 |1taly AL il ET SI)AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
204. 245.56. 245 |147.237.8.46 |[Whited Sates |e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 218. 204. 245 |[147.237.76.86 [China navy. i df.il ET SCAN Potential SSH Scan 1
141. 255. 156. 186|147. 237. 77. 216 |Net her | ands dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
58.218.204. 245 [147.237.0.35 |China akavs. i df .i | ET SCAN Potential SSH Scan 1
113199, 6.58  |147. 237 76, 177|K0rea Republic | o ET SOAN Behavi oral Usual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
46.120.122. 219 |147.237. 72. 166 I srael aka.idf.il Xenu Link Seuth User Agent 1
113.108.10. 31 |147.237.72.14 |China dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
112. 196. 49. 101 |147.237.77.226|India waw chanat z. aka. i df . i | [ET SCAN NVAP -sS w ndow 2048 1
94.102.48.195 |[147.237.77.19 [Netherlands lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.195 [147.237. 76. 197 [Net her | ands e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93. 158. 215. 183 [147.237. 77. 227 [Net her | ands e. hanaz. i df .il ET SCAN NMVAP -sS wi ndow 1024 1
80. 246. 130. 208 |147.237.77. 233 |I srael atal .idf.il ET D5 Large armount of TCP ZeroWndow - Possible Niller2 1
DDos attack
177 141 293 124|147 237 8 46 |Erasil o chinuchidf i1 ET SOAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
58. 218. 204. 245 |[147.237.76. 42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Count
79.181.17.48 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 11
155. 55. 50. 24 Nor way 147.237.77.176 mat pash. i df .i | drop Frst packet isn't drop 9
12.11.109. 225 Lhited Sates 147.237.72. 166 aka.idf.il dr op First packet isn't drop 6
109. 253. 147. 197 | srael 147.237. 72. 167 ishurimaka.idf.il dr op First packet isn't drop 5
155. 55. 50. 24 Nor way 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
141. 255. 156. 186 Net her | ands 147.237.77.216 dover.idf.il dr op First packet isn't drop 4
79.183. 14. 83 | srael 147.237.77. 243 nobi [ e.idf.il dr op First packet isn't drop 2
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
175.44.13. 4 Chi na 147.237.77.216 dover.idf.il dr op SAMrul e drop 2
141.212.122. 27 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
141.212.122. 28 Lhited Sates 147.237.0. 35 akaws. i df .il dr op drop 1
66. 249. 64. 134 | srael 147.237.0. 33 idf.il dr op drop 1
141.212.122. 29 Lhited Sates 147.237.0. 35 akaws.idf.il dr op drop 1
74. 88. 66. 25 Lhited Sates 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
176. 13. 6. 209 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
109. 253. 207. 191 | srael 147.237. 72. 166 aka.idf.il dr op First packet isn't drop 1
79.177. 223. 69 | srael 147.237. 72. 156 anan.idf.il dr op First packet isn't drop 1
195. 138. 201. 60 Soveni a 147.237. 72. 156 anan. i df.il dr op First packet isn't drop 1
141.212.122. 26 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
5.102. 242. 137 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
202. 28.10. 20 Thai | and 147.237.77.74 lawidf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.147.140 |lsrael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 110
2.53.12. 204 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 107
79.176.28.164 |[Israel 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL Bl ock 7
109. 65. 54. 35 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 6
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 66. 249. 78. 146 Bl ock 3
176. 13. 20. 12 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
2.53.52.72 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
79.178.186.82 |[Israel 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code Bl ock 2
24.24.221.165 |Lhited Sates  |147.237.72.166|aka. i df . il Lhaut hori zed Method POST for waw aka. i df.il/ishurimmain/ B ock 2
66.249.81.215 |[lIsrael 147.237.77.216|dover.i df . il D stributed Unaut horized LRL Access on www idf.il/error. htm B ock 2
46.19. 86. 41 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
109. 253. 130. 105]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
77.139.146.60 |France 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Gde Character in LRL B ock 2
46.121.136.43 |Israel 147.237.77.216|dover.idf . il Dstributed PHP Attenpt Bl ock 1
123.126.68.113 |china 147.237.72.166 |aka. i df . i | %ﬁgﬁﬂfﬁfﬁﬁf& - Protocol vidlation None 1
2.55.131. 190 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
84.108.84.131 [Israel 147.237.77.216|dover.idf .l Distributed PHP Attenpt Bl ock 1
66.249.81.212 |[Israel 147.237.77.216|dover.idf . il D stributed Unhaut hori zed LRL Access on wawn idf.il/error. htm Bl ock 1
46.121.136.43 |[Israel 147.237.77.216|dover. i df . il Distributed Waut hori zed UR. Access on v i df . il/wp-1ogin. php Bl ock 1
157.55.39.190 |uhited Sates  |147.237.72. 166 |aka. i df . i | Unknown Paraneter catid in aka. idf.il/main/snalinismalimaspx None 1
66.249.78.146 I srael 147.237.72. 166 |aka. i df . i | mu;gr: (jfedl |Lﬁ‘afﬁ;e/isortrfsl down oad o m asp Bl ock 1
84.108.84.131 |[Israel 147.237.77.216|dover.idf . il Dstributed Waut horized URL Access on wa i df.il/wp-Iogin. php Bl ock

66.249. 64. 136 |l srael 147.237.76.86 |navy.idf.il Ml tiple Unhaut horized URL Access from 66. 249. 64. 136 B ock 1
176.13.18.230 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
79.181.161.93 [Israel 147.237.77.233atal . i df .i oo o hori zed W ,A§§S§S on B ock 1
66.249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter docld in ww aka.idf.il/chinuch/klali/ None 1
66.249.81.218 |[lIsrael 147.237.77.216|dover.i df . il Distributed Wauthorized URL Access on wawidf.il/error. htm B ock
66.249.76.42  |Israel 147.237. 72. 156 [anan. i df . i | m”m_iizdefiﬁ‘apﬁffzzpf; e associ ation Bl ock 1
80. 246.130.49 |lIsrael 147.237.77. 216 |dover.i df . il Unaut hori zed LRL Access to waw idf.il/error. htm B ock 1
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | Uhknown Paraneter docld i n vww aka. i df.il/sites/skira/default.asp None 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
83.215.180. 139 |Austria 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to vwwvidf.il/atal 1/izkor/viewingtop.asp [B ock 1
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