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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
204. 93. 154. 215 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 191

109. 64. 50. 117 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
82.80.78.2 | srael 147.237.77.176 nat pash. i df.il |B ack List drop 3
82.80.78.2 | srael 147.237.72. 166 aka.idf.il B ack List drop 2
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|Top Attackers In IPS|

Attacker Address tacker QGountry |Target Address |Site |Sgnature Devi ce Action |Oount |
178.63.86. 11 Ger many 147.237.76.200 |eitan.aka.idf.il CL000074: HTTP. maj estic bot Per mit 71
178. 63. 86. 11 Ger many 147.237.76. 147 |chi nuch. aka. i df.il |CL000074: HTTP. najestic bot Per nit 31
178.63.86. 11 Ger many 147. 237. 76. 86 navy.idf.il C1000074: HTTP. maj estic bot Per it 6
123.126.68.113  |Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der Per nit 4
178. 63. 86. 11 Ger many 147.237.77.176 |mat pash. i df.il C1000074: HTTP. naj estic bot Per nit 1
178. 63. 86. 11 Ger many 147.237.0. 34 tikshuv.idf.il C1000074: HTTP. maj estic bot Per nirt 1
178.63.86. 11 Ger many 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count ‘
113. 108. 10. 31 147.237.77. 74 Chi na lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
79. 181. 226. 34 147.237.76.86  [Israel navy. i df .il ET SCAN NVAP -sA (2) 1
61. 240. 144. 65 147.237.77.176 |China nat pash. i df .i | ET SCAN Potential WNC Scan 5800- 5820 1
61. 240. 144. 65 147.237.76.196 |Chi na e svivaidf.il ET SCAN Potential WNC Scan 5800- 5820 1
5. 255. 90. 133 147.237.77.216 |Netherlands dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
222.186.34.73 147.237.76.202 |thina e halag.idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237.77.121 |Netherl ands e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
222.186.34.73 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
220.231.195.122 |147.237.77.61 Chi na e.cogat.idf.il ET SCAN NVAP -sS wi ndow 4096 1
113. 108. 10. 31 147.237.77.179 |China e nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 246. 136. 46 147.237.0.19 I srael nadi matal .idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 1
61. 240. 144. 65 147.237.77.235 |China svivaidf.il ET SCAN Potential VWNC Scan 5800- 5820 1
61. 240. 144. 65 147.237.76.201 |China e.atal.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
5. 255. 90. 133 147.237.77.233 |Netherl ands atal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
5. 255. 90. 133 147.237.77.178 |Netherl ands e.matpash.idf.il |ET SCAN NVAP -sS w ndow 1024 1
222.186.34.73 147.237.76.199 |Chi na e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
222.186.34.73 147.237.0.19 Chi na nadi matal .idf.il |ET SCAN Potential SSH Scan 1
220.231.195.122 |147.237.77.61 Chi na e.cogat.idf.il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Count
93. 137. 165. 162 Coatia 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 25
12.11.109. 225 Lhited Sates 147.237.72. 166 aka.idf.il dr op First packet isn't drop 21
84.108. 251. 200 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 10
77.138.43.171 France 147.237.77.216 dover.idf.il dr op First packet isn't drop 6
2.53.46.114 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 5
88. 202. 218. 230 Uni ted Ki ngdom 147.237.76. 86 navy.idf.il dr op SAMrul e drop 4
81.218.44.21 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 4
109. 253. 195. 105 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
212. 143.142.56 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 4
162. 210. 196. 97 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 4
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
5.9.142. 226 Ger many 147. 237.76. 42 refuah.idf.il dr op SAMrul e drop 2
212. 150. 252. 99 | srael 147.237.72. 156 anan. i df.il dr op First packet isn't drop 2
41. 33. 231. 86 Egypt 147.237.77.216 dover.idf.il drop First packet isn't drop 2
162. 210. 196. 97 Lhited Sates 147.237.77.216 dover.idf.il dr op SAMrul e drop 2
79. 180. 233. 67 | srael 147.237. 72. 167 ishurimaka.idf.il dr op First packet isn't drop 2
5.9.142. 226 Ger nmany 147.237.77. 176 nat pash. i df . i | drop SAMrule drop 2
79.182.103. 132 | srael 147.237. 72. 156 anan. i df.il dr op First packet isn't drop 2
5.9.142. 226 Ger many 147.237.77. 216 dover.idf.il dr op SAMrul e drop 2
109. 64. 50. 117 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
185. 27. 106. 237 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 2
5.9.142. 226 Ger many 147.237.77.233 atal .idf.il dr op SAMrul e drop 2
2.55.7.30 | srael 147.237.76. 86 navy.idf.il dr op First packet isn't drop 2
216.243.31.2 Lhited Sates 147.237.76.34 yohal an.idf.il dr op drop 1
66. 249. 81. 233 | srael 147.237.77. 176 nat pash. i df . i | dr op First packet isn't drop 1
176. 13. 243. 220 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
69. 63. 188. 218 Lhited Sates 147.237.77.216 dover.idf.il dr op First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
80.246. 136.46 |l srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 207
46. 19. 86. 238 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 38
185. 32. 179. 206 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 13
80.246.139.81 |lsrael 147.237.0.19 |madimatal .idf.il{Dstributed Suspicious Response Code B ock 12
176.13.12.219 |[Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock 5
79.177.233.240 |[israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 79. 177. 233. 240 Bl ock 4
77.139.39.112  |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for waw aka. i df . il/nai n/drushin B ock 4
109. 253. 203. 160|1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 85. 30 I srael 147.237.77.243|nobi [ e.i df . i | Dstributed Suspicious Response Code Bl ock 3
85.64.224.126 |Israel 147.237.77. 216 |dover . i df . i | Distributed Lhauthorized UR. Access on waw idf.il/error.htm B ock 3
46.19. 86. 101 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 3
2.53.142. 135 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
109. 253. 195. 81 |l srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Bite Gode Character in LRL B ock 3
181.174.74.20 |Quatenal a 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for waw aka. i df . i1/ giyus/ general / B ock 2
46.19. 86. 89 I srael 147.237.77.243|nobi [ e.i df . il Dstributed Suspicious Response Code Bl ock 2
132.75.162. 140 |Israel 147.237.77. 170 |maar achot . i df . i | |Wnhaut horized URL Access to maarachot.idf.il/pdf/files/2/113692. pdf B ock 2
66.249. 64. 136 |l srael 147.237.76.86 |navy.idf.il Unaut hori zed LRL Access to navy.idf.il/giyus/forunasp/ showforumasp |B ock 2
77.139.69.120 |France 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
79.176.28.164 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LRL B ock 2
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 66.249. 78. 146 B ock 2
66.249.79.135 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i m“f:ﬁf’;;gﬁdat?‘l chﬁslst etn(;al at o5/ nevs! nous, asp Bl ock 1
66.102.9. 85 Lhited Sates |147.237.72.166aka.idf.il Unaut hori zed Met hod PCST for v aka.idf.il/main/hone/ defaul t.aspx |B ock 1
85.64.162.85  Israel 147.237.77.233|atal . i df . i | o S hov zed R _A;:;:;fs on Bl ock 1
66.249.78. 159 |l srael 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 66. 249. 78. 159 B ock 1
107.184.252. 32 |lnited Sates |147.237.72.166|aka.idf .il Unaut hori zed Method PCST for wwy aka. i df.il/ishurind main/ B ock 1
79.177.233.240 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip storage/files/4/ Bl ock 1
68.180.228.185 |lhited Sates |[147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin v i df.il/1153- he/ dover. aspx B ock 1
46.19.85.53  |[israel 147.237.77.233atal . i df .i | ot ed Mawhor! zed W .A;:;:;fs on B ock 1
Unaut hori zed URL Access to
66.249.78.204 |[Israel 147.237.77. 176 |mat pash. i df . i | waw cogat . i df . i |/ usef ul i nformat i on/ i dkoni i pages/ nasai yot 31032011. as [Bl ock 1
px
109. 65.170.93 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shared/ r eset . css B ock 1
79.181.103.49 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
2.53.131. 164 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 1
71. 6. 165. 200 Lhited Sates |147.237.77.176 |nat paSh idf.il Unaut hori zed URL Access to 147.237.77.176/ robot s. t xt B ock 1
141. 226. 144. 82 |l srael 147.237.77.216|dover.i df . il Ostributed PHP Attenpt B ock 1
66.249. 64. 147  [Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw rmag. i df . il/993/ pat zar . aspx Bl ock 1
87.68.35.51 I srael 147.237.72. 166 |[aka. i df . i | Lhaut hori zed LRL Access to waw aka. idf.il/sip_storage/files/ 7/ undefined |B ock 1
46.19. 85. 172 I srael 147.237.77.216|dover.i df . il SSL Wntraceabl e Connection - Qpen Mde None 1
77.139.201. 104 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for ww aka. i df.il/nain/gi yus/forns. aspx Bl ock 1
207. 46.13.9 Lhited Sates [147.237.72.166aka.idf.il Distributed Uhaut horized URL Access on 147.237. 72. 166/ B ock 1
66.249.78.234 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
109. 67. 191. 107 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.138.157. 248 |France 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to waw anan. idf.il/https:/ww anman.idf.il/ B ock 1
141. 226. 144. 82 |l srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
66. 249. 76. 53 I srael 147.237.77.243|nobi [ e.i df . i | Dstributed Suspicious Response Code Bl ock 1
92.241.37.159  [Jordan 147.237.77.216|dover . i df . i Unaut hori zed URL Access to waw i df . il/894- he/ dover . aspx’ B ock 1
46. 19. 85. 228 | sr ael 147.237.76.42 |refuah.idf.il Mal f or med LRL B ock 1
66.249.78.254 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/appl e-app-site-association [B ock 1
66.102.6.157  |lhited Sates |147.237.72. 166 |aka. i df .i| mu;;: rii di??l ?en;h:/dsag/ifgv\paysl i p. s Bl ock 1
12.11.109. 225 |lhited Sates |147.237.72.166|aka. i df.i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
77.138.211.97 |France 147.237.72. 166 |aka. i df . i | mu;gr: gffji l'\fé:ios gﬁz /fy(;rhash2016/ | obby. aspx Bl ock 1
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