08-16-2016-21:04:00 to 08-16-2016-22:04:00

@
1"PT SwNn [ )

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |
400+
300+
200+
Number .
a 1004
Attacks 4
0- 3 3 $ $ 5
\. . .
\&\ \& (b\é :\é N N :\b \& q}\b 6.>6 Q}.}é
K O P AR N N
SRS © & N &
O S & &
& & e &
S
Top Tar get

M dover.idf.il

M nadi matal .idf.il

W aka.idf.il

M navy.idf.il

Watal .idf.il

W refuah.idf.il

M anan.idf.il

M gocenter. aka. i df . i
e. nobi | e-ks.idf.il

M chi nuch. aka. i df .il

Nunber

(6]
At acks

Top Attackers

5. 29.135. 25
109. 65. 54. 35
I 93.172.199. 217
109. 253. 129. 94
Il 109. 253. 136. 40
W 207. 232. 21. 105
[ 77.125.0. 184
W 109. 253. 143. 114
94. 230. 86. 152
M 46. 19. 85. 87




08-16-2016-21:04:00 to 08-16-2016-22:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action

82.80.78.2 | srael 147.237. 76. 86 navy.idf.il B ack List drop 3
79.178.151. 2 | srael 147.237.72. 166 aka idf.il B ack List drop 2
93. 158. 200. 93 Net her | ands 147.237.76. 30 hi nush. i df .i | B ack List drop 1
93. 158. 200. 93 Net her | ands 147.237.76. 148 gacenter.aka. i df.il B ack List drop 1
120. 132. 50. 135 Chi na 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




08-16-2016-21:04:00 to 08-16-2016-22:04:00

|Top Attackers In |D|

Target Address

‘Attacker Qountry |Ste

Signature

93. 158. 215. 183 [147.237.8.28 [Netherl ands e.nobi | e-ks. i df.il ET SCAN NVAP -sS wi ndow 1024 1
91. 224. 160. 106 |147. 237. 76. 34 |Net her| ands yohal an.idf . il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 [147.237.0.19 [Netherl ands madi matal .idf.il ET SCAN Potential SSH Scan 1
85.93. 5. 66 147.237.77.61 'Erhﬂ'l:aetde:’ab e cogat.idf.il ET SCAN Potential SSH Scan 1
84.21.228. 166 |147.237.76. 38 :3::;’} o e.enmeitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.177.77.238 |147.237.72. 156 || srael anan. i df.i | ET SCAN NVAP -sA (2)
. ET DCS Large anount of TCP ZeroWndow - Possible Niller2

207.232. 21. 105 |147. 237. 77. 216 || srael dover.idf.il 1

DDos attack
72.252.249. 125 |147.237.0. 16  |Janai ca ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
123.0.195. 230|147 237 8 28  |Tai o robil eks. i il ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1

. 0. . . . O. al wan ., . . . .

Gonnections, Potential Scan or Brute Force
61. 240. 144. 65 |147.237. 76. 196 |Chi na e.svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
113.175. 162. 14 |147. 237. 76. 199 |V et nam e. nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
2.53. 31. 254 147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
93. 158. 215. 183 [147.237.8.27  |Netherl ands e madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 224. 160. 106 [147.237.0.34 [Netherl ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
91. 224, 160. 106 [147.237.0.15 |Netherlands kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
84.21.228.166 |147.237.76. 42 :3::;”' o refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
84.21.228.166 |147.237.76.34 :3:::3 o yohal an. i df . ET SCAN NVAP -sS wi ndow 1024 1
18.86. 88, 181 |147. 237, 76.30 |ani Hrush i il ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1

. . . . . . 1 na N . . .

Gonnections, Potential Scan or Brute Force
72.252.249. 125 |147.237.0. 17  |Janai ca mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
158. 255. 5. 113 |147. 237. 76. 147 :3::;’} o chi nuch. aka. i df .il ET SCAN NVAP -sS wi ndow 1024 1
66.249. 78.197 |147.237.77.176|Wited Sates nat pash. i df .i 1 ET SCAN NVAP -sA (2) 1
122.72.53.188 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
46.172.71.251 [147.237.77. 234 |Wkrai ne hal ag.idf.il ET SCAN NMAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address ‘At tacker Qountry Target Address |Si gnature Message Devi ce Action |Oount
93.172.199. 217 I srael 147.237.77.216 dover.idf.il drop First packet isn't SN drop 36
109. 253. 129. 94 I srael 147.237.77.216 dover.idf.il drop First packet isn't SN drop 27
109. 253. 136. 40 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 24
207.232.21. 105 I srael 147.237.77.216 dover.idf.il drop First packet isn't SN drop 23
77.125.0.184 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 18
109. 253. 143. 114 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 17
94. 230. 86. 152 | srael 147.237.77.216 dover.idf.il drop First packet isn't SN drop 14
93.172.194. 226 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 13
46. 19. 85. 87 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 13
85. 64. 27. 237 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 12
93.173.170. 97 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 11
109. 253. 139. 233 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 9
2.53.7.66 I srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 8
46. 121. 118. 215 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 8
87.68. 15. 234 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 7
2.55.129. 96 I srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 7
31. 210. 188. 37 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 7
77.124.55.70 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 7
109. 253. 215. 14 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't SN drop 7
74.208. 218. 66 Lhited Sates 147.237.76. 42 refuah.idf.il dr op First packet isn't SN drop 6
212.199. 218. 246 | srael 147.237.76. 86 navy.idf.il drop First packet isn't SYN drop 6
2.53.164. 242 I srael 147.237.77.216 dover.idf.il drop Frst packet isn't SN drop 6
87.106. 184. 160 Cer many 147.237.77. 233 atal.idf.il dr op First packet isn't SN drop 6
77.126. 60. 242 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 6
2.55.6.102 I srael 147.237.77.216 dover.idf.il drop Frst packet isn't SN drop 6
84.229.11.134 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 6
93.173. 39. 177 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 5
46. 19. 85. 103 I srael 147.237.77.216 dover.idf.il drop Frst packet isn't SN drop 4
77.124.37.82 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 4
85. 64. 100. 45 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 4
77.126.59. 170 | srael 147.237.77.216 dover.idf.il drop First packet isn't SN drop 3
2.53.51.111 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 3
109. 253. 211. 92 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 3
2.55.7.30 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 3
87.70.58. 71 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 3
109. 253. 150. 62 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 2
5.102. 195. 204 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 2
85. 64. 113. 244 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 2
109. 253. 210. 71 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SYN drop 2
185. 27. 105. 78 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 2
84. 229. 42. 160 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 2
109. 253. 243. 22 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SYN drop 2
31.154.81.55 I srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 2
89. 138. 204. 209 I srael 147.237.77.216 dover.idf.il drop First packet isn't SN drop 2
192.116. 90. 120 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 2
109. 253. 245. 166 I srael 147.237.77.216 dover.idf.il drop First packet isn't SN drop 2
2.55.142.97 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 2
2.53.131. 243 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 2
85. 64. 62. 84 I srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 2
141.8.132. 78 Russi an Federation 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
5.29.135. 25 | srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 75
109. 65. 54. 35 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 61
109. 253. 195. 209]l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 7
5.22.135.193 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from5. 22, 135. 193 Bl ock 6
80.246.139.81 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
77.124.9.131 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
5. 29. 60. 153 | srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 4
46.116.110.69 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 146 B ock 3
89. 237. 66. 97 France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Method PCST for aka.idf.il/giyus B ock 2
37.26.146.213 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 2
190. 0. 20. 130 Col onbi a 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for waw aka. i df.il/giyus/ general / B ock 2
2.53.12.57 I srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 2
77.138.78.67  |France 147.237.72.166 |aka. i df . i | m“;:;rii jfeloi'l"fr;rl'%? nﬂpi.rl;pllc o es/ hore. asp Bl ock 2
89. 237. 66. 97 France 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 89. 237. 66. 97 B ock 2
66.102.9.31 Lhited Sates |147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
46.19. 86. 22 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
87.71.61.176 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from87.71. 61. 176 B ock 2
66.102. 9. 42 Lhited Sates |147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
46. 19. 86. 62 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
84.111.168.123 |[Israel 147.237.77.74 [lawidf.il PHP Att enpt B ock 1
185.3.144.19  |Israel 147.237.77. 216 |dover . i df . i | m“: gf " Iz/e:f ;f:/ I/slceclehs/st etn‘;)l at o5/ navnend navenL, 655, ASPX Bl ock 1
77.139. 88. 37 France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod PCST for ww aka. i df . il/mai n/ sachar B ock 1
66.249.78.234  |Israel 147.237.72. 166 |aka. i df . i | D stributed Uhaut horized URL Access on 147.237. 72. 166/ B ock 1
109. 253. 243. 22 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
64. 62. 219. 59 Uited Sates |147.237.76.42 |[refuah.idf.il Unaut hori zed Method POST for 147.237. 76. 42/ 894- he/ r ef uah. aspx B ock 1
89.138.178.38 |lsrael 147.237.76.86 |navy.idf.il Abnormal |y Long Request net hod Bl ock 1
80. 178. 136. 2 I srael 147.237.77. 216 |dover.i df .i | Untraceabl e SSL Sessions: (pen Mde None 1
23.115.32.124 |lnited Sates [147.237.72.166|aka.idf.il Unaut hori zed Method PCST for ww aka. i df .il/nai n/ gi yus/sitenap. aspx |B ock 1
157.55.30.190 |lhited Sates [147.237.72.166|aka.idf.il mu;kr:: bfzeldl /Li‘gi/;ff;sisor:v‘\;zard”egi ter. asp Bl ock 1
77.124.55.70  |israel 147.237.77. 216 |dover . i df . i | m“f z?r 'i Tf%ﬁb/fgﬁssa:;/ navTenU navITenL. Css. aSpX Bl ock 1
96.232.86.148 |Wited Sates |147.237.72.156|anman.idf.il Suspi ci ous Response Code Bl ock 1
66.102. 9. 42 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v idf.il/error. htm B ock 1
84.111.168.123 [Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to v | aw i df . il/wp-1ogin. php B ock 1
5.22.135.193 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/ishurim B ock 1
185. 120. 124. 87 |l srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter catld in waw aka.idf.il/main/giyus/general . aspx None 1
79.179.192. 167 |israel 147.237.77.233|atal .i df .i e Mot hov zed W peesie B ock 1
66.249.78.254 I srael 147.237.72. 166 |aka. i df .i | mb;faﬁ‘}ﬁfﬁ;i :/ggi'yu‘;‘j‘;:z:;rfa;;‘;'d%o‘003d58624 in Bl ock 1
116.24.21.253 [China 147.237.77. 216 |dover.i df . i Mil tipl e Unaut horized URL Access from 116. 24. 21. 253 B ock 1
89.138.178.38 |lsrael 147.237.76.86 |navy.idf.il Illegal Byte ode Character in Mt hod Bl ock 1
66.102.6.157  |Uited Sates |147.237.72.166 [aka. i df . i m;(g“it gfd. iﬂa#;jhnc/’r}joﬁ? d’;f;ﬂf?.;‘;;xmom UL on B ock 1
157.55.39.221 [whited Sates |147.237.72.156|aman. i df.il Unaut hori zed URL Access to ww aman. i df .il/robots. txt B ock 1
77.126.59.170 I srael 147.237.77. 216 [dover . i df . i | VTME;/UT g(f)r Ii T(/ac\j/murﬁ)/?cecnfisatt;/ navnenu/ navnenu. css. aspx Bl ock !
46.116.110.69 [Israel 147.237.77.233|atal .i df .i e M horized W peesie B ock 1
84.229.11.134  fIsrael 147.237.77. 216 [dover . i df . i | mu'i[ Z?NI szccjinl\/{ult/fz?::jsatte(;/ navienu/ navienu. css. aspx Bl ock !
79.180. 15. 118 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. ht m B ock 1
5.29. 29. 56 I ael 147.237.77.233atal . i df .il el ot hor zed W .pgscs)fs on Bl ock 1
68.180.228.185 [lhited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ation PageNumin waw i df . il/1115-ar/ dover. aspx B ock 1
116.24.21.253 |China 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock 1
89.138.178.38 |Israel 147.237.76.86 |navy.idf.il NLLL Character in Method B ock 1
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