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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address [Site |Signature |Device Action |Count |
37.26.149. 197 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 20

109. 253. 137. 126 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 5

79.178. 115. 32 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4

79.176. 80. 2 | srael 147.237.77. 216 dover.idf.il B ack List drop 3

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
37.26.149. 182 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2

89. 248. 171. 2 Net her | ands 147.237.76. 198 e.yohalan.idf.il |Back List drop 1

46. 19. 85. 60 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address tacker Gountry |Target Address |Site Devi ce Action |Oount |
62.149.132.179 |[italy 147.237.77.176 |nmat pash.idf.il |6134 HITP. SQ Injection Variabl e Decl aration Evasion B ock 12
213.174.55. 11 Ger many 147.237.0. 34 tikshuv.idf.il |[5670: HITP. SQ Injection (SELECT) B ock 12
87.117.203. 20 United Kingdom |147.237.76. 86 navy.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 12
213.174.55. 11 Ger many 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 12
75. 56. 235. 20 Lhited Sates 147.237.77. 74 lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 12
195. 76. 149. 15 Spain 147.237. 76. 86 navy.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 12
168. 1. 80. 134 Australia 147. 237.76. 42 refuah.idf.il [6134 HITP. SQ Injection Variabl e Declarati on Evasion B ock 12
87.117.203. 20 United Kingdom |147.237.76.86 navy.idf.il 5670. HTTP. SQ Injection (SALECT) B ock 6
184.168.192.31 |lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) Bl ock 6
177.185.194.92  |Brazil 147. 237.76. 86 navy.idf.il 3808: HITP. SQ Injection Variabl e Decl arati on Bvasi on Bl ock 6
74.208. 218. 66 Lhited Sates 147. 237.76. 42 refuah.idf.il 5670. HTTP. SQ Injection (SALECT) B ock 6
177.185.194.92 |Bazil 147.237.76. 86 navy.idf.il 5670: HITP. SQ I njection (SALECT) Bl ock 6
103. 3. 173.97 Ml aysi a 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
195. 76. 149. 15 Sain 147. 237.76. 86 navy.idf.il 5670. HTTP. SQ Injection (SALECT) B ock 6
168. 1. 80. 134 Australia 147.237.76. 42 refuah.idf.il [5670: HITP. SQ Injection (SELECT) B ock 6
216.58.230.159 [Wited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
177.185.194.92 |Brazil 147. 237. 76. 86 navy.idf.il 6134: HITP. SQ Injection Variabl e Decl arati on Bvasion B ock 6
62.149.132.179 |ltaly 147.237.77.176 |natpash.idf.il |[3808: HITP SQ Injection Variabl e Declaration Evasion Bl ock 6
184.168.27.116 |lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SELECT) B ock 6
62.149.132.179 |italy 147.237.77.176 |matpash.idf.il |5670: HITP: SQ Injection (SELECT) B ock 6
207.54.144.207 |lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) Bl ock 6
173.192. 81. 82 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
87.106.184.160 |Ger many 147.237.77.233 |atal .idf.il 5670. HTTP. SQ Injection (SALECT) B ock 5
189. 23. 200. 22 Brazil 147.237.77. 74 lawidf.il 6134: HITP. SQ Injection Variabl e Decl arati on Evasion Bl ock 3
137.117. 8. 203 Lhited Sates 147. 237.76. 42 refuah.idf.il [5670: HITP. SQ Injection (SELECT) B ock 2
137.117.11.51 Lhited Sates 147. 237.76. 42 refuah.idf.il 6134: HITP. SQ Injection Variabl e Decl arati on Bvasion B ock 1
151. 80. 31. 103 France 147.237.76. 86 navy.idf.il C1000146: HITP:  AhrefBot craw er B ock 1
137.117. 8. 203 Lhited Sates 147. 237.76. 42 refuah.idf.il [6134 HITP. SQ Injection Variabl e Declarati on Evasion B ock 1
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|Top Attackers In |D|

A tacker

‘Target Addr ess count ry Signature
195. 76. 149. 15 |147.237.76.86 |Spain navy.idf.il QA Injection - Select From 55
177.185. 194. 92 |147.237.76.86 |Brazil navy.idf.il SQ Injection - Select From 53
75.56.235.20 [147.237.77.74 [Uited Sates  |lawidf.il SQ Injection - Select From 36
62.149. 132. 179 |147. 237.77. 176 |Italy mat pash. i df .i | QA Injection - Select From 26
87.117.203.20 [147.237.76.86 |United Ki ngdom |navy.idf.il SQA Injection - Select From 19
168.1.80.134 |147.237.76.42 |Austradia refuah.idf.il SQ Injection - Select From 19
103.3.173.97 |147.237.77.74 |Mlaysia lawidf.il QA Injection - Select From 18
207. 54. 144. 207 |147.237.77.74 |lhited Sates lawidf.il SQ Injection - Select From 18
74.208.218.66 [147.237.76.42 [lhited Sates  |refuah.idf.il SQ Injection - Select From 17
213.174.55.11 |147.237.77.74 |Ger nany lawidf.il QA Injection - Select From 14
213.174.55.11 |147.237.0.34 |Ger many tikshuv.idf.il SQ Injection - Select From 14
87. 106. 184. 160 [147. 237. 77. 233 |Ger many atal.idf.il SQ Injection - Select From 12
184. 168. 192. 31 |147.237.77.74 |Uhited Sates lawidf.il A Injection - Select From 8
184. 168. 27. 116 [147.237.77. 74 |Wited Sates  |lawidf.il SQ Injection - Select From 8
173.192.81.82 |147.237.77.233|lhited Sates atal.idf.il SQ Injection - Select From 8
216. 58. 230. 159 |147.237.77.74 |lhited Sates lawidf.il A Injection - Select From 8
137.117.8.203 [147.237.76.42 |Wited Sates  |refuah.idf.il SQ Injection - Select From 7
89. 139. 154. 62 [147.237. 77. 233 [l srael atal.idf.il ET SCAN NVAP -sA (2) 2
113.108. 10. 31 |[147.237.0.34 [China tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
185.99. 33. 8 147.237. 77. 176 |Lebanon nat pash. i df .i | ET SCAN NVAP -sA (2) 1
91. 224. 160. 106 |147. 237. 76. 39 [Net her| ands nobi | e.neitav.idf.i|ET SCAN Potential SSH Scan 1
179, 2929951 1147 237 77. 61 |grazi| . cogt. i o1 ET 330N Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
91.224. 160. 106 [147.237.0.19 [Netherl ands nadimatal .idf.il |ET SCAN Potential SSH Scan 1
177. 200. 192. 50 [147. 237. 77. 233 |Brazi | atal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
66.249. 64. 159 [147.237.0.34 [Uhited Sates  |tikshuv.idf.il ET SCAN NVAP -sA (2) 1
158. 255. 5. 113 [147. 237.76. 30 gzz:;'}m hi mush. i df . | ET SCAN NVAP -sS wi ndow 1024 1
46.172.71.251 |147.237.77.178|Wkrai ne e. mat pash. i df .il ET SCAN NVAP -sS wi ndow 1024 1
207 232 21. 105 |147. 237 77. 216 |1 1 ael dover i df il ET DG5S Large anmount of TCP ZeroWndow - Possible Nkiller2 DDos 1
attack
113.108. 10. 31 |[147.237.0.33 [China idf.il ET SCAN Potential VNC Scan 5900- 5920 1
185.29. 11. 182 [147.237.76.31 |Latvia nakchal . i df il ET SCAN Potential SSH Scan 1
94, 102. 48. 195 |[147.237.76.30 [Netherlands hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
91. 224. 160. 106 [147.237.0.34 |Netherl ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
177. 200. 192. 50 |147. 237. 77. 233 |Brazi | atal.idf.il ET SCAN NVAP -sS wi ndow 4096 1
177. 200. 192. 50 [147. 237. 77. 233 |Brazi | atal .idf.il ET SCAN NVAP -f -sS 1
158.255.5. 113 |147. 237. 76. 42 ;fj:t”ion refuah. i df il ET SCAN NVAP -sS wi ndow 1024 1
137.117.11.51 [147.237.76.42 |Wited Sates  |refuah.idf.il SQ Injection - Select From 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action ‘Count
85. 130. 255. 129 | srael 147.237. 76. 147 chi nuch. aka. i df.il dr op Frst packet isn't SN drop 14
207. 232.21. 105 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 14
89. 237.105. 24 France 147.237. 72. 156 anan. i df .l dr op First packet isn't SYN drop 12
87.68. 15. 234 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 6
109. 253. 142. 127 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 3
95. 86. 105. 172 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 3
77.127.22.149 | srael 147.237. 76. 147 chi nuch. aka. i df.il dr op Frst packet isn't SN drop 3
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 2
92. 36. 206. 224 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 2
87.68.94. 33 | srael 147.237.72. 166 aka idf.il dr op Frst packet isn't SN drop 2
109. 64. 139. 203 | srael 147.237.72. 166 aka idf.il drop Frst packet isn't SN drop 2
31.154.81.57 | srael 147.237. 72. 156 anan. i df .l dr op First packet isn't SYN drop 2
77.127.22.195 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 1
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 1
37.46.41. 37 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 1
176.13.23. 151 | srael 147.237.72. 166 aka idf.il dr op Frst packet isn't SN drop 1
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 1
212.143.165. 117 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 1
85. 250. 138. 220 | srael 147.237.72. 166 aka idf.il dr op Frst packet isn't SN drop 1
46.116. 195. 122 | srael 147.237.76. 86 navy.idf.il dr op Frst packet isn't SN drop 1
176. 13. 224. 68 | srael 147.237. 72. 166 aka idf.il dr op First packet isn't SYN drop 1
77.139.74.179 France 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 1
216.243.31. 2 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
109. 253. 219. 203 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 1
66. 249. 81. 199 | srael 147.237.0.34 tikshuv.idf.il dr op Frst packet isn't SN drop 1
188. 120. 154. 96 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 1
84.111. 30. 82 | srael 147.237. 72. 166 aka idf.il dr op First packet isn't SYN drop 1
2.55.52. 208 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 1
176.13.9. 10 I srael 147. 237. 72. 166 akaidf.il drop First packet isn't SN drop 1
84.229.68. 70 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 1
176.13.20.5 | srael 147.237.72. 166 aka idf.il dr op Frst packet isn't SN drop 1
89. 138. 147. 201 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
77.127.14.199 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 197
77.124.9.131 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 138
46.19. 86. 88 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 126
2.53.36. 209 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 27
87.70.39.174 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 26
5.29.78.184 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from5.29.78.184 |B ock 5
2.55.159. 70 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
46. 19. 85. 46 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 3
176.13.17. 129  |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 3
38.125.72.133 |lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed Method PCST for aka.idf.il/main/giyus B ock 2
. . Unaut hori zed URL Access to
79.177.112. 239 |lsrael 147.237.77. 176 [nat pash. i df . i | vanw cogat i df . i 1/ 1348- hel cogat . aspx. Bl ock 2
46. 19. 85. 25 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/shirion B ock 2
2.53.12.204 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
190. 0. 20. 130 Col onbi a 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for wa aka. i df.il/giyus/ general / B ock 2
87.70.39. 174 I srael 147.237.0.19 |nadimatal .idf.il Untraceabl e SSL Sessions: (pen Mde None 2
. - Paraneter Type Mol ati on ct| 00$Cont ent Pl acetbl der 16t xt Enai | in
84.95. 21. 50 I srael 147.237.77. 216 |dover.idf .il v i df i 1/ 1038- en/ dover . aspx Bl ock 2
. . Unaut hori zed URL Access to
46.19.85. 64 I srael 147.237.72. 156 [anan. i df . i | wawe anan. i df . i |/ nodi i n/ resour ces/ i nages/ f avi con/ f avi con. png Bl ock 2
84.229.49.118 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 1
. . D stributed Unaut hori zed LRL Access on
2.53.135.140  |Israel 147.237.77.233(atal .idf . il 147. 237.77. 233/ 1136- hel at al . aspx Bl ock 1
77.138.16.229 |France 147.237.72. 166 |aka. i df . i | Whaut hori zed Mt hod POST for B ock 1
ww aka. i df.il/mlui nitenpl ates/inner.asp
207.46.13.145 |Wited Sates |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
) waww. chanat z. aka. i d .
66. 240. 219. 146 |Whited Sates 147.237.77. 226 £l Unaut hori zed URL Access to 147.237.77.226/ robot s. t xt B ock 1
. . D stributed Whaut horized Method for Known URL on
89.237.71. 84 France 147.237.72. 166 |aka. i df . i | vw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
66.249.78.146 |[Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 78. 146 B ock 1
Russi an . . Paraneter Type Molation SortOr in
185.52.142. 198 Federati on 147.237.77. 176 |nat pash. idf.il wan cogat . i df . i | / 1038- en/ cogat . aspx B ock !
. . Unaut hori zed URL Access to
84. 229. 68. 70 | srael 147.237.77. 216 |dover.i df . i | v i df i 1/ qeyxr / t enpl at es/ navienu/ navienu, css. aspx B ock 1
. . Unaut hori zed URL Access to
2.55.52. 208 | sr ael 147.237.77.216 dover . i df . i1 waw i df . i |/ bpkvi / t enpl at es/ navnenu/ navnenu. css. aspx B ock !
. . Unaut hori zed Met hod PCST for
77.138.70.211 |France 147.237.72. 166 |aka. i df . i | v aka, i of i |/ mai v snal i n sl | m aspx B ock 1
207.232.21.105 |[lsrael 147.237.77.216|dover . i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
. . Unaut hori zed URL Access to
66.249. 64. 139 |l srael 147.237.76.86 |navy.idf.il navy. i df . i 1/ yohal an/ f or uns/ asp/ shovf or um asp B ock 1
40.77.167.8 Lhited Sates |147.237.72.166|aka.idf .il Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
173.208.177.59 |Uited Sates [147.237.77.216|dover.idf.il PHP At enpt Bl ock 1
. . Unaut hori zed Met hod PCST for
79.177.196.62 I srael 147.237.72.166 [aka. i df . i | ww aka. i df . i | / nai n/ sachar/regi strati onw zar d/ st ep4. aspx Bl ock !
66.249.78.146 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df il /v tikshuv.idf.il Bl ock 1
188. 120. 148. 235|I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for wwwu aka. i df.i|/mai n/ sachar/ B ock 1
. . D stributed Uhaut hori zed URL Access on
46.117.130.98 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . D stributed Unaut hori zed LRL Access on
79.176.29.77 | sr ael 147.237.72. 156 [anan. i df . i | wane anan. i df . i |/ nodi i n/ resour ces/ i nages/ f avi con/ f avi con. png B ock !
66.249.64.181 |[Israel 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 1
173.208.177.59 |Uhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wwv i df.il/wp-1ogin. php B ock 1
79.179.189. 46 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/gius B ock 1
46.229.164.102 |lhited Sates [147.237.72.156 [anan. i df.il Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
79.176.37.79 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 183  [lIsrael 147.237.77.74 [lawidf.il 147.237. 7. 74/ si p storagel f11 es/ 0/ 310. pf Bl ock 1
207.46.13.30  |Wited Sates |147.237.72. 156 |anan. i df . i | Wnaut hori zed LRL Access to . B ock 1
waw anan. i df . i | / consol ef cor e/ doc_ngr/ undef i ned
: . . Unaut hori zed Met hod PCST for
66. 102. 9. 105 Lhited Sates 147.237.72.166 |aka. i df . i | o aka. i df . i | / nai v/ hore/ def aul t . aspx Bl ock 1
89.139.154.62 |[lIsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx |B ock 1
. . D stributed Unaut hori zed LRL Access on
37.142.207. 141 |lIsrael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
79.177.34.36  |israel 147.237.72. 166 |aka. i df . i | Distributed thauthorized hethod for Known URL on B ock 1
wwv aka. i df . i |/ nai n/ sachar/
66.249.78.111 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
176.13.227. 135 [Israel 147. 237. 72. 156 |anan. i df . i | Distributed thaut horized URL Access on B ock 1

wan anan. i df . i |/ nodi i n/ resour ces/ i nages/ f avi con/ f avi con. png
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