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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
82.80.78.2 | srael 147.237. 76. 86 navy.idf.il B ack List drop 9
91.92.120. 134 Bul gari a 147.237. 76. 148 ggcenter.aka. i df.il|B ack List drop 1
93. 158. 200. 118 Net her | ands 147.237.76. 201 e atal.idf.il B ack List drop 1
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
115. 230. 125. 146 Chi na 147.237.77. 74 lawidf.il JLMPurple Gon Limt Htp drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry | Target Address |Site |Sgnature Devi ce Action |Oount |
50. 63. 197. 204 Lhited Sates 147.237.76. 31 nakchal .idf.il [6134: HITP. SQ Injection Variabl e Declaration Bvasion B ock 12
85. 136. 227. 77 Spai n 147.237.76. 31 nakchal .idf.il [6134 HITP. SQ Injection Variabl e Declaration Evasion B ock 11
87.117.203. 20 United Kingdom |147.237.77.233 |atal.idf.il 5670: HITP. SQ I njection (SALECT) B ock 6
85.94.76. 17 Qoatia 147.237.77.74 lawidf.il 6134: HITP. SQ Injection Variabl e Decl arati on Bvasi on B ock 6
189. 23. 200. 22 Brazil 147.237.77.74 lawidf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 6
50. 63. 197. 204 Lhited Sates 147.237.76. 31 nakchal .idf.il |3808: HITP. SQ Injection Variabl e Declaration Bvasion B ock 6
50. 63. 197. 204 Lhited Sates 147.237.76. 31 nakchal .idf.il |5670: HTTP. SQ Injection (SELECT) B ock 6
85.94.76. 17 CGoatia 147.237.77.74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 5
85. 136. 227. 77 Spai n 147.237.76. 31 nakchal .idf.il [5670: HITP SQ Injection (SELECT) B ock 5
189. 23. 200. 22 Brazil 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

50. 63.197. 204 |147.237.76.31 |Uhited Sates [nakchal .idf.il SQ Injection - Select From 32
85.94. 76. 17 147.237.77.74 |Qoatia lawidf.il SQ Injection - Select From 21
85.136.227. 77 |147.237.76.31 |ain nakchal .idf il S Injection - Select From 20
189. 23.200. 22  |147.237.77.74 |Razil lawidf.il SQ Injection - Select From 19
87.117.203.20 |147.237.77.233 LKJ?i;:gom atal.idf.il QA Injection - Select From 8
132.74.95. 19 147.237.77. 170 I srael naar achot . i df .i | ET DB Large anount of TCP ZeroWndow - Possible Niller2 2
DDos attack
113.108.10. 31  |147.237. 77. 121 |Chi na e navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
113.108.10. 31 |147.237.76.42 |China refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
95. 86. 124. 12 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
84.109. 152, 144 |[147.237.77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
62.210.88.186 [147.237.77.74 |Fance lawidf.il SERVER- WEBAPP backup access 1
24.153.127.135 |(147.237.72.156|Wited Sates [aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
113.108.10.31 |147.237.77. 170 |Chi na maar achot . i df .i | ET SCAN NVAP -sS wi ndow 1024 1
113.108.10. 31  |147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
113.108.10.31 [147.237.76.34 |China yohal an. i df . i ET SCAN Potential VNC Scan 5900- 5920 1
69. 30. 204. 5 147.237.0.17 |Wited Sates |mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
175. 144, 206, 193|147, 237. 76.30 |Miaysia i rush i | ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
113.108.10. 31  |147.237.77. 179 |Chi na e nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address |At tacker Qountry Target Address |Si gnature Message Devi ce Action |Oount
217.132.99. 24 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 24
46.19. 86. 195 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 9
217.132.99. 24 | srael 147.237.77. 233 atal .idf.il drop First packet isn't drop 6
87.106. 184. 160 Ger many 147.237.77. 233 atal .idf.il drop First packet isn't drop 6
194. 114. 146. 227 | srael 147.237.72. 166 aka.idf.il dr op SAMrul e drop 6
46. 19. 86. 165 | srael 147.237.76. 42 refuah.idf.il drop First packet isn't drop 4
109. 253. 198. 221 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
149. 56. 223. 104 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 3
85. 130. 223. 95 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
212. 143.142.56 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
176. 13. 241. 61 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
191. 96. 249. 18 Quile 147.237.0. 200 mu. i df il drop drop 1
169. 229. 3. 90 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
180. 97. 106. 162 Chi na 147.237.0. 19 nadi matal .idf.il dr op SAMrul e drop 1
176.13.3.41 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
180. 97. 106. 162 Chi na 147.237.76. 30 hi nush.idf.il drop SAMrul e drop 1
176. 13. 23. 151 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
180. 97. 106. 162 Chi na 147.237.76. 38 eeneitav.idf.il drop SAMrul e drop 1
109. 253. 212. 203 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
176. 13. 229. 130 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
180. 97. 106. 162 Chi na 147.237. 76. 197 e.hinush.idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.55.160. 176 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 123
87.70.39.174 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 117
5. 29. 60. 153 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 86
46. 19. 86. 215 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock
80.179.22. 146 |Israel 147.237.77. 176 [mat pash. i df .i|  |Miltiple Wauthorized LR Access from 80. 179. 22. 146 B ock
46.19.85.6 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock
213. 87. 145. 130 RJSIS:;”im 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut hori zed Method for Known URL from213.87.145.130  |B ock 3
. - . Unaut hori zed URL Access to
82.81.4.131 I srael 147.237.77.243|nobi | e.i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1362 B ock 3
176.13.3.70 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock
217.132.42.251 |Israel 147.237.72. 156 |anman. i df . i | DO stributed Suspici ous Response Qode B ock
. - Unaut hori zed URL Access to
2.53.51. 81 | srael 147.237.77.74 |lawidf.il wan | aw i df . i1/ consol ef core/ doc_ngr/doc_ngr. asp Bl ock 2
. . Parameter Type Mol ation searchText in
46.116.25.124 [l srael 147.237.77.176 |mat pash. idf . il [ - cogat i df i1/ 1043- he/ cogat . aspx Bl ock 2
. . Paraneter Type M ol ation Mast er $Header 1$ucHeader Sear ch$t xt Sear ch in
80.179.22.146 |Israel 147.237.77.74 (lawidf.il v g, i df . i 1/ 602- 4730- he/ pat zar . aspx Bl ock 2
74.91. 23. 166 Lhited Sates  [147.237.72.167|i shuri maka. i df . i|naut hori zed URL Access to 147.237.72.167/ B ock 1
31.184. 234. 145 147.237.77.233|atal .idf.il PHP At t enpt B ock 1
. . O stributed Unaut hori zed URL Access on
46. 19. 86. 99 I sr ael 147.237.77.234|hal ag.i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
. . . |Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$t xt Gapt cha in
5.29. 60. 153 I srael 147.237.0. 19 rradlmatal.|df.|Imdimata].idf.””ogin.aSIOX B ock 1
213.151.35.214 [Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 213. 151. 35. 214 B ock 1
87.70.39. 174 I srael 147.237.0.19 |madimatal .idf.il{Untraceabl e SSL Sessions: Cpen Mde None 1
74.91. 23. 166 Lhited Sates  |147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
31.184. 234. 145 147.237.77.233|atal .idf.il Unaut hori zed URL Access to atal .idf.il/xnrpc. php B ock 1
181. 28.35. 17 Argentina 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None 1
80.179.22.146 |[Israel 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to vwwv cogat.idf.il/sip storagel/files B ock 1
. . Unaut hori zed Met hod CPTI ONS for
5.29.78. 184 | srael 147.237.72. 166 |aka. i df . i | ww aka. i df.i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock !
87.71.5.166 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None
77.139.1.16 France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for v aka. i df .il/mai n/ sachar/f ag. aspx B ock
. . O stributed Unaut hori zed URL Access on
37.142.207. 141 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
192. 114. 105. 254]I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/valtam B ock 1
80. 246. 130. 226 |l srael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to v idf.il/error. htm B ock 1
5.29. 123. 202 | srael 147.237.72. 156 |anan. i df . i | SSL Uhtraceabl e Connection - Cpen Mde None 1
157. 55. 39. 24 Lhited Sates [147.237.72.166|aka.idf .il Unaut hori zed URL Access to aka.idf.il/main/rabanut/ general . aspx B ock 1
. . O stributed Unaut hori zed URL Access on
79.177.83.131 |Israel 147.237.77.234|hal ag.i df . i | 147. 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f B ock 1
66.249.79.172 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
5. 29. 169. 254 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
157.55.39. 125 |Uhited Sates |147.237.72. 156 |anan.idf.il Uhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock 1
46.19.86.6 I srael 147.237.72. 156 |anman. i df . i | DO stributed Suspici ous Response Qode B ock 1
213.87.145. 130 RJF Sﬁ::ﬂ on 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for ww aka.idf.il/main/niluindabout.aspx |B ock 1
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