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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address | site |Signature  |Device Action |Count |
82.80.78.2 | srael 147.237. 76. 86 navy.idf.il B ack List drop 3
82.80.78. 2 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount
77.67.47.7 France 147.237.77.233 |atal .idf.il|3808: HITP. SQ Injection Variabl e Decl arati on Bvasi on Bl ock 6
77.67.47.7 France 147.237.77.233 |atal .idf.il|5670: HITP. SQ Injection (SALECT) Bl ock 6
77.67.47.7 France 147.237.77.233 atal .idf.il|6134: HITP. SQ Injection Variabl e Declaration Bvasion B ock 6
87.106. 184. 160 Ger many 147.237.77.233 |atal .idf.il|5670: HITP. SQ Injection (SALECT) B ock 6
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|Top Attackers In |D|

Signature

‘Target Addr ess ‘Attacker Qountry |Ste

77.67.47.7 147.237. 77. 233 |France atal.idf.il SQ Injection - Select From 20
87. 106. 184. 160 |147. 237. 77. 233 |Ger many atal.idf.il SQ Injection - Select From 17
79.181. 154. 41 |(147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 2
94.102. 48.195 [147.237.0.35 [Netherlands akaws. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
89.248. 168.29 |[147.237.77. 233 [N\et her| ands aal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
213.57.173. 76 [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
72.252. 249. 125 (147. 237. 76. 199 |[Janai ca e.nakchal .idf.il |ET SCAN NVAP -sS w ndow 1024 1
193.192. 59. 61 |147. 237. 76. 177 |Ger many ncore.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
193.192.59. 61 [147.237.0.19 |Ger many nadi matal .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
189, 62.18.66 1147 237 8. 28 |mrazi| o robi | e ke, i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
11375 183, 188 |147. 237 8.28  |ni na o robil eks. idf | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
93. 158. 215. 183 [147. 237. 77. 212 [Net her | ands e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
89.248. 168.29 [147.237. 72. 166 [N\et her | ands aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
84.21.228.166 [147.237.0.200 :i:;on . i df il ET SCAN NVAP -sS wi ndow 1024 1
213.57.221. 231 (147. 237. 77. 216 || srael dover.idf.il portscan: TCP Distributed Portscan 1
198. 167. 223. 33 [147. 237. 76. 38 f;f"vri Kttsand 1o o eitav.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
66.249.76.50  [147.237.77.170|Uhited Sates naarachot.idf.il |ET SCAN NVAP -sA (2) 1
193.192.59. 61 |147.237.76.34 |Ger many yohal an. i df .il ET SCAN Potential VNC Scan 5900- 5920 1
191. 96. 249. 42 [147.237.77.170|Chile naarachot.idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
113.108. 10. 31 |147.237.0.200 |China rdu. i df i | ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address Ste |Sig nature |Massage Devi ce Action |Oount |
37.239. 168. 38 Iraq 147.237.77.216 |dover.idf.il dr op First packet isn't drop 1466
176. 13. 228. 202 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 25
65. 49. 68. 195 Lhited Sates 147.237.77.216 |dover.idf.il drop First packet isn't drop 21
193. 43. 246. 250 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 15
176. 214. 79. 155 Russi an Federation 147.237.77.216 |dover.idf.il dr op First packet isn't drop 12
192.118. 78. 199 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 6
100. 92. 22. 34 147.237.72.166 |aka.idf.il drop First packet isn't drop 6
37.76.204. 25 Pal estinian Territory, Qcupied 147.237.77.216 |dover.idf.il drop First packet isn't drop 4
212. 143.142.56 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 4
109. 64. 164. 145 | srael 147.237.72.166 |aka.idf.il drop First packet isn't drop 4
46.19. 86. 165 | srael 147.237.76. 42 refuah.idf.il dr op First packet isn't drop 3
2.53.164. 152 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
182. 65. 232. 140 I'ndi a 147.237.72.166 |aka.idf.il drop First packet isn't drop 2
93. 140. 39. 224 Qoatia 147.237.76. 86 navy.idf.il drop First packet isn't drop 2
176.13.13. 124 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
66. 249. 81. 212 Eur ope 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
100. 92. 142. 169 147.237.0.34 tikshuv.idf.il dr op First packet isn't drop 2
46. 19. 86. 223 | srael 147.237.76. 31 nakchal .idf.il drop First packet isn't drop 2
82.102. 169. 113 | srael 147.237.72.166 |aka.idf.il drop First packet isn't drop 1
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
46. 35. 84. 197 Yenen 147.237.77.216 |dover.idf.il drop First packet isn't drop 1
216.243.31.2 Lhited Sates 147.237. 0. 200 mdu.idf.il dr op drop 1
180. 97. 106. 161 Chi na 147.237.0. 35 akaws. i df . il dr op drop 1
109. 253. 136. 21 | srael 147.237.72.166 |aka.idf.il drop First packet isn't drop 1
180. 97. 106. 162 Chi na 147.237.0. 16 ny-kosher-kravi.idf.il drop SAMrul e drop 1
180. 97. 106. 162 Chi na 147.237.76. 31 nakchal .idf.il dr op SAMrul e drop 1
66. 249. 81. 215 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 1
180. 97. 106. 162 Chi na 147.237.77.205 |prisha.idf.il drop SAMrul e drop 1
216.243.31. 2 Lhited Sates 147.237.0. 35 akaws. i df . il dr op drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count
87.70.39.174 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 233
95.91.224.71  |Ger many 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 13
5. 29. 60. 153 I srael 147.237.0.19 |[nadimatal .idf.il Suspi ci ous Response Code B ock 6
85.250. 177.16 |lsrael 147.237.72. 156 |aman. i df . i | Suspi ci ous Response Code B ock 5
87.69.37.33 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 4
80. 246. 133. 240 |l srael 147.237.77.216|dover.idf .il Dstributed Wnhaut horized URL Access on waw i df.il/error.htm B ock 4
5.29.71.189 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
66.249. 78.146 |Israel 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut hori zed URL Access from 66. 249. 78. 146 B ock 3
37.26.146.171 |[Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Suspici ous Response Code B ock 3
2.55.171.122 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
87.69.37.33 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/sip_storagel/files/2/ B ock 3
37.142.1.204 |[Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Suspici ous Response Code B ock 3
185. 32. 179. 179 |I srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
37.239.168.38 |irag 147.237.77.216|dover . i df . il Unaut hori zed URL Access to 147.237.77.216/ B ock 3
87.70.39.174 |[Israel 147.237.0.19 |[nadimatal .idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None 3
2.53.152.191 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
5. 29. 60. 153 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
80. 246. 133. 43 |Israel 147.237.77.216|dover.idf .l Dstributed Wnhaut hori zed URL Access on waw i df.il/error.htm B ock 2
46.19.86.6 | srael 147.237.72. 156 |aman. i df . i | D stributed Suspici ous Response Code B ock 2
62.107. 66. 237 |Dennar k 147.237.77.216|dover . i df . il Unaut hori zed LRL Access to waw idf.il/sip storagel/files/2/4912.png |B ock 1
176.13.19.32 |[Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Suspicious Response Code B ock 1
87.69. 37.33 | srael 147.237.76.31 |nakchal .idf.il Mil tiple Unaut hori zed URL Access from 87.69.37.33 B ock 1
42.118.243.201 |Metnam  [147.237. 72. 166 [aka. i df . i | m;:(:f;é ILIJ;?T‘; 27;: iﬁg/ rl\rf:/S:/dmf;l;nsfllc:ev:: qh’:gt AT asox B ock 1
194. 90. 128. 185 |l srael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to ww i df.il/images/ 1. he/ trigger. png B ock 1
95.35.51. 149 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mde None 1
2.53.158.130 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 1
84.111.18.152 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.102.9.105 |[Lhited Sates|147.237.72.166|aka.idf.il Unaut hori zed Met hod POST for ww aka. idf.il/nai n/ home/ def aul t. aspx |Bl ock 1
176. 228.56. 14 |l srael 147.237.76.42 |refuah.idf.il Ml tipl e Unaut hori zed URL Access from 176. 228. 56. 14 B ock 1
77.127.16. 157 |lsrael 147.237.72. 156 |aman. i df . i | Lhaut hori zed URL Access to waw aman.idf.il/https:/ww anan.idf.il/ |B ock 1
46.19.85.128 |Israel 147.237.77. 234 |hal ag. i df .i | o ;g?“;‘;d2;27?’;2‘;:;2%%/&??3; fgi . Bock |1
202.155.252.3 |Hong Kong |147.237.72. 166 |aka. i df . i mmmx?vu;l?;rildzfe.?ltbn;??jgﬁ rffno;un/ n yunsel ect quest i onnai r e. aspx Bl ock !
95. 35.188.194 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
85. 64. 68.213 [l srael 147.237.77.74 [lawidf.il PHP Att enpt B ock 1
66. 240. 236. 119 [Lhited Sates|147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ robot s. t xt B ock 1
37.26.148.205 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to ww aka.idf.il/main/giyus/ww navy.idf.il |B ock 1
176. 228.56. 14 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ r eset . css B ock 1
Unknown Par arret er
77.138.102. 146 |France 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 12%ct | 01$ct | 03$r adQuesti o |None 1
nin ww aka.idf.il/nain/giyus/questionnaire. aspx

46.19. 85. 144 |l srael 147.237.77.216|dover. i df . il Unt raceabl e SSL Sessions: Qpen Mde None 1
213.151. 35. 214 |I srael 147.237.72. 166 |aka. i df . i | Mul tipl e Unaut hori zed Method for Known URL from 213.151.35.214  |B ock 1
85. 64. 68.213 |[Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www | aw i df . il/wp- 1 ogin. php B ock 1
66. 249. 64. 160 |l srael 147. 237.76. 200 |ei tan. aka. i df . i | ;ﬂa Z:.hair;fﬁ?. ilﬁ‘t :nCpTZtSZs/tghar o user contr o s/ header upper B ock 1
213. 151. 35. 214 |I sr ael 147.237.72. 166 |aka. i df . i | m“;::ri';e_?%;?ﬂ?rﬁu: ot act 5. a5p B ock 1
173.76.32.120 |Uited Sates|147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v idf.il/https:/wawnidf.il/ B ock 1
66.249. 76. 122 |Israel 147. 237.0.17 (Tf n|y| kosher -kravi . i :;L;‘:’i'os';‘sz:\:i Elngl?d: ln?ag r;‘)’dic’: cat ccapt chal nage, aspx None 1
194. 90. 128. 185 |l srael 147.237.77.216|dover. i df . il Ml tipl e Unaut hori zed URL Access from 194. 90. 128. 185 B ock 1
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