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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
176. 13. 228. 202 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 24
65. 49. 68. 195 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 12
65. 49. 68. 195 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
2.53.26. 76 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
78.92.29.214 Hungary 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
120. 132. 50. 135 Chi na 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1l forward 2
176. 13. 228. 202 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
104. 255. 70. 247 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
89.248.171. 2 Net her | ands 147.237.76. 38 eeneitav.idf.il B ack List drop 1
89.248.171. 2 Net her | ands 147.237.76. 42 refuah.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
162. 210. 196. 97 Lhited Sates 147. 237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per nit 2
162. 210. 196. 97 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 2

212. 47.229. 189 France 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Permt 2
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|Top Attackers In |D|

‘Target Addr ess ‘Attacker Qountry |Ste

Signature

81.218. 138. 132 [147. 237. 76. 86 [l srael navy.idf.il ET SCAN NVAP -sA (2) 10
46.19.85.206  |147.237.77. 216 I srael dover . idf.il portscan: TP Dstributed Portscan 1
o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
42.118. 228. 236 |147.237.0.35 |M etnam akaws.idf.il . 1
Potential Scan or Brute Force
i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
222, 114.176. 99 |147. 237. 0,35 |06 REPDIIC | s idh.i1 ) y 1
of Potential Scan or Brute Force
5.255.90.133 |147.237.8.24 [Netherl ands elifestyle.idf.il|ET SCAN NVAP -sS w ndow 1024 1
198. 167. 223. 33 [147. 237. 77. 243 i‘wms ttsand | ooniie idr. il ET SCAN NVAP -sS wi ndow 1024 1
Russi an L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
178.35.17.59  |147.237.0. 33 : idf.il ) 1
Federat i on Potential Scan or Brute Force
113.108.10. 31 [147.237.0.19 [China nadi matal.idf.il |ET SCAN Potential SSH Scan 1
. . |ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
94.154.31.204 |147.237.8.28 |Poland e. nobi | e-ks.idf.il . 1
Potential Scan or Brute Force
93. 158. 215. 177 |147. 237. 76. 176 [Net her | ands test.ncore.idf.il [ET SCAN NVAP -sS w ndow 1024 1
46.117.85.15  |147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
46. 19. 85. 83 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.26.149. 244 (147.237.72. 166 |l srael aka.idf.il portscan: TCP DO stributed Portscan 1
207.232.40.41 (147.237.77.216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
189. 34. 2. 14 147.237.0.35 |Brazil akavs. i df . i | ) 1
Potential Scan or Brute Force
113.108. 10. 31 [147.237. 77. 212 |Chi na e.dover.idf.il ET SCAN Potential SSH Scan 1
109. 67. 244.56 [147.237. 77. 216 || srael dover . idf.il portscan: TGP D stributed Portscan 1
93. 158. 215. 183 [147. 237. 72. 167 [Net her| ands ishurimaka.idf.il|ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste ‘Signature‘ Message

65. 49. 68. 195 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 48
37.76.204. 25 (F;ajcis;iigjja” Territory, 147.237.77. 216 |dover.idf.il  [dr op First packet ismt SWN drop 32
88.202.218. 230 |Uhited Ki ngdom 147.237.72. 166 |aka.idf .il drop SAMrul e drop 31
37.231.125.111 |Kuvait 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 24
81.218.66.107 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 19
84.110. 35. 100 |l srael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 17
182. 56. 163. 6 I ndi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
77.125.27.97 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
85. 130. 235. 160 |[Israel 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 6
176.13.11. 44 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 6
141.8.132.78 Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
109. 64. 164. 145 |l srael 147.237.72.166 |aka.idf.il dr op Frst packet isn't SN drop 5
85. 250. 177. 252 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
100. 92. 203. 62 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
181.14.181.186 |Argentina 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
85. 130. 235. 160 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
37.76. 204. 25 g";'cisgiig;a” Territory, 147.237.77. 176 |matpash.icf.il |dr op First packet ism't SWN dr op 3
94. 230. 86. 18 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
175.157.52. 201 |Si Lanka 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
141. 8. 183. 16 Russi an Federation 147.237.77. 176 |matpash.i df .il |dr op First packet isn't SYN drop 2
31.193.219.118 |lreland 147.237.72. 156 |anan. i df . il dr op First packet isn't SN drop 2
199. 203. 111. 98 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
176. 13. 228. 202 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
109. 253. 132. 151l srael 147.237.76.86 |navy.idf.il dr op First packet isn't SN drop 2
139.162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
199. 203. 179. 99 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
172.35.1.51 Lhited Sates 147.237.72. 156 |anan.i df . il dr op Frst packet isn't SN drop 2
109. 253. 132. 151|I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
180. 97. 106. 162 |Chi na 147.237.77. 178 |e. mat pash. i of . i [|dr op SAMrul e drop 1
109. 253. 140. 194! srael 147.237.72. 166 |aka.i df i drop First packet isn't SW drop 1
188.247.74.33 |Jordan 147.237.77. 176 |t pash.i df .il |dr op Frst packet isn't SN drop 1
176.13.21.51 | srael 147.237. 72. 166 |aka. i df . il drop First packet isn't SYN drop 1
2.55.2.73 I srael 147.237.77. 216 |dover.idf.il  |drop g;szgfg;ed post SYN packet - RST or SN drop 1
84.229. 26. 42 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
180. 97. 106. 162 |Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
176.13.3. 14 | srael 147.237.72.166 |aka.idf . il dr op Frst packet isn't SN drop 1
109. 253. 199. 62 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
79.179.28.215 |lsrael 147.237. 72. 156 |anan.i df . il drop First packet isn't SN drop 1
176. 13. 226. 72 | srael 147.237.72.166 |aka.idf . il dr op Frst packet isn't SN drop 1
157.55.39.176 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
85.130. 182. 177 |l srael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 1
180. 97. 106. 162 |Chi na 147.237.77. 243 |nobi le.idf . il dr op SAMrul e drop 1
66.249. 64. 128 |l srael 147.237.0.33 [idf.il dr op drop 1
176.13.5. 251 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 1
109. 253. 208. 211 |l srael 147.237.77. 243 |nobi le.idf . il dr op First packet isn't SN drop 1
89. 248.168.29  |Net her| ands 147.237.76.30 |hinush.idf.il dr op SAMrul e drop 1
163. 172. 142. 161|Uni ted Ki ngdom 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 86. 51 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 126
46. 19. 86. 44 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 98
212.40.139.39 |Lebanon 147.237.77. 216 |dover.idf .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 29
185. 120. 124. 37 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
87.69.37.33 I srael 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod Bl ock
87.69.37.33 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to nakhal .idf.il/sip storage/files/2/ Bl ock
. . Parameter Type Mol ation searchText in
77.127.34.255  |Israel 147.237.76.42 |refuah.idf.il v ref U, at al i df i | / 1467- hel ref uah, aspx B ock 3
46.19. 86. 236 I srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock
31.168.121.193 [Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None
wwny, chamat z. aka. i d i
79.181.154.41 | srael 147.237.77.226 .. Wnaut hori zed UR. Access to Bl ock 2
foil waw, chanat z. aka. i df . i |/t enpl at es/ honepage/ honepage. aspx
95. 86. 120. 10 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock
80.179.114.27 |lIsrael 147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from 80.179. 114. 27 B ock
46. 19. 86. 226 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock
] . . D stributed Unaut hori zed Method for Known URL on
73.55. 207. 16 Wited Sates |[147.237.72.166|aka. i df .il vow aka i f . i 1/ mai v home/ def aul t . aspx B ock 2
10. 104. 110. 38 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for waw aka.idf.il/ishurim B ock
109. 65. 187. 211 |Israel 147.237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed LRL Access to waw chi nuch. aka. i df.il/404. htm B ock
77 126.30.208 |1srael 147. 237.72. 166 |aka. i df .i | mkqom_ Par a\_rret er ctl 00$ctll 00$cphMai n$cphSachar $ct 109 in None 1
aka.idf.il/nai n/ sachar/ paysl i ps. aspx
. . Paraneter Read Qlly Molation in
46.117.181. 205 |Israel 147.237.72.166 |aka. i df . i | v aka i of i |/ rai 1V sachar /r egi strat i onwi zar d/ regi st er . aspx None 1
140. 163. 254. 152|Uhited Sates  |147. 237. 72. 166 [aka. i df . i | Distributed Uhauthorized Method for Known LRL on B ock 1
vy aka. i df . i1/ishurim
79.176.98.239 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mvde None 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 146 Bl ock 1
. . . Unhaut hori zed URL Access to
180. 76.15.161  |Chi na 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8911- he/ r ef uah. aspx B ock 1
109. 67. 53. 90 I srael 147.237.77.216|dover.i df .i | PHP At t enpt Bl ock 1
1. 64. 162. 62 Hong Kong 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for ww aka. idf.il/ishurinnain/ B ock 1
. . Unaut hori zed URL Access to
84.94.208.111 |Israel 147.237.77.234|hal ag. i df . il 147.237. 77, 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
] . . D stributed Unaut hori zed Method for Known URL on
66. 102. 9. 105 Wited Sates |[147.237.72.166|aka. i df .il vow aka. i . i 1/ mai v home/ def aul t . aspx B ock 1
141.8.132.78 RJSIS;;ni o 147. 237.77. 216 |dover . i df . i | Mul ti pl e Unaut hori zed URL Access from 141. 8. 132. 78 B ock 1
37.26.146.228 |[Israel 147.237.72.167|i shuri maka. i df . il Lht raceabl e SSL Sessi ons: (pen Mbde None 1
95. 86. 120. 10 | srael 147.237.76.31 |nakchal .idf.il Mil tipl e Unaut hori zed URL Access from 95. 86. 120. 10 B ock 1
66.249.81.212 |[Israel 147.237.77. 216 |dover . i df . i | Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 1
109. 67. 53. 90 I srael 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to wa i df . il /wp-1ogin. php Bl ock 1
2.53.179.213 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
85. 65. 183. 11 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Qode B ock 1
. . D stributed Unaut hori zed Method for Known URL on
77.138.131.20 |Rance 147.237.72. 166 |aka. i df . i | e aka, i df i 1/1shuri i reai B ock 1
. . Unaut hori zed URL Access to
66.249.78.95  |Israel 147.237.77. 216 |dover. i df . il 147.237. 7. 216/ 1133- 22164- he/ i df gdover . aspx B ock 1
Russi an . . Unaut hori zed URL Access to
141.8.132.78 Federation 147.237.77. 216 [dover . i df . i | waw i df . i1/english/announcenent s/ 2003/ nay/ 15. st m Bl ock !
37.26.148.164 |[Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx |Bl ock 1
66.249.81.215 |[Israel 147.237.77. 216 |dover.i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
109. 253. 132. 149]I st ael 147.237.72. 166 |aka. i df . i | llegal Byte Qe Character in R /mai nkapat2//resi012 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
2.53.180. 65 I srael 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Gonnection - Qoen Mde None 1
77.138.131.20 |France 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod POST for ww aka. i df.il/main/ kapat z/ Bl ock 1
66.249.78.104 [Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ B ock 1
. . Distributed Lhaut hori zed URL Access on
147.236.50.70 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234] i nages/ shar ed/ bul | et 1. g f B ock 1
95. 86. 120. 10 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/sip storage/files/2/ B ock 1
37.26.149.195 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
- . Unaut hori zed URL Access to
80.179.114.27 |lIsrael 147.237.76.86 [navy.idf.il v navy. i of i 1/si p storagel il es/ 3/ si 2338x0/ 1613, | pg Bl ock 1
109. 253. 132. 149|I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from109. 253.132. 149 |B ock 1
87.69.37.33 I srael 147.237.76.31 |nakchal .idf.il Mil ti pl e Wnaut hori zed URL Access from 87. 69. 37. 33 B ock 1
. . D stributed Unaut hori zed Method for Known URL on
77.139. 136. 222 |France 147.237.72.166 |aka. i df . i | vow aka. i f . i 1/ mai v home/ def aul t . aspx B ock 1
. . Unaut hori zed URL Access to
66.249.78.109  |Israel 147.237.77. 216 |dover. i df . il 147. 237. 77. 216/ 1153- 22641- he/ dover . aspx Bl ock 1
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