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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
82. 145. 208. 221 Eur ope 147.237. 76. 86 navy.idf.il B ack List drop 21
105. 103. 147. 223 Ageria 147.237.77. 216 dover.idf.il DCS- LA C- TCP- 80- dun dest - r eset 10
46. 19. 85. 65 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
103. 24. 202. 225 Net her | ands 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
82.80.78.2 | srael 147.237.77.176 nat pash. i df .i | B ack List drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
104. 255. 70. 247 Lhited Sates 147.237. 76. 196 e.svivaidf.il B ack List dr op 1
46.121.24. 174 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 1
89.248.171. 2 Net her | ands 147.237.76. 148 ggcenter.aka. i df.il|B ack List dr op 1
2.53.33.135 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
104. 255. 70. 247 Lhited Sates 147.237.76. 197 e hinush.idf.il B ack List drop 1
89. 248. 171. 2 Net her | ands 147.237. 76. 196 e.sviva.idf.il B ack List drop 1
37. 26. 148. 225 | srael 147.237. 72. 167 ishurimaka.idf.il |Invalid TGP H ags dr op 1
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|Top Attackers In IPS|

Attacker Address
149. 56. 223. 98

|Attacker Qount ry

Lhited Sates

Target Address
147.237.76. 86

|Site
navy.idf.il

|Sgna1ure

Devi ce Action

|Oount

C1000016: HITP. admnistrator in LR Permt 8
184. 172. 106. 100 Lhited Sates 147.237.72. 166 aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
66. 240. 192. 138 Lhited Sates 147.237.77. 243 nobi le.idf.il ]13840: TLS enSSL Heartbeat Packet B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

Attacker Address

|Attacker Qount ry

Target Address

|Signature

Message

Devi ce Action

|Oount

80. 179. 9. 115 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 8
80.179.9.7 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 7
193. 106. 54. 33 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 6
62.0.211.129 | srael 147. 237. 72. 166 aka.idf.il dr op First packet isn't drop 6
66.102. 9. 42 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
109. 253. 215. 202 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 5
66.102. 9. 31 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 5
186. 125. 147. 36 Argentina 147.237.72. 156 anan.idf.il dr op Frst packet isn't drop 3
149. 56. 223. 104 Lhited Sates 147.237.76. 86 navy.idf.il dr op SAMrul e drop 3
212. 143.142.56 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 3
103.224.131.1 New Zeal and 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
112. 205. 236. 227 Phi | i ppi nes 147.237.77.216 dover.idf.il drop First packet isn't drop 2
103. 224. 131. 22 New Zeal and 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
209. 208. 126. 125 Lhited Sates 147.237.77.74 lawidf.il drop Frst packet isn't drop 2
103. 224. 131. 66 New Zeal and 147.237.77.216 dover.idf.il drop First packet isn't drop 2
109. 253. 221. 45 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 2
176. 13. 17. 148 | srael 147.237.0. 19 nadi matal .idf.il dr op Frst packet isn't drop 2
109. 253. 141. 147 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
89. 248. 168. 29 Net her | ands 147.237. 76. 197 e.hinush.idf.il drop SAMrul e drop 1
216. 218. 206. 100 Lhited Sates 147.237.0. 35 akaws. i df .il dr op drop 1
176. 13. 20. 25 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
109. 253. 201. 169 | srael 147. 237. 72. 166 aka.idf.il dr op First packet isn't drop 1
74.82.47.15 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
109. 253.240.0 | srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't drop 1
46. 120. 166. 188 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
176.13.21.51 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
109. 253. 204. 188 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
176.13.237. 21 | srael 147.237.0.19 nadi matal .idf.il drop First packet isn't drop 1
176. 13. 242. 97 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
89. 248. 168. 29 Net her | ands 147.237.8.14 e.orchot.idf.il drop SAMrul e drop 1
180. 97. 106. 162 Chi na 147. 237. 8. 27 e.nadimatal .idf.il drop SAMrul e drop 1
109. 253. 223. 80 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address count ry Target Address |Site Sgnature Acti on ‘Count
185. 120. 124. 37 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 40
109. 64.109. 79 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 40
2.55.131. 155 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 31
46.19. 85. 25 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 26
176. 13. 236. 229 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 19
46.19. 86. 130 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 12
46.117.45.189 [l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 6
77.138.29.175 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for www aka.idf.il/main/sachar/about.aspx  |B ock 4
109. 253. 210. 113]I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.53.14.203 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
2.53. 63. 148 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
85. 64. 35. 52 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19.86.171 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
46. 19. 85. 239 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 2
66. 249. 76. 52 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 2
37.26.148.224 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
66.102. 9. 42 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Uhauthorized URL Access on wawidf.il/error.htm B ock 2
2.53.135. 193 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.53.165. 152 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
109. 253. 135. 145|| srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
88. 202. 218. 240 LK?ir::gom 147.237.77.216|dover . i df . i D stributed Uhauthorized URL Access on waw idf.il/error.htm B ock 2
2.53.169.25 I srael 147.237.77. 216 |dover.idf.i |l Unaut hori zed URL Access to www i df . i/ hi nush/site/ he/ hi nush. asp B ock 1
80. 230. 224. 238 I srael 147.237.76.42 |refuah.idf.i| P Stributed thauthorized URL Access on Bl ock 1

147. 237. 76. 42/ scri pt r esour ce. axd
77.139.136.22  |France 147. 237. 72. 166 |aka. i df . i | thaut hor i zed et hod POST f or Bl ock 1
wwy aka. i df . i |/ mai n/ gi yus/ yahash/ sheel on. aspx

Uhaut hori zed URL Access to

80. 230. 225. 198 I srael 147.237.76.42 [refuah.idf.il 147.237.76. 42/ shared/ cl i ent scri pt s/ j query/j query. nyronodal -1.6.2. ) s Bl ock !
66. 249. 76. 36 | srael 147.237.72. 156 |aman. i df . i | Unhaut hori zed URL Access to waw anan. idf.il/robots.txt Bl ock 1
80. 230. 225. 181 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237. 76. 42/ styl ef shar ed/ dat epi cker. css |B ock 1
80. 230. 224. 147 I srael 147.237.76.42 |refuah.idf.i|  [Whauthorized LR Access to Bl ock 1

147.237.76. 42/ si p_st oragel fi | es/ 0/ 1740. png

] . Uhaut hori zed URL Access to
80.230.224. 44 I'srael 147.237.76.42 [refuah i df. i1 |1 00"527 26 45/ 6i p storage/fil es/ 1/ si ze100x0/ 3481, | pg B ock !

. . Uhaut hori zed URL Access to
80. 230.225. 252 I sr zel 147.237.76.42 [refuah.idf.il 147.237.76. 42/ shared/ cl i ent scri pts/ui /i 18n/j query-ui-i 18n.j s Bl ock !

D stributed WUhaut hori zed URL Access on

46.116.67.204 |Israel 147.237.76.42 |refuah.idf.il 147 237,76, 42/ styl e shar ed/ reset . css B ock 1
80. 230. 225. 152 [l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ 960. css B ock 1
80.230.224.15 |israel 147.237.76.42 |refuah.idf.i|  [Wauthorized LR Access to B ock 1

147. 237. 76. 42/ shared/ cl i ent scri pt s/ ui / ui . dat epi cker. s
Unaut hori zed URL Access to

80. 230.225. 225 I'srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pt s/ j query. pl ugi ns/ j query. equal hei ghts. j s B ock 1
5.29.155. 138 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/om Bl ock 1
80.230. 225.58 |Israel 147.237.76.42 |refuah.idf.j| | Stributed thauthorized LR Access on Bl ock 1

147. 237. 76. 42/ shared/ cl i ent scri pt s/ ui / ui . dat epi cker. j s

. . Uhaut hori zed URL Access to
80. 230. 224. 189 [l srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ si p storagel fi | es/ 7/ 2317. png B ock 1

149.56.223.98 [thited Sates [147.237.76.86 [navy.idf.il Lhaut hori zed LRL Access to navy. i df.il/adnin. php B ock 1
Paraneter Type M ol ati on PageNumin

68.180.228.231 [Wited Sates (147.237.77.176|nmat pash.idf.il vaw cogat i df i | /1035 ar/ cogat . aspx B ock 1
. ; O stributed Uhaut hori zed URL Access on
80.230.225. 193 I'srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pt s/ j query/ expand. j s B ock !
80. 230. 224. 105 [l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ 1. hel/ print.css B ock 1
92.90. 16. 102 France 147. 237.72. 166 |aka. i df . i | Dstri bu_t ed _Lhaut_horl zed Method for Known URL on B ock 1
wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx
66.102.9. 31 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Lhaut hori zed UR. Access on waw i df.il/error.htm B ock 1
80. 230. 225. 165 |I srael 147.237.76.42 |refuah.idf.il  [authorized LR Access to Bl ock 1

147.237. 76. 42/ i mages/ shar ed/ nenuri ght . png

. . Unhaut hori zed URL Access to
80. 230. 225. 117 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_st o age/ fi | es/ 8/ si ze100x0/ 3468, g f B ock 1

. . O stributed Whaut hori zed URL Access on
80.230.224.39 |[Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ scr i pt r esour ce. axd B ock 1

. . DO stributed WLhaut hori zed URL Access on
80. 230. 225. 232 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ scri pt r esour ce. axd B ock 1

O stributed Whaut hori zed URL Access on

80. 230. 225. 207 [l srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42] styl el 1. hel scrol | er / ski . css B ock 1
2.53. 169. 187 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 1
80. 230. 225.40 I srael 147.237.76.42 |refuah.idf.il  [Whauthorized LR Access to Bl ock 1

147. 237. 76. 42/ si p_storage/ fi | es/ 9/ si ze100x0/ 3469. j pg
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