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|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Country |Target Address |gte | Message | Name |evice Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood JLM Uhder Attack Syn Htp SynH ood chal | enge 1590
0.0.0.0 147.237.72. 166 aka.idf.il SYN Fl ood JLM Lhder Attack Syn Htp SynH ood chal | enge 953
0.0.0.0 147.237. 72. 166 aka.idf.il SYN Fl ood JLM Under Attack Syn Htps SynH ood chal | enge 606
0.0.0.0 147.237.77. 216 dover.idf.il SYN Fl ood Frk _Uhder Attack Syn Htp SynH ood chal | enge 491
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood JLM Uhder Attack_Syn_H tps SynH ood chal | enge 292
0.0.0.0 147.237. 76. 86 navy.idf.il SYN H ood JLM Uhder Attack Syn Htp SynH ood chal | enge 73
0.0.0.0 147.237.72. 166 aka.idf.il SYN H ood Frk_Under Attack Syn Htp SynH ood chal | enge 28
2.54.133. 142 | srael 147. 237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ation-d i Intrusions |[forward 23
46. 103. 148. 56 Q eece 147.237. 72. 166 aka.idf.il SYN H ood unveri fi ed cooki e SynH ood drop 22
109. 253. 139. 1 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-A i Intrusions |[drop 21
46.117. 40. 207 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS-renegotiation-Qi Intrusions |forward 20
149. 78. 108. 219 | srael 147.237.72. 167 ishurimaka.idf.il |Anomal y-TLS renegoti ation-Q i Intrusions |forward 19
85. 250. 7. 161 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-Qd i Intrusions |forward 19
46.121.79. 168 | srael 147.237.72. 166 aka.idf.il SYN H ood unveri fi ed cooki e SynH ood drop 19
46. 120. 142. 243 | srael 147.237. 72. 166 aka.idf.il SYN H ood unveri fi ed cooki e SynH ood drop 18
82. 145. 221. 115 Eur ope 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In Access drop 17
82. 145, 221. 243 Eur ope 147.237.77.216 dover.idf.il B ock_|p VWb In Access dr op 16
46.19. 85. 204 | srael 147.237.72. 166 aka.idf.il SYN H ood unverified cooki e SynH ood drop 15
0.0.0.0 147.237.77.176 nat pash. i df .i | SYN H ood Frk_Under Attack Syn Htp SynH ood chal | enge 14
46. 120. 66. 167 | srael 147.237. 72. 166 aka.idf.il SYN H ood unverified cooki e SynH ood drop 12
46. 120. 66. 167 | srael 147.237. 72. 166 aka.idf.il SYN H ood out of context SynH ood drop 12
109. 67. 144. 229 | srael 147.237.72. 166 aka.idf.il SYN H ood unveri fi ed cooki e SynH ood drop 11
213.233.214.91 Net her | ands 147.237.77.216 dover.idf.il SYN H ood unverified cooki e SynH ood dr op 10
69. 171. 247. 115 Lhited Sates 147.237.72. 14 dover.idf.il Bl ock Bad Host Nane Intrusions |forward 9
84.109. 29. 21 | srael 147.237.72. 166 aka.idf.il SYN H ood unverified cooki e SynH ood drop 9
0.0.0.0 147.237.72. 14 dover.idf.il SYN Fl ood JLM Lhder Attack Syn Htp SynH ood chal | enge 9
46. 19. 86. 50 | srael 147.237. 72. 166 aka.idf.il SYN H ood out of context SynH ood drop 9
216. 52. 192. 52 Lhited Sates 147.237.77. 216 dover.idf.il B ock_ Wp Al _Nets Access drop 8
84.108. 89. 99 | srael 147.237.72. 166 aka.idf.il SYN H ood out of context SynH ood dr op 8
46. 19. 86. 50 | srael 147.237.72. 166 aka.idf.il SYN H ood unverified cooki e SynH ood drop 8
31.44.139. 67 | srael 147.237.72. 166 aka.idf.il SYN H ood unverified cooki e SynH ood drop 7
46.19. 86. 132 | srael 147.237.72. 166 aka.idf.il SYN H ood unveri fi ed cooki e SynH ood drop 7
64. 74. 133. 48 Lhited Sates 147.237.77. 74 lawidf.il B ock Wp Al _Nets Access drop 7
79.178.119. 139 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset SynH ood drop 6
0.0.0.0 147.237.77.216 dover.idf.il SYN H ood Frk_Under Attack Syn Htps SynH ood chal | enge 6
79.178.119. 139 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e SynH ood drop 6
46. 120. 142. 243 | srael 147.237.72. 166 aka.idf.il SYN H ood out of context SynH ood drop 6
84.94. 48. 157 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e SynH ood drop 6
2.54.165. 126 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e SynH ood drop 6
31.13.99.116 Irel and 147.237.72. 14 dover.idf.il Bl ock_Bad_Host _Nane Intrusions |forward 6
95. 35. 50. 205 | srael 147.237.77.216 dover.idf.il SYN H ood out of context SynH ood dr op 6
37.142. 83. 49 | srael 147.237.72. 166 aka.idf.il SYN H ood unverified cooki e SynH ood drop 6
216.52.79. 136 Lhited Sates 147.237.77. 216 dover.idf.il B ock Wp Al Nets Access drop 5
77.125.100. 132 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e SynH ood drop 5
82.102. 141. 209 | srael 147.237. 72. 166 aka.idf.il Invalid TGP H ags Anonal i es  |drop 5
64. 74. 133. 40 Lhited Sates 147.237.77. 74 lawidf.il B ock_ Wp Al _Nets Access drop 5
46.121. 66. 106 | srael 147.237.72. 166 aka.idf.il SYN H ood unverified cooki e SynH ood dr op 5
5.28.189. 241 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e SynH ood drop 5
109. 67. 178. 82 | srael 147.237.72. 166 aka.idf.il SYN H ood out of context SynH ood drop 5
109. 52. 56. 78 Italy 147.237.77. 216 dover.idf.il SYN H ood out of context SynH ood drop 5




07-25-2014-18:00:19 to 07-25-2014-19:00:19

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess |Ste |Narre |Davi ce Action |Oount \
157. 166. 159. 230 |Lhited Sates 147.237.77.216 |dover.idf.il 7120: TGP, Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 5
93.172.220. 232 |lsrael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 2
85. 150. 25. 79 Net her | ands 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
71.6.165. 200 Lhited Sates 147.237.8. 27 e.nadimatal .idf.il|B ock Level 70 100 B ock 1
2.54.167. 242 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Offerent Data, e.g., Fagroute B ock 1
71.6.167. 142 Lhited Sates 147.237. 8. 50 e tikshuv.idf.il Bl ock_Level 70 100 B ock 1
66.240. 192. 138 [Lhited Sates 147.237.72.156 |anan.idf.il B ock_Level 70 100 B ock 1
88. 226.213. 199  |Turkey 147.237.72.166 |aka.idf.il @25: HITP: access to administrator/index. php -> Quarantine B ock 1
71.6.165. 200 Lhited Sates 147.237.77.121 |e.navy.idf.il Bl ock Level 70 100 B ock 1
46.116. 232. 151 |l srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
192. 155.84.120 |lhited Sates 147.237.72. 167 lishurimaka.idf.il |Bl ock Level 70 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.72.156 |anan.idf.il B ock Level 70 100 B ock 1
66.240. 192. 138 [Lhited Sates 147.237.77.179 |e.nazi.idf.il B ock_Level 70 100 B ock 1
93. 120. 27. 62 Romani a 147.237.0.200 |rdu.idf.il Bl ock_Level 70 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77.216 |dover.idf.il Bl ock Level 70 100 B ock 1
64. 236. 82. 64 Lhited Sates 147.237.77.74 |lawidf.il 2273. HITP. ../ Drectory Traversal Beyond Ve¢bRoot (|evel 1) Per m t 1
192.155.84. 120 [lhited Sates 147.237.76.38 |e.e.neitav.idf.il [B ock Level 70 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.196 |e.sviva.idf.il Bl ock_Level 70 100 B ock 1
66.240.236.119 [Lhited Sates 147.237. 0. 35 akavs. i df .i | B ock_Level 70 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77.233 |atal.idf.il Bl ock_Level 70 100 B ock 1
64. 236. 82. 65 Lhited Sates 147.237.77.74 |lawidf.il 2273; HITP. ../ Drectory Traversal Beyond VeébRoot (level 1) Permt 1
207.135.171. 242 |Lhited Sates 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
84. 94. 66. 63 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Offerent Data, e.g., Fagroute B ock 1
71.6.135. 131 Lhited Sates 147.237.77.243 |nobile.idf.il B ock Level 70 100 B ock 1
105. 157. 211. 218 |Mor occo 147.237.77.216 |dover.idf.il 7120: TGP, Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 1
71.6.165. 200 Lhited Sates 147.237.77.234 |halag.idf.il Bl ock_Level 70 100 B ock 1
66.240.192. 138 |lhited Sates 147.237. 8. 50 e tikshuv.idf.il Bl ock Level 70 100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte | Name |count |
80. 74. 98. 102 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 5
46.121. 101. 229 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
93. 172. 42. 25 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
50. 116. 11. 215 Lhited Sates 147.237.8. 14 e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
173. 255. 244. 30 Lhited Sates 147.237.76. 44 e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
1.93.34.214 Chi na 147.237.77. 61 e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
173.230. 157. 41 Lhited Sates 147.237.77. 205 prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
106. 185. 28. 114 Japan 147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 1
66. 175. 218. 106 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il ET SCAN Potential SSH Scan 1
62. 110. 158. 133 Italy 147.237.77. 235 sviva.idf.il ET SCAN NVAP -sS w ndow 3072 1
50. 116. 15. 188 Lhited Sates 147.237.77. 234 hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
192. 155. 84. 120 Lhited Sates 147.237.76. 38 e.eneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
50. 116. 12. 175 Lhited Sates 147.237.77. 121 e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
173. 255. 246. 52 Lhited Sates 147.237.8. 14 e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
173. 255. 223. 118 Lhited Sates 147.237.0.19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
173. 230. 155. 62 Lhited Sates 147.237.77.178 e. nat pash. i df.il ET SCAN NVAP -sS w ndow 1024 1
74.207.246. 143 Lhited Sates 147.237. 77. 205 prishaidf.il ET SCAN NVAP -sS w ndow 1024 1
62.110. 158. 133 Italy 147.237.77. 235 sviva.idf.il ET SCAN NVAP -sS w ndow 4096 1
50. 116. 15. 188 Lhited Sates 147.237.77. 235 sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
198. 74. 51. 88 Lhited Sates 147.237.77. 205 prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
50. 116. 12. 175 Lhited Sates 147.237.77. 235 sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
173. 255. 246. 52 Lhited Sates 147.237. 8. 28 e. nobil e-ks.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address | Attacker Country | Target Address |ste | Message | Name | Devi ce Action |count |
41.207.184. 17 Togo 147.237.77. 216 dover.idf.il drop drop 240
63.117.8.3 Lhited Sates 147.237.77. 216 dover.idf.il drop drop 140
41. 143.76. 176 Mor occo 147.237.77. 216 dover.idf.il drop drop 24
50. 100. 149. 234 Canada 147.237.77. 216 dover.idf.il drop drop 21
5.102. 253. 249 | srael 147.237.77. 226 hanaz. i df .i | Inval id ACK nunber Bad TCP sequence noni t or 16
109. 67. 170. 27 | srael 147.237.77. 216 dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 16
5. 102. 253. 249 | srael 147.237.77. 226 hanaz. i df .i | Inval i d ACK nunber Bad TCP sequence 16
2.54.38.22 | srael 147.237.72. 166 aka.idf.il drop drop 15
41.69. 22. 168 Egypt 147.237.77. 216 dover.idf.il drop drop 14
67.244. 87. 222 Lhited Sates 147.237.77. 216 dover.idf.il drop drop 13
106. 185. 28. 114 Japan 147.237.77. 216 dover.idf.il drop drop 11
69. 196. 168. 95 Canada 147.237.77. 216 dover.idf.il dr op drop 10
173. 4. 128. 56 Lhited Sates 147.237.77.216 dover.idf.il drop drop 10
212.179.61. 126 | srael 147.237.77.216 dover.idf.il drop drop 10
41. 67. 80. 127 Egypt 147.237.77. 216 dover.idf.il drop drop 10
46. 19. 86. 50 | srael 147.237.72. 166 aka.idf.il drop drop 9
201. 141. 233. 199 Mexi co 147.237.77. 216 dover.idf.il drop drop 9
5.22.129.251 | srael 147.237.72. 156 anan. i df.il dr op drop 9
70. 196. 200. 253 Lhited Sates 147.237.77.216 dover.idf.il drop drop 9
92.234.63.11 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 9
190. 195. 213. 199 Argentina 147.237.77. 216 dover.idf.il drop drop 8
41.13.238. 74 South Africa 147.237. 72. 156 anan.idf.il drop drop 8
79.181. 16. 212 | srael 147.237.77. 216 dover.idf.il drop drop 8
189. 71. 153. 188 Brazil 147.237.77. 216 dover.idf.il dr op drop 8
95. 86. 105. 233 | srael 147.237.76. 86 navy.idf.il drop drop 8
95. 35. 50. 30 | srael 147.237.72. 166 aka.idf.il drop drop 8
31.44.139. 67 | srael 147.237. 72. 166 aka.idf.il Invalid ACK nunber Bad TCP sequence noni t or 7
31. 44.139. 67 | srael 147.237.72. 166 aka.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 7
2.54.148. 47 | srael 147.237.77. 216 dover.idf.il drop drop 7
108. 27. 203. 156 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 7
79.182. 124, 147 | srael 147.237.72. 166 aka.idf.il drop drop 6
54.241.198. 78 Lhited Sates 147.237.77.176 nat pash. i df . i drop drop 6
41.224.132. 10 Tuni si a 147.237.77. 216 dover.idf.il drop drop 6
213.57.179. 84 | srael 147.237.77. 216 dover.idf.il drop drop 6
79.177.61. 47 | srael 147.237.72. 166 aka.idf.il drop drop 6
46.19. 86. 235 | srael 147.237.72. 166 aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 6
87.68. 78. 109 | srael 147.237.77. 216 dover.idf.il dr op drop 6
5.29.58. 121 | srael 147.237.77.216 dover.idf.il drop drop 6
46.19. 86. 235 | srael 147.237. 72. 166 aka.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 6
41.137.74. 134 Mor occo 147.237.77. 216 dover.idf.il drop drop 6
46. 120. 69. 49 | srael 147.237.77. 216 dover.idf.il drop drop 6
213.57.123. 35 | srael 147.237.72. 166 aka.idf.il dr op drop 6
46. 103. 148. 56 G eece 147.237.72. 166 aka.idf.il dr op drop 6
79.183.9.218 | srael 147.237.72. 14 dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 6
5.28.189. 241 | srael 147.237.77. 216 dover.idf.il drop drop 6
216. 223. 27. 52 Lhited Sates 147.237.72. 166 aka.idf.il dr op dr op 5
95. 35. 50. 208 | srael 147.237.77. 216 dover.idf.il drop drop 5
79.181.103. 213 | srael 147.237.72. 166 aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 5
79.176. 157. 25 | srael 147.237.76. 42 refuah.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 5
46. 19. 86. 221 | srael 147.237.77.216 dover.idf.il drop drop 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |Jte ; ‘Count
Country Action
46.120. 16. 221 I srael 147.237.0.19 nadi matal .idf.i|D stributed Too Many of the Sane Response Code (404) Bl ock 190
66. 249. 70. 184 Lhited Sates |[147.237.77.74 |lawidf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 70. 184 Bl ock 66
93, 172. 220. 232 i srael 147.237.72. 166 |aka. i of . i | Distributed Lhaut hori zed LRL Access on Bl ock 38
wane aka. i df . i | // mai n/ snal i nd webr esour ce. axd
66. 249. 74. 86 Lhited Sates |[147.237.72.166|aka.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 74. 86 Bl ock 24
109. 67. 144. 229 I srael 147.237.72. 166 |aka. i df . i Distributed Whaut hori zed LR Access on B ock 21
wan aka. i df . i | // mai n/ smal i i webr esour ce. axd
46.116. 232. 151 |Israel 147.237.72. 166 |aka. i df .i | Distributed Lhaut hori zed UR. Access on B ock 14
wane aka. i df . i | // nai n/ har edi ni webr esour ce. axd
149.78.141. 132 |lhited Sates |147.237.72.14 |dover.idf.il Bot attack on D DF - Non Browser Access Bl ock 13
46.117.62.139  |[israel 147. 237.72. 156 |anan.i df .i1 Distributed thauthori zed LR Access on B ock 12
wan anan. i df . i | // nodi i n/ aut hent i cat i onser vi ce. asnx/ r el oad
77.127.162. 146 |l srael 147. 237.72. 156 |anan. i df . | Distributed thauthori zed LR Access on B ock 12
v anan. i df . i | // nodi i n/ aut hent i cat i onser vi ce. asnx/ r el oad
85.65.54.135 | srael 147. 237.72. 156 |anan.i df .i1 Distributed thauthori zed LR Access on B ock 12
wan anan. i df . i | // nodi i n/ aut hent i cat i onser vi ce. asnx/ r el oad
192. 116. 175. 122|l srael 147. 237.72. 156 |anan. i df . | Distributed thauthori zed LR Access on B ock 12
v anan. i df . i | // nodi i n/ aut hent i cat i onser vi ce. asnx/ r el oad
87.68.50.151 | srael 147. 237.72. 156 |anan.i df .i1 Distributed thauthori zed LR Access on B ock 12
wan anan. i df . i | // nodi i n/ aut henti cat i onser vi ce. asnx/ r el oad
79.176.22.189 |Israel 147. 237. 72. 156 |anan. i of . | Distributed thauthori zed LR Access on B ock 12
v anan. i df . i | // nodi i n/ aut hent i cat i onser vi ce. asnx/ r el oad
84.228. 240. 135 |israel 147. 237.72. 156 |anan.i df .i1 Distributed thauthori zed LR Access on B ock 12
wan anan. i df . i | // nodi i n/ aut henti cat i onser vi ce. asnx/ r el oad
80.230.12.188 |l srael 147. 237. 72. 156 |anan. i of . | Distributed thauthori zed LR Access on B ock 11
v anan. i df . i | // nodi i n/ aut hent i cat i onser vi ce. asnx/ r el oad
149.78.30.162 |Israel 147. 237.72. 156 |anan.i of . i1 Distributed thauthori zed LR Access on B ock 9
wan anan. i df . i | // nodi i n/ aut henti cat i onser vi ce. asnx/ r el oad
87.69.19.152  |Israel 147. 237. 72. 156 |anan. i of . | Distributed Lhauthorized UL Access on B ock 8
v anan. i df . i | // nodi i n/ aut hent i cat i onser vi ce. asnx/ r el oad
84.228.140.40 |Israel 147. 237. 72. 166 |aka. i df .i Distributed Lhaut hori zed UL Access on B ock 8
wane aka. i df . i | // mai n/ smal i nd webr esour ce. axd
109. 64.17. 148 |Israel 147.237.72. 166 |aka.i df . i1 Distributed Lhauthorized URL Access on B ock 8
waw aka. i df . i 1// mai n/ rabanut / webr esour ce. axd
66.249.70.166 |Lhited Sates |147.237.77.226 |hanaz.idf.il Unaut hori zed URL Access to 147.237.77. 226/ 938- he/ hanaz. aspx Bl ock 8
e Dstributed Lhauthori zed URL Access on
46. 19. 86. 250 | srael 147.237.72. 166 |aka.idf. il v aka. i of i1 // nai v har edi m vebr esour ce. axd Bl ock 7
71.167.113.31 |tited Sates |147.237.72. 166 |aka. i df il Distributed Whauthori zed LR Access on B ock 7
waw aka. i df . i 1// mai n/ rabanut / webr esour ce. axd
50.20.70.66  |lnited Sates |147.237.72. 166 |aka idf.il Distributed Lhaut horized LR Access on Bl ock 7
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd
2.54.34.58 I srael 147.237.72. 14 |dover.idf.il Bot attack on D DF - Non Browser Access Bl ock 6
. . D stributed Unaut hori zed URL Access on
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