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05-11-2015-07:03:00 to 05-11-2015-08:03:00

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
79.181.131.71 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS-renegotiation-di dest - r eset 224
2.54.38.103 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 80
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 8
82. 166. 165. 162 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
2.54.140. 70 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 2
2.54.140. 70 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 2
211.137.190. 38 Chi na 147.237.77. 205 prisha.idf.il JIMPurple Gon Linmt Htp drop 1
2.54.146. 217 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
104. 131. 214. 239 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
180. 14. 183. 124 Japan 147.237. 76. 38 eeneitav.idf.il Bl ock_UWlp Al _Nets drop 1
188. 138. 9. 50 Ger many 147.237.76. 31 nakchal .idf.il B ock_Udp Al _Nets drop 1




05-11-2015-07:03:00 to 05-11-2015-08:03:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess |Ste |Name |Davi ce Action |Oount |
180. 76. 5. 193 Chi na 147.237.77.216 |dover.idf.il DVRep_P- N _40-59 Per nint 113
180. 76. 5. 193 Chi na 147.237.77.74 |lawidf.il DVRep_P- N 40- 59 Per mt 79
62.219. 164. 244 |lsrael 147.237.72.166 |aka.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 3
66.240.192. 138 |lLhited Sates 147.237.76. 148 |gqcenter.aka.idf.il |DVRep_B-N 60 100 B ock 2
71.93. 88. 133 Lhited Sates 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2
71.6.135. 131 Lhited Sates 147.237.76.31 [nakchal .idf.il DVRep_B-N 60_100 B ock 1
66.240. 192. 138 |lLhited Sates 147.237. 8. 46 e.chinuch.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77.19 |lawforumidf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Cer many 147.237.76.39 |[nobile.neitav.idf.il|DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.8. 24 elifestyle.idf.il |DVRep B-N 60 100 B ock 1
66.240.192. 138 |lLhited Sates 147.237.77.74 |lawidf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger many 147.237.77.178 |e.natpash.idf.il DVRep_B-N 60 100 B ock 1
71.6.135. 131 Lhited Sates 147.237.77. 227 |e.hamaz.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 |lhited Sates 147.237.72. 156 |anan.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77. 170 |n@arachot.idf.il DVRep B-N 60 100 B ock 1
188. 138. 9. 50 Ger nany 147.237.76.44 |e.refuah.idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237. 8. 45 eeitanidf.il DVRep_B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237.0. 19 nadi matal .idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237. 8. 45 eeitanidf.il DVRep_B-N 60_100 B ock 1
46. 19. 85. 50 | srael 147.237.76.42 |refuah.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., FHagroute B ock 1
71.6.135. 131 Lhited Sates 147.237.77.234 |halag.idf.il DVRep B-N 60 100 B ock 1
188. 138. 9. 50 Ger nany 147.237.76. 198 |e.yohal an.idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.72.14 |dover.idf.il (ol d) DVRep_B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237.0. 35 akavs.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77. 227 |e.hamaz.idf.il DVRep_B-N 60_100 B ock 1
184.173.183. 172 |lhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N 40- 59 Per mt 1
71.6.165. 200 Lhited Sates 147.237.76.196 |e.sviva.idf.il DVRep B-N 60 100 B ock 1
66.240.192. 138 |lLhited Sates 147.237.76. 177 |ncore.idf.il DVRep_B-N 60 100 B ock 1
188. 138. 9. 50 Cer many 147.237.76. 200 |eitan. aka.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.202 |e.halag.idf.il DVRep_B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237. 8. 45 eeitanidf.il DVRep_B-N 60_100 B ock 1
66.240.192. 138 |lLhited Sates 147.237.0. 34 tikshuv.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.72.167 |ishurimaka.idf.il |DVRep B-N 60 100 B ock 1
188. 138. 9. 50 Ger nany 147.237.76.34 |yohalan.idf.il DVRep B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.212 |e.dover.idf.il DVRep_B-N 60_100 B ock 1
66.240. 192. 138 |lLhited Sates 147.237.76.196 |e.sviva.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger many 147.237.76. 202 |e.halag.idf.il DVRep_B-N 60 100 B ock 1




05-11-2015-07:03:00 to 05-11-2015-08:03:00

|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW with fake user agent 7
61.160.224. 128 |Chi na 147.237. 76. 148 |gacent er. aka. i df .i | ET SCAN Potential SSH Scan 1
61. 49. 45. 41 Chi na 147.237.77. 205 |prisha.idf.il ET SCAN Nmap Scripting Engi ne User-Agent Detected (Nwap Scripting Engine) |1
46.19. 86. 149 | srael 147.237.77. 216 |dover.idf.il portscan: TGP O stributed Portscan 1
5.231.205.182 |Ger nany 147.237.8.50 |e.tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
104. 128. 144. 130 147.237.72.166 |aka.idf.il ET SCAN NVAP -sS wi ndow 2048 1
66.249. 78. 154 |Lhited Sates 147.237.76.86 |navy.idf.il ET SCAN NVAP -sA (2) 1
61.240. 144.64 |China 147.237.76.196 |e.sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 160. 224. 128 |Chi na 147.237.77. 176 |nat pash.i df .i | ET SCAN Potential SSH Scan 1
61. 160. 224. 128 |Chi na 147.237. 76. 147 |chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
61. 49. 45. 41 Chi na 147.237.77. 205 |prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
31.184.242.17 Russi an Federation|147.237. 77. 216 |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
210. 61. 150. 154 |Tai wan 147.237.0.200 |rdu.idf.il ET SCAN NVAP -sS wi ndow 1024 1
144. 0. 0. 60 Chi na 147.237.0.34 |tikshuv.idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 130 147.237.72. 166 |aka.idf.il ET SCAN NVAP -f -sS 1
61. 240. 144. 66 Chi na 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
61.160. 224. 128 |Chi na 147.237.77.234 |hal ag.idf .i| ET SCAN Potential SSH Scan 1




05-11-2015-07:03:00 to 05-11-2015-08:03:00

|Top Attackers In FW |

Attacker Address

Attacker Qountry

‘Tar get Address ([Ste

104. 131. 214. 239 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 268
194. 90. 83. 233 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 112
46. 19. 86. 247 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 45
98.197.156.53 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 40
46.19. 86. 12 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 39
149.78.154.69 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 39
66. 87.113. 69 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 38
203. 6. 69. 2 Australia 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 33
146. 185. 35. 148 |Lebanon 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 24
37.26.148. 165 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 20
148. 177. 129. 213|Eur ope 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 20
37.115.187. 198 |krai ne 147.237.72. 166 |aka.idf .il SAMrul e drop drop 18
132. 70. 66. 13 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 18
162. 243.61. 230 |lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 18
38.111.147.86 |lhited Sates 147.237.72. 166 |aka.idf .il drop dr op 17
80. 246. 133. 103 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 16
212.235.98. 139 |israel 147.237.72. 167 |i shuri maka. i of . 1| FStransmt with different Bad TCP sequence monitor |14
w ndow scal e
46. 120. 74. 159 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 14
109. 253. 132. 69 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 14
98.127.196.76 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 12
109. 160. 216. 178|l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 10
70. 209. 52. 23 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 10
82. 205. 102. 233 glcisgi':('ja” Tertitory, 147 237.77. 216 |dover. i df .i First packet ismt SN drop drop 10
79.179.13.7 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 9
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 9
46.19. 86. 149 | srael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 7
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 7
181. 64. 209. 57  |Peru 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 7
82. 166. 165. 162 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 7
75.157.36.133 |Canada 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 7
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
79.182.121.109 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
84.108. 96. 57 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 6
84.109. 109. 169 |l srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 6
91.199. 69. 254 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 6
] s Inval i d segnent retransnission. Sreaning Engine: TCP Invalid
66.249.73.185 |lhited Sates 147.237.77. 216 |dover.idf.il c drop 6
Packet dropped. Ret r ansn ssi on

41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 6
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 5
2.52.14.78 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 5
54.72.0. 55 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 4
46. 19. 85. 169 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
147.236. 138. 210|l srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4
62.128. 35. 2 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4
194. 90. 134. 226 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 4
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 4
78.108. 161. 226 |Lebanon 147.237.0.34 |tikshuv.idf.il Frst packet isn't SN drop drop 4
192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
108.59.253. 71 |lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4
212. 14.233. 94 glcis;ilgéan Territory, 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 4
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Attacker Address
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nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1678

Country Action
157.55.39.222 |wited Sates  |147.237.0.34  |tikshuv.idf.il Distributed thadt hori zed UL Access on Bl ock 18
viwy ti kshuv. i df . i 1// capt cha. ashx
157.55.39.191 |lhited Sates  |147.237.0.34  |tikshuv.idf.il Distributed Lhaut hori zed UL Access on Bl ock 5
waw ti kshuv. i df.i1// capt cha. ashx
157.55.39.191 |Wited Sates  |147.237.0.34  |tikshuv.idf.il Distributed thaut hori zed UL Access on Bl ock 3
viwy ti kshuv. i df . il //mai n/ gi yus/ gi yus/ gener al . aspx
: s Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates  [147.237.76.86 |navy.idf.il Wi navy. i df i 11994 8613- hel navy. aspx. aspx B ock 2
} . ) Uhaut hori zed URL Access to
63. 141. 249. 155 |lhited Sates 147.237.77. 216 |dover.idf.il wa i df . i |/ 1283- 17436- en/ dover . aspx/ t r ackback/ Bl ock 1
77.237.154.221 |Czech Republic |147.237.77.233|atal.idf.il Uhaut hori zed URL Access to / B ock 1
S Unaut hori zed URL Access to
66. 249. 67. 79 | srael 147.237.77.74 |lawidf.il 147. 237. 77. 74/ 870- 4414- hel pat zar . aspx B ock 1
. . Uhaut hori zed URL Access to
188. 165. 15. 176 |Fance 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9688- he/ r ef uah. aspx B ock 1
46.19.85.178  |Israel 147. 237. 72. 166 |aka i of . i | Wnknown Pararet er ct| 00Sct| 00ScphM n$ephSachar $ct 99 in None 1
wn aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
157.55.39.162 |Wited Sates  |147.237. 72. 166 |aka i df .il Wnknown Par anet er 4f 9c0c80 in None 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
66. 249. 78. 80 | srael 147.237.77. 226 |waw chanmat z. aka. i df . i | |Unaut hori zed URL Access to 147.237.77. 226/ 938- he/ hanaz. aspx B ock 1
66. 249. 64. 215 I srael 147.237.76.31 |[nakchal .idf.il D stributed Uhaut hori zed URL Access on 147.237.76.31// B ock 1
2.54.45.176 | srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
157.55.39.222 |Wited Sates  |147.237.0.34  |tikshov.idf.i| Distributed thaut hori zed UL Access on B ock 1
ww ti kshuv. i df.il//mai n/ gi yus/ gi yus/ gener al . aspx
87. 68. 33. 106 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
s Unaut hori zed URL Access to
66. 249. 73. 136 I srael 147.237.77. 170 |naar achot . i df .i | 147. 237. 77. 170/ 71782- hel maar achot . aspx Bl ock 1
: e Unknown Par anet er PageNumiin
188. 165. 15. 192 |Fance 147.237.76.30 |hinush.idf.il waw chi nush. at al . i df . i | /994- he/ hi mush. aspx None 1
s D stributed Uhauthorized URL Access on
46. 19. 86. 214 I srael 147.237.72. 166 |aka.idf.il Vi aka, i df i 1// mai v/ har edi m webr esour ce. axd Bl ock 1
157. 55. 39. 162 Lhited Sates 147.237.72.166 |aka.idf.il Uhknown Paraneter docid in aka.idf.il/edinifund/ funddesc. asp None 1
. . |Dstributed Uhaut hori zed URL Access on
66. 249. 78. 87 I srael 147.237. 77. 226 |ww chanmat z. aka. i df . i | 147. 237. 77. 2261 | 938- he/ hamaz. aspx Bl ock 1
. ) Uhaut hori zed URL Access to
66. 249. 65. 223 | srael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ shar ed aj ax/ cr eat ecapt chai mage. aspx Bl ock 1
5. 22. 130. 48 I srael 147.237.72. 166 |aka. i df .i | Wnauit hor i zed LRL Access to B ock 1
wan aka. i df . i |/ mai n/ rabanut / webr esour ce. axd
157.55.39.222 |lhited Sates 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to waw ti kshuv.idf.il/hone/ defaul t.aspx B ock 1
94. 180. 197. 44 RJSIS:;ni on 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw idf.il/.git/index B ock 1
R Unaut hori zed URL Access to
66. 249. 73. 185 I srael 147.237.77. 216 |dover.idf.il wan i df i |/ engl i sh/ announcenent s/ 2002/ j anuar y/ 29. st m Bl ock 1
212.76.98. 142 I srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary Bl ock 1
46.121. 83. 101 | srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 78. 236 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 938- he/ r ef uah. aspx B ock 1
R Unaut hori zed URL Access to
66. 249. 65. 230 | srael 147.237.77.216 |dover . i df .11 147. 237. 77. 216/ t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
. . Uhaut hori zed URL Access to
178.255. 215. 87 |France 147.237.77.216 |dover . i df . 11 www i df .i | / 1133- 13802- he/ kkkkkkk=ccdf 7342kkkkkkk ccdf7342 |2 °K !
31.193. 51. 59 France 147.237.77.216 |dover.idf.il Suspi ci ous Response Code B ock 1
104. 131. 214. 239 147. 237. 77. 216 |dover. i df . Wnaut hori zed LRL Access 0 B ock 1
waw i df . i |/ consol e/ core/ doc_ngr/ nte_src=
e Uhaut hori zed URL Access to
66. 249. 73. 197 | srael 147.237.77. 243 |nobi le. i df . i1 mobi | e. i df i 1/ cat egoryt enpl at es/ | i st f ag/ 1935 B ock 1
212.199. 244, 112|l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
62.128.35.129 |Israel 147. 237. 72. 166 |aka. i df .| Unknown Paranet er __VI EABTATEGENERATCR i n None 1
virwv aka. i df . i |/ mai n/ sachar/ f agsel ect i on. aspx
. . |Dstributed Uhaut hori zed URL Access on
66. 249. 67. 23 I srael 147.237. 77. 226 |ww chanat z. aka. i df . i | 147. 237. 77. 2261 | 938- he/ hamaz. aspx Bl ock 1
. ) Uhaut hori zed URL Access to
188.165.15. 14 |France 147.237.77.216 |dover. i df .11 waw; i df . i |/ engl i sh/ announcenent s/ 2002/ may/ mevukash. st m Bl ock !
37.115.187. 54 Lkr ai ne 147.237.77. 176 [nat pash.i df . i | PHP Att enpt B ock 1
S D stributed Lhauthori zed URL Access on
109. 186. 26. 29 I srael 147.237.72. 166 |aka.idf.il v aka. i df i | // mai nf har edi n vebr esour ce. axd Bl ock 1
66.249.73.213 I srael 147. 237.77. 243 |nwbi l e, df i Wnaut hori zed LRL Access to B ock 1
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