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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
220.181. 108. 104 Chi na 147.237. 76. 86 navy.idf.il TCP handshake viol ation, first packet not syn drop 2972
66. 249. 67. 152 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 214
220.181.108. 176 Chi na 147.237. 76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn drop 110

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 10

124, 232.142. 220 Chi na 147.237. 76. 38 eeneitav.idf.il |Bock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address \Attacker Cbuntry|Target Address |Ste

| Name

|I:evi ce Action|Oount|

184.173.183. 172 |Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N _40-59 Per nt 143
85. 25. 43. 94 Ger many 147.237.77.74 |lawidf.il DVRep_B-N 60_100 B ock 2
188. 138. 9. 50 Ger nany 147.237.72. 166 |aka.idf.il DVRep B-N 60 100 B ock 1
66.240.192. 138 |lhited Sates 147.237. 8. 45 eeitanidf.il DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Ger nany 147.237.8. 24 e.lifestyle.idf.il DVRep_B-N 60_100 B ock 1
71.6.167.142 Lhited Sates 147.237. 8. 50 e tikshuv.idf.il DVRep_B-N 60_100 Bl ock 1
66. 240. 192. 138 |Lhited Sates 147.237.77. 205 |prishaidf.il DVRep_B-N 60_100 Bl ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.30 |hinush.idf.il DVRep_B-N 60_100 B ock 1
46.19. 85. 139 | srael 147.237.77. 216 |dover.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
93. 120. 27. 62 Romani a 147.237.76. 177 |ncore.idf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77. 243 |nobi l e.i df . i | DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77.61 |e.cogat.idf.il DVRep_B-N 60_100 Bl ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.61 |e cogat.idf.il DVRep_B-N 60 100 B ock 1
188. 138. 9. 50 Ger many 147.237.76.42 |refuah.idf.il DVRep_B-N 60_100 B ock 1
66.240.192. 138 |lLhited Sates 147.237.76.31 |nakchal .idf.il DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Ger nany 147.237.76.86 |navy.idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.72. 217 |e.idf .il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 |lLhited Sates 147.237.77. 212 |e.dover.idf.il DVRep_B-N 60_100 Bl ock 1
198. 20. 69. 98 Lhited Sates 147. 237.76. 148 [gqcenter. aka. i of . i | DVRep_B-N 60 100 B ock 1
66. 240. 192. 138 |Lhited Sates 147.237. 0. 33 idf.il DVRep_B-N 60_100 B ock 1
93. 120. 27. 62 Ronani a 147.237.77.121 |e.navy.idf.il DVRep B-N 60 100 B ock 1
85. 25. 43. 94 Ger nany 147.237.72.14 |dover.idf.il (ol d) DVRep B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.121 |e.navy.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Cer many 147.237.76. 201 |e.atal .idf.il DVRep_B-N 60_100 Bl ock 1
66. 240. 192. 138 |Lhited Sates 147.237.76. 177 |ncore.idf.il DVRep_B-N 60_100 Bl ock 1
85. 25. 103. 50 Ger many 147.237.76.202 |e.halag.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237. 76. 148 |ggcenter. aka.i df . i | DVRep B-N 60 100 B ock 1
71.6.135. 131 Lhited Sates 147.237.76.38 |e.e.neitav.idf.il DVRep_B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.121 |e.navy.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 |Lhited Sates 147.237.0. 34 tikshuv.idf.il DVRep_B-N 60_100 Bl ock 1
71.6.165. 200 Lhited Sates 147.237.77. 179 |e.nazi . i df .il DVRep_B-N 60_100 Bl ock 1
188. 138. 9. 50 Ger many 147.237.77.176 |matpash.idf.il DVRep_B-N 60_100 B ock 1
66.240.192. 138 |lLhited Sates 147.237.76. 200 |eitan. aka.i df .i | DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Ger nany 147.237.77. 178 |e. nat pash. i df . i | DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 176 |test.ncore.idf.il DVRep_B-N 60_100 B ock 1
71.6.135.131 Lhited Sates 147.237.77. 170 |naarachot . i df . il DVRep_B-N 60_100 Bl ock 1
198. 20. 69. 98 Lhited Sates 147.237. 77. 226 |ww chanat z. aka. i df .i| |DVRep_B-N 60_100 Bl ock 1
188. 138. 9. 50 Ger many 147.237.8. 27 e.nadi matal .idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 |Lhited Sates 147.237.0.35 |akaws.idf.il DVRep B-N 60 100 B ock 1
85. 25. 43. 94 Ger nany 147.237.77. 178 |e. nat pash. i df . | DVRep B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77. 243 |nobi l e.i df . i | DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 |Lhited Sates 147.237.77. 179 |e.nazi . i df .il DVRep_B-N 60_100 Bl ock 1
188. 138. 9. 50 Ger nany 147.237.77. 243 |nobil e.i of .i | DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Ger many 147.237.77. 205 |prisha.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77.234 |halag.idf .il DVRep_B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147. 237.72. 156 |anan.idf .i | DVRep_B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237. 72. 166 |aka.idf.il DVRep_B-N 60_100 B ock 1




|Top Attackers In |D|
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Attacker Address | Attacker Country | Target Address |gte [Name | count
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 7
121.88.5.177 Korea, Republic of 147.237.76. 198 e.yohal an.idf.il ET SCAN Potential SSH Scan 1
121.88.5. 177 Korea, Republic of 147.237.76. 34 yohal an.idf.il ET SCAN Potential SSH Scan 1
121.88.5. 177 Korea, Republic of 147.237.72. 167 ishurimaka.idf.il ET SCAN Potential SSH Scan 1
221.235. 205. 123 Chi na 147.237.72. 166 aka.idf.il ET SCAN NVAP -sS w ndow 3072 1
61. 240. 144. 67 Chi na 147.237.76. 147 chi nuch. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
221.235. 205. 123 Chi na 147.237.72. 166 aka.idf.il ET SCAN NVAP -f -sS 1
61. 240. 144. 64 Chi na 147.237.76. 30 hi nush. i df .i | ET SCAN NVAP -sS w ndow 1024 1
8. 29. 144. 205 Lhited Sates 147.237.77.19 lawforumidf.il ET SCAN NVAP -sS w ndow 2048 1
178.19.107. 114 Pol and 147.237.76. 30 hi nush. i df .i | ET SCAN NVAP -sS w ndow 1024 1
144.0. 0. 60 Chi na 147.237.77. 233 atal.idf.il ET SCAN Potential SSH Scan 1
121.88.5. 177 Korea, Republic of 147.237.76. 201 e atal.idf.il ET SCAN Potential SSH Scan 1
121.88.5. 177 Korea, Republic of 147.237.76.176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
121.88.5.177 Korea, Republic of 147.237.76. 31 nakchal .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.77.176 nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
221.235. 205. 123 Chi na 147.237.72. 166 aka.idf.il ET SCAN NVAP -sS w ndow 2048 1
61. 240. 144. 66 Chi na 147.237.76. 30 hi nush.idf.il ET SCAN NVAP -sS w ndow 1024 1
208. 124. 237. 146 Canada 147.237. 76. 86 navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
8. 29. 144. 205 Lhited Sates 147.237.77.19 lawforumidf.il ET SCAN NVAP -sS w ndow 4096 1
182. 18. 162. 15 India 147.237.72. 166 aka.idf.il ET SCAN Potential SSH Scan 1
8. 29. 144. 205 Lhited Sates 147.237.77.19 lawforumidf.il ET SCAN NVAP -f -sS 1
144. 0. 0. 60 Chi na 147.237.77. 234 hal ag.idf.il ET SCAN Potential SSH Scan 1
144.0. 0. 60 Chi na 147.237.76. 201 e atal.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Addr ess ‘Tar get Address ‘S‘ te ‘ Message
Country
123. 150. 182. 164|Chi na 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 108
123. 150. 182. 162|Chi na 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 102
123. 150. 182. 153|Chi na 147.237.77. 216 |dover.idf.i|F rst packet isn't SN dr op drop 95
123. 150. 182. 140|Chi na 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 86
123. 150. 182. 148|Chi na 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 84
123. 150. 182. 142|Chi na 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 81
123. 150. 182. 141|Chi na 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 80
123. 150. 182. 147|Chi na 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 67
123. 150. 182. 155|Chi na 147.237.77. 216 |dover.idf.i|F rst packet isn't SN dr op drop 66
123. 150. 182. 149|Chi na 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 62
123. 150. 182. 157|Chi na 147.237.77. 216 |dover.idf.i|H rst packet isn't SWN drop drop 60
123. 150. 182. 145|Chi na 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 54
123. 150. 182. 163|Chi na 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 52
186. 124.7.197 |Argenti na 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 41
123. 150. 182. 146|Chi na 147.237.77. 216 |dover.idf.i|F rst packet isn't SN dr op drop 40
2.54.157. 179 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 35
123. 150. 182. 144|Chi na 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 31
123. 150. 182. 160|Chi na 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 28
123. 150. 182. 154|Chi na 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 28
123. 150. 182. 150|Chi na 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 27
66.249.73.201 |United Sates  |147.237. 77. 216 |dover.icf i [ VA 1 d segnent retransmssion. Packet  |Streaming Engine: TGP Invalid dr op 26
dr opped. Ret r ansni ssi on
123. 150. 182. 151|Chi na 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 25
123. 150. 182. 143|Chi na 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 25
149.78.154.69 |lhited Sates |147.237.77.216|dover.idf.i|FHrst packet isn't SN drop drop 22
95. 86. 110. 87 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SN dr op drop 22
123. 150. 182. 152|Chi na 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 22
123. 150. 182. 156|Chi na 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 21
38.111.147.86 |lhited Sates [147.237.72.166|aka.idf.il drop drop 18
46.19. 85. 216 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 16
46. 19. 85. 89 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 15
79. 154. 88. 34 Spai n 147.237.77. 216 |dover.idf.i|F rst packet isn't SN dr op drop 15
17.142.152.86 |lhited Sates |147.237.77.216|dover.idf.i|Frst packet isn't SN drop drop 10
17.142.152.89 [lhited Sates |147.237.77.216|dover.idf.i|Frst packet isn't SYN drop drop 10
69. 162. 139. 9 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 10
220.255.1.169 |4 ngapore 147.237. 77. 216 |dover i of .| V& 1 segnent retransmission. Packet Streaning Engi ne: TCP Inval i d drop 9
dr opped. Ret r ansni ssi on
221.192.179. 48 |china 147.237.77. 216 |dover. i of .| V3 1 d segnent retransmssion. Packet Streaning Engi ne: TGP Inval i d drop 9
dr opped. Ret r ansn ssi on
99. 234. 222. 250 |Canada 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 9
17.142.152. 72 |lhited Sates |147.237.77.216|dover.idf.i|FHrst packet isn't SN drop drop 8
17.142.152.94 |Lhited Sates |147.237.77.216 |dover.idf.i|Frst packet isn't SN dr op drop 8
17.142.152.81 |lhited Sates |147.237.77.216|dover.idf.i|Frst packet isn't SWN drop drop 8
50. 87.144.145 |lhited Sates |147.237.77.216|dover.idf.i|Hrst packet isn't SYN drop drop 7
17.142.145.3 Lhited Sates |147.237.77.216|dover.idf.i|Frst packet isn't SN drop drop 6
195. 66.128.86 |Saudi Arabia 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6
17.142.151.101 |lhited Sates |147.237.77.216|dover.idf.i|FHrst packet isn't SN drop drop 6
37.26.146.229 |lsrael 147.237.77. 216 |dover.idf.i|F rst packet isn't SN dr op drop 6
66.249.73.185 |United Qates |147.237. 77. 216 |dover.idf ;| V1 d segnent retransmssion. Packet Streaning Engi ne: TCP I nval i d drop 6
dr opped. Ret r ansn ssi on
123. 150. 182. 139|Chi na 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6
17.142.152.85 |lLhited Sates |147.237.77.216 |dover.idf.i|Frst packet isn't SN dr op drop 6
66.249.73.193 |United Qates |147. 237. 77. 216 |dover.idf ;| V3 1 d segnent retransmssion. Packet Streaning Engi ne: TCP I nval i d drop 6
dr opped. Ret r ansn ssi on
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |Ste } ‘Count
Country Action

157. 55. 39. 62 Lhited Sates |147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary Bl ock 4

157.55.39.137 |lhited Sates [147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Gode_ Qust om Tenpor ary Bl ock 3

157. 55. 39. 62 Lhited Sates |147.237.72.166 |aka.idf.il Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 2

157.55.39.162 |lhited Sates [147.237.72.166|aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary Bl ock 2

157.55.39. 136 |lhited Sates |147.237.72.166 |aka.idf.il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 2

; R Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il whn navy. i df . i | / 994- 8613- hel navy. aspx. aspx B ock 2
157. 55. 39. 32 Lhited Sates |147.237.72.166 |aka. idf.il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 2
R D stributed Lhaut hori zed URL Access on

89. 139. 17. 153 | srael 147.237.72. 166 |aka. i df .il v aka. i df i 17/ mai n/ r abanut / vebr esour ce. axd Bl ock 2

2.54.182.57 I srael 147. 237. 72. 166 |aka. i df . Wnaut hori zed LRL Access to B ock 1
ww aka. i df . i |/ mai n/ har edi i webr esour ce. axd

178. 255. 215. 87 |Fance 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 178. 255. 215. 87 Bl ock 1

’ s D stributed Lhaut hori zed URL Access on

67.210.119.235 |lhited Sates |147.237.76.42 |refuah.idf.il refua atal .idf.il//blog vp-adnin/ B ock 1

66. 249. 64. 225 | srael 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
Unaut hori zed URL Access to

107. 152. 128. 27 |lhited Sates |147.237.77.216 |dover.idf.il waw i df L i1/ 1283-11437-en/ dover . aspx/ rk=0/ r s=t mj g2r ci ckbyhj b7c261 [B ock 1
yvager a-

66. 249. 73. 213 | srael 147.237.77. 243 |nobile.idf . il Ml tipl e Uhaut hori zed URL Access from 66. 249. 73. 213 Bl ock 1
31.6.71.218 Pol and 147.237.77. 176 |nat pash. i df .i | PHP At t enpt Bl ock 1
R Unaut hori zed URL Access to
178.255. 215,87 |France 147. 237. 77. 216 |dover. i df .1 waw, i df . i 1/1133- 19336- he/ kkkkkkk=39b07abokkkkkkk_39b07abg | %K !
66. 249. 67. 79 | srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 261- 6497- he/ pat zar . aspx |B ock 1
157. 55. 39. 199 Lhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ Bl ock 1
149. 255. 58. 110 LK!i“r:gegom 147.237.76. 42 |refuah.idf.il Lhaut hori zed URL Access to refua.atal .idf.il/ol d/wp-adm n/ Bl ock 1

L Unaut hori zed URL Access to
66.249.73.213 I srael 147.237.77. 243 |mubi €. i df . i1 nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1071 B ock !
S Unaut hori zed URL Access to
188.165. 15. 138 |France 147.237.76.86 navy.idf. il navy.idf.il/tenpl at es/ shared/ user cont rol s/ header upper/ Bt ock !
: R Unknown Par anet er anp; docld in
52. 0. 189. 35 Lhited Sates |147.237.72.166 |aka.idf.il ww aka, i df . i 1/brot her s/ ski ra/ def aul t . asp None 1
R URL is Above Root Directory
81.89.96.91 Ger many 147.237.77. 216 |dover. i df .| wwidf.il/../shared/clientscripts/jquery/jquery-1.4.2.nin.js Bt ock !
66. 249. 67. 105 | srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 913- 4475- he/ pat zar . aspx |B ock 1
] s DO stributed Unaut hori zed URL Access on
173. 236. 224. 114|lhited Sates |147.237.76.42 |refuah.idf.il refua atal .idf.il//wyl wp-adnin/ B ock 1
. .. |Dstributed Wauthorized URL Access on
66. 249. 78. 87 | srael 147. 237. 77. 226 [wwn chanat z. aka. i df . i | 147. 237. 77. 226/ | 938- he/ hamaz. aspx Bl ock 1
197. 242. 159. 201|South Africa |147.237.76.42 |refuah.idf.il Distributed Lhauthori zed LR Access on B ock 1
refua atal .idf.il//wordpress/wp-admn/
62.210. 209. 22  |Fance 147.237.76.42 |refuah.idf.il D stributed Waut horized URL Access on 147.237.76.42// Bl ock 1
157.55.39. 139 |lhited Sates |147.237.77.216 |dover.idf.il Lhaut hori zed URL Access to wawidf.il/atal 1/izkor/vi ew text.asp Bl ock 1
L Unaut hori zed URL Access to
66.249.73.197 I srael 147.237.77. 243 |mubi €. i df . i1 nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1682 B ock !
178.137.81. 145 |lkraine 147.237.77. 216 |dover.idf.il D stributed PHP At enpt Bl ock 1
66. 249. 78. 242 | srael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1283- he/ r ef uah. aspx Bl ock 1
66. 249. 64. 145 | srael 147.237.72. 166 |aka.i df.il Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
157.55. 39. 144 Lhited Sates |147.237.77.176 |natpash.idf.il Unaut hori zed URL Access to 147.237.77.176/ Bl ock 1
107.20.201. 73 |lhited Sates |147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua.atal .idf.il/wp-admn/ Bl ock 1
66. 249. 73. 201 | srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/atal 1/izkor/ mai n. asp Bl ock 1
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