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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
220.181.108. 180 Chi na 147. 237. 76. 86 navy.idf.il TCP handshake vi ol ation, first packet not syn drop 408
220.181. 108. 174 Chi na 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn drop 73

66. 249. 67. 172 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn drop 10

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 4

210. 194. 238. 221 Japan 147.237.76. 196 e.svivaidf.il [Bock Wp Al Nets drop 3

50. 204. 241. 108 Lhited Sates 147.237. 76. 202 e halag.idf.il |Block Udp All Nets drop 2

146. 185. 239. 100 Russi an Federation 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1
82.102. 141. 251 | srael 147.237.72. 166 aka. idf.il Invalid TGP H ags drop 1

85. 25. 103. 50 Ger many 147.237.76. 30 hi nush. i df .i | Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Ste |Name |Davi ce Action |Ooum |
128.242.249.12 |Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N 40- 59 Per mt 28
46.137.134.188 |Irel and 147.237.72. 166 |aka.idf.il DVRep_P- N 40- 59 Per m t 10
46.137.134.188 |[Irel and 147.237.72. 156 |anan.idf.il DVRep P- N 40-59 Per m t 10
71.6.135. 131 Lhited Sates 147.237.77.233 |atal .idf.il DVRep _B-N 60 100 B ock 2
46.116. 210. 130 |l srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |[B ock 2
85. 64. 67. 166 | srael 147.237.72. 166 |aka.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 1
198.20.70. 114 |lhited Sates 147.237.76. 176 |test.ncore.idf.il DVRep B-N 60_100 B ock 1
188. 138. 9. 50 Ger many 147.237.76.44 |e.refuah.idf.il DVRep_B-N 60_100 B ock 1
71.6.167.142 Lhited Sates 147.237.0.34 tikshuv.idf.il DVRep B-N 60 100 B ock 1
66. 240. 192. 138 |Lhited Sates 147.237.77. 216 |dover.idf.il DVRep _B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.202 |e.hal ag.i df.il DVRep_B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.0.200 |ndu.idf.il DVRep B-N 60_100 B ock 1
198.20.70. 114 |lhited Sates 147.237.77. 216 |dover.idf.il DVRep_B-N 60_100 B ock 1
46. 165. 197. 141 |Ger many 147.237.77.74 |lawidf.il C1000106: HTTP: naj estic bot B ock 1
188. 138. 9. 50 Cer many 147.237.76. 197 |e. hinush.idf.il DVRep B-N 60 100 B ock 1
85. 25. 43. 94 Ger nany 147. 237. 8. 50 e.tikshuv.idf.il DVRep _B-N 60 100 B ock 1
66. 240. 192. 138 |Lhited Sates 147.237.77.234 |halag.idf.il DVRep_B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.19 |lawforumidf.il DVRep B-N 60_100 B ock 1
188. 138. 9. 50 Cer many 147.237.0. 15 kosher-kravi .idf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147. 237. 8. 27 e.nadi matal .idf.il DVRep_B-N 60_100 B ock 1
218.30.103.52 |China 147.237.72. 166 |aka.idf.il Cl03: HITP: User Agent Sogou-+web+spi der B ock 1
66.240. 192. 138 |Lhited Sates 147.237.0. 16 ny- kosher-kravi.idf.il |DVRep B-N 60 100 B ock 1
188. 138. 9. 50 Ger nany 147.237.76.200 |eitan. aka.idf.il DVRep_B-N 60 100 B ock 1
85. 25. 43. 94 Ger many 147.237.76.202 |e.hal ag.idf.il DVRep B-N 60_100 B ock 1
71.6.135.131 Lhited Sates 147.237.76.39 |nobile.neitav.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77. 243 |nobil e.idf .il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger many 147. 237. 8. 27 e.nadi matal .idf.il DVRep B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77.121 |e.navy.idf.il DVRep _B-N 60 100 B ock 1
66. 240. 192. 138 |Lhited Sates 147.237.76. 197 |e. hinush.idf.il DVRep_B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il DVRep B-N 60_100 B ock 1
85. 25. 103. 50 Ger many 147.237.77. 170 |naarachot.idf.il DVRep_B-N 60_100 B ock 1
71.6.135.131 Lhited Sates 147.237.76.86 |navy.idf.il DVRep_B-N 60_100 B ock 1
198.20.70.114 |lhited Sates 147.237.76.38 |e.e.neitav.idf.il DVRep B-N 60 100 B ock 1
188. 138. 9. 50 Ger many 147.237.8.50 e.tikshuv.idf.il DVRep _B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77. 170 |naarachot.idf.il DVRep_B-N 60 100 B ock 1
66. 240. 192. 138 |lhited Sates 147.237.77. 212 |e.dover.idf.il DVRep B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.44 |e.refuah.idf.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Atacker ‘Attacker Qount ry ‘Target Addr ess ‘S te Nanme ‘Count
Addr ess
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
183.136.216.3 [Chi na 147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 1
144.0.0. 60 Chi na 147.237.76. 197 |e. hi nush.idf.il ET SCAN Potential SSH Scan 1
89. 248. 160. 215 |Net her| ands 147.237.0.200 |[mdu.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61.240. 144. 64 |Chi na 147.237.72.14 |dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
46. 165. 220. 215 |Ger many 147.237.0.34 |tikshuv.idf.il ET SCAN Potential SSH Scan 1
218. 77. 79. 43 Chi na 147. 237. 77. 212 |e. dover i df i1 ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnections, Potential Scan 1
or Brute Force
31.184. 242. 17 Eé;;;’} o 147. 237. 77. 216 |dover. i df . i ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
218. 77. 79. 43 Chi na 147.237.77.19 |l awforumidf.il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnections, Potential Scan 1
or Brute Force
212.83.139. 68 |Fance 147. 237. 76. 147 |chi nuch. aka.i df .i | ET SCAN NVAP -sS wi ndow 1024 1
183. 136.216.3 |China 147.237.76.202|e.hal ag.idf.il ET SCAN Potential SSH Scan 1
183. 136.216.3 |China 147.237.76.38 |e.e.neitav.idf.il ET SCAN Potential SSH Scan 1
91.238.134.92 |Pol and 147.237.76.201|e.atal .idf.il ET SCAN NMVAP -sS w ndow 1024 1
89. 248. 160. 215 |Net her| ands 147.237.0. 15 kosher -kravi . i df.il ET SCAN NVAP -sS wi ndow 1024 1
50. 252, 197. 194 |Lhited Sates 147.237.77. 178 |e.natpash. i df .i | ET SCAN NVAP -sS wi ndow 3072 1
46. 165. 220. 215 |Ger many 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
218. 77.79. 43 Chi na 147.237.77. 176 |mat pash. i df . i ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnections, Potential Scan 1
or Brute Force
212.83.139. 68 |Fance 147. 237. 76. 147 |chi nuch. aka. i df .i | ET SCAN NMVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

Attacker Address

A tacker

‘Tar get Address ([Ste

Country

213.204.127. 38 |Lebanon 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 21
162. 243.222. 48 |lhited Sates |147.237.77.216 |dover.idf.il Hrst packet isn't SN drop drop 16
37.26.148.141 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 6
157.55.39.162 |lited Sates |147.237.72. 166 |aka idf.il Inval i d segnent retransmssi on. Streamng Engi ne: TP Invalid drop 6
Packet dropped. Ret r ansn ssi on
149.78.154.69 |lhited Sates |147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 6
66.249.73.185 |lnited Sates |147.237.77.216 |dover.idf.il Invalid segent retransnission. Streaning Engi ne: TCP Inval i d drop 6
Packet dropped. Ret r ansn ssi on
179. 210. 229. 162|Brazi | 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
23.97.209.164 |Wnited Sates |147.237.0.17 nrillny- kosher-kravi . i df ?Z;ge”ansmt Wth different wndowlg, i top sequence nonitor |3
120. 203. 214. 221|Chi na 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 2
61.135.190.199 |China 147.237.0.200 |[mdu.idf.il Geo- | ocati on i nbound enforcenment |Geo- | ocati on enf or cenent drop 2
84.228. 16. 67 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
139.130. 177.17 |Australia 147.237.77. 216 |dover.idf.il Hrst packet isn't SYN drop drop 2
37.26. 148. 253 | srael 147.237.77. 176 [nat pash. i df .i | Frst packet isn't SN drop drop 2
157.55.39.191 |Wited Sates |147.237.77.216 |dover.idf.il Invalid segent retransnission. Streaning Engi ne: TCP Inval i d drop 2
Packet dropped. Ret r ansn ssi on
54.72.73.168 Lhited Sates |147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 2
23.97.209.164 |tited Sates |147.237.0.17 nrillny- kosher-kravi . i df ?Z;ge”ansmt wth different wndowlo. i tp sequence alert 2
157. 55. 39. 6 Wited Sates |147.237.72. 166 |aka.idf. il nval i d segnent retransmssi on. Streamng Engi ne: TP Invalid dr op 2
Packet dropped. Ret r ansni ssi on
66.249.78.160 |lited Sates |147.237.72. 166 |aka idf.il Invalid segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 2
Packet dropped. Ret r ansni ssi on
49.180. 158. 198 |Australia 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 2
184. 105. 247. 227|\hited Sates |147.237.76. 148 |ggcenter.aka.idf.il drop drop 1
52.16.5.197 Lhited Sates |147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 1
178. 19.107. 114 |Pol and 147.237.76. 200 |ei tan. aka.i df .i | drop drop 1
65. 55. 212. 95 Lhited Sates |147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 1
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Hrst packet isn't SN drop drop 1
84.229.107. 161 |lsrael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
178.19.107. 114 |Pol and 147.237.77.61 |e.cogat.idf.il Geo- | ocati on i nbound enforcenent |Geo- | ocati on enf or cenent drop 1
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 1
213.57.253.219 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
95.173. 190. 4 Tur key 147.237.76.44 |e.refuah.idf.il Geo- | ocati on i nbound enforcenent |Geo- Il ocati on enf or cenent drop 1
54.186.248.49 |lhited Sates |147.237.77.216|dover.idf.il Fai | ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1
178.19. 107. 114 |Pol and 147.237.77. 178 |e.natpash. i df .i | Geo- | ocati on i nbound enforcenent |Geo-| ocati on enf or cenent dr op 1
178.19.107. 114 |Pol and 147.237. 76. 198 |e. yohal an.i df .i | Geo- | ocati on i nbound enforcenent |Geo- | ocati on enf or cenent drop 1
95.173. 190. 4 Tur key 147.237.76.196|e.sviva.idf.il Geo- | ocati on i nbound enforcenent |Geo-| ocati on enf or cenent drop 1
61. 135. 190. 69 Chi na 147.237.0. 33 idf.il drop drop 1
157.55.39.139 |lhited Sates |147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 1
84.109. 138. 188 |l srael 147.237.77. 216 |dover.idf.il Hrst packet isn't SN drop drop 1
49.199. 39. 72 Australia 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 1
178.19.107. 114 |Pol and 147.237. 76. 199 |e. nakchal .i df .i | Geo- | ocati on i nbound enforcenent |Geo- | ocati on enf or cenent drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

Qount ry Target Address |dte Action ‘Count
52. 6.169. 50 ;h;:eeg 147.237.77. 216 |dover.idf.il DO stributed Suspi ci ous Response Code Bl ock 3
72.9.148. 10 ;h;:(f: 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/994-8613- he/ navy. aspx. aspx |B ock 3
157. 55. 39. 162 ;h;:eeg 147.237.72. 166 |aka. i df .i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 3
66. 249. 73. 193 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 73. 193 B ock 2
157.55. 39. 191 gq;::\: 147.237.77. 216 |dover.idf.il Ml tipl e Whaut horized URL Access from 157. 55. 39. 191 B ock 2
. . Uhaut hori zed URL Access to
66.249. 78. 111 |l srael 147.237.72. 166 |aka. i df .i | 147. 237.72. 166/ mai / gi yus/ gi yus/ gener al . aspx B ock 1
176. 12. 150. 175 |1 srael 147. 237. 72. 166 |aka i of . i | Distributed Lhaut hori zed URL Access on Bock |1
waw aka. i df . i1/ /nmai n/ har edi miwebr esour ce. axd
66. 249. 64. 219 |l srael 147.237. 77. 226 |wwn chanat z. aka. i df . i1 |Unaut hori zed URL Access to 147.237.77. 226/ 938- he/ hanaz. aspx Bl ock 1
Lhi ted R D stributed Uhauthori zed URL Access on
157. 55. 39. 136 Qates 147.237.77. 216 |dover.idf.il v i df.i1//at al 1/ zkor/ vi ew text . asp B ock 1
66. 249. 79. 100 |lsrael 147.237.77. 233 |ata .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1482- he/ at al . aspx B ock 1
192. 187.110. 98 ;h;:eeg 147.237.77. 176 |nat pash.idf . il Unaut hori zed URL Access to testpl. piwo. pila. pl/testproxy. php Bl ock 1
157. 55. 39. 191 ;h;:(f: 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
46.19.86.23  |Israel 147.237. 72. 166 |aka. i df .| Distributed Lhauthorized URL Access on Bock |1
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd
157.55.39.6 ;h;:(f: 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 78. 160 |l srael 147.237. 72. 166 |aka. i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
66. 249. 65. 70 | srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/forumasp/ showf or um asp Bl ock 1
R Unaut hori zed URL Access to
178. 255. 215. 87 |France 147. 237. 7. 216 |dover. i cf .1 waw i df . i 1/ 1133- 19883- he/ kkkkkkk=f a4e71f 5kkkkkkk_f a4e71f 5 Hock |t
157. 55. 39. 137 ;q;::g 147.237. 72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66.249. 79. 113 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 894- he/ at al . aspx B ock 1
66. 249. 73. 201 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 73. 201 B ock 1
207. 46. 13. 26 gq;::\: 147.237.72. 166 |aka. i df .il Ml ti pl e Unaut hori zed URL Access from 207. 46. 13. 26 B ock 1
157.55.39.7 ;hla::s 147.237.72. 166 |aka. i df . il Ml ti pl e Whaut hori zed URL Access from 157.55.39.7 B ock 1
s Unaut hori zed URL Access to
66.249.78. 204 || srael 147.237.77. 176 |nat pash. i df . i W cogat . i df . i |/ coordi nati ongaza/ news_gaza/ pages/ t oni bl ai r. aspx Bl ock !
66. 249. 65. 73 | srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw havy. i df . il /navy/ navy/t er ns. aspx B ock 1
180. 76. 5. 66 Chi na 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to www i df . il /honef ront/hebrew ns-wel cone. st m|B ock 1
23.97. 209. 164 ;h'a:g: 147.237.0.17  [PKOS KA o4 it e Unaut hori zed AL Access on 147.237.0.171) Bock |1
157. 55. 39. 137 ;h;:eeg 147.237.72. 166 |aka.idf.il Ml tiple Whauthorized URL Access from 157. 55. 39. 137 Bl ock 1
68. 180. 228. 30 ;h;:(j: 147.237.72. 156 |anan.idf .il Lhaut hori zed URL Access to list.ips.gov.il/ B ock 1
207. 46. 13. 26 ;h;:eeg 147.237.72. 166 |aka. i df .i | Unaut hori zed URL Access to waww aka.idf.il/niluinitenplates/ B ock 1
66. 249. 75. 26 | srael 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ gener al . aspx B ock 1
Lhi ted Unaut hori zed URL Access to ww idf.il/21133-17275- he/ x—x™xge x”
157.55. 39. 191 147.237.77. 216 |dover.idf.il X?XexXexTMx™  XxAXEXE XOXEXeXO XZX"X" xex8 XTX" xex™ Xx'x" x| xe B ock 1
Sates v oo , com . e ~
XEX” xX3 X XXX x@XMx" XTM x"x” x§X"xex2 aspx
54. 186. 248. 49 ;h;:(i: 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw idf.il/1294-he/ wan idf.il B ock 1
157. 55. 39. 66 ;h;:eeg 147.237.77. 216 |dover.idf.il Unhaut hori zed URL Access to waw i df.il/hebrew organi zati on/ si gnal s/ atar/ Bl ock 1
66. 249. 78. 234 |l srael 147.237.72. 166 |aka.idf .il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66. 249. 65. 230 |l srael 147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ 1133- 18775- he/ dover . aspx |B ock 1
192. 187.110. 98 ;q;::g 147.237.77.19 [lawforumidf.il Uhaut hori zed URL Access to testp2. czar. bi el ana. pl /t est proxy. php B ock 1
157. 55. 39. 151 ;1;::2 147.237.72. 166 |aka. i df . il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
38.99. 97. 47 ;q;::g 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code Bl ock 1
66. 249. 78. 104 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
157. 55. 39. 227 ;h;:(f: 147.237.77. 176 |nat pash. i df .i| Uhaut hori zed URL Access to www cogat.idf.il/tenpl at es/ honepage/ B ock 1
61. 135.190. 70 |Chi na 147.237.0.19 nadi matal .idf.il Uhaut hori zed URL Access to 147.237.0. 19/ Bl ock 1
157.55. 39. 136 ;hla::s 147.237.72. 166 |aka. i df .il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 78. 248 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ B ock 1
S Unaut hori zed URL Access to
66.249.73. 185 || srael 147.237.77. 216 |dover. i df .1 wawv, i df . i |/ hebr ew announcenent s/ 2002/ novenber/ 16. st m B ock !
192.187.110. 98 ;1;::2 147.237.77.74 |lawidf.il Unaut hori zed URL Access to testp3. pospr.waw pl/test proxy. php B ock 1
46.19.85.158 |Israel 147. 237. 72. 166 |aka. i df .| Distributed Lhauthorized URL Access on Bock |1
waw aka. i df . i | // mai n/ rabanut / webr esour ce. axd
72.74.213. 148 ;1;::2 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
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