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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Device Action  |Count |
37.142.210. 19 | srael 147.237. 72. 167 ishurimaka.idf.il Anonal y- TLS-renegoti ati on-Qd i dest - r eset 576

66. 249. 67. 172 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 85
84.110. 109. 241 | srael 147.237.77. 216 dover.idf.il Anonal y- TLS-renegot i ation-A i dest - r eset 72
46.19. 86. 136 | srael 147.237.77. 216 dover.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 68
220.181. 108. 88 Chi na 147.237.76. 86 navy.idf.il TCP handshake viol ation, first packet not syn drop 15

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 6
194.177.16. 3 | srael 147.237.76. 31 nakchal .idf.il Bl ock Udp All _Nets drop 1
68.116. 5. 134 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il Bl ock Udp Al _Nets drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker (buntry|Target Addr ess |Ste |Nama |Davi ce Action|Count|
180. 76. 5. 193 Chi na 147.237.77. 216 |dover.idf.il DVRep_P- N 40- 59 Permt 134
128.242.249. 12 |lLhited Sates 147.237. 77. 216 |dover.idf.il DVRep_P- N_40- 59 Permt 22
46.116. 210. 130 |l srael 147.237.77.216 |dover.idf.il 7120; TP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 4
195. 142. 179. 50 |Tur key 147.237.77. 170 |n@arachot .idf .i| 12373: HITP. WrdPress adnin Logi n B ock 4
73.46.239. 4 Lhited Sates 147.237.77.74 |lawidf.il Q008: HITP: Xenu User Agent Bl ock 1
71. 6. 165. 200 Lhited Sates 147.237.76.39 |nobile neitav.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.30 |hinush.idf.il DVRep_B-N 60_100 B ock 1
72.1.242.79 Lhited Sates 147.237.76.34 |yohalan.idf.il DVRep_P- N _40- 59 Permt 1
66. 240. 192. 138 |Lhited Sates 147.237.76.30 |hinush.idf.il DVRep B-N 60_100 B ock 1
82.166.118. 168 |l srael 147.237.0. 34 tikshuv.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
71.6.165. 200 Lhited Sates 147.237.76. 200 [eitan. aka.i df .i| DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.74 |lawidf.il DVRep_B-N 60_100 B ock 1
72.1.242.79 Lhited Sates 147.237.76.38 |e.e.neitav.idf.il DVRep_P- N _40- 59 Permt 1
66. 240. 192. 138 |Lhited Sates 147. 237. 76. 147 |chinuch. aka. i df . il DVRep_B-N 60_100 Bl ock 1
71.6.167.142 Lhited Sates 147.237.0. 33 idf.il DVRep B-N 60_100 B ock 1
46. 166. 186. 237 |Net her| ands 147.237.76.196 |e.sviva.idf.il DVRep B-N 60 100 B ock 1
198.20.70.114 |lhited Sates 147.237.8.27 |e.nadimatal.idf.il DVRep_B-N 60_100 B ock 1
72.1.242.79 Lhited Sates 147.237.76.42 |refuah.idf.il DVRep_P- N 40- 59 Permt 1
66. 240. 192. 138 |Lhited Sates 147.237.77. 212 |e. dover.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.196 |e.sviva.idf.il DVRep_B-N 60_100 Bl ock 1
66. 240. 192. 138 |Lhited Sates 147.237.0. 17 mny- kosher-kravi.idf.il |DVRep_B-N 60 100 Bl ock 1
198.20.70.114 |lhited Sates 147.237.8.46  |e.chinuch.idf.il DVRep B-N 60 100 B ock 1
72.1.242.79 Lhited Sates 147.237.76. 177 [ncore.idf.il DVRep_P- N 40- 59 Pernit 1
66. 240. 192. 138 |Lhited Sates 147.237. 77. 226 |ww chanat z. aka. i df .il |DVRep_B-N 60 100 B ock 1
72.1.242.79 Lhited Sates 147.237.76.30 |hinush.idf.il DVRep_P- N _40- 59 Permt 1
66. 240. 192. 138 |Lhited Sates 147.237. 8. 46 e. chinuch.idf.il DVRep_B-N 60_100 Bl ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |ste | Name |count |
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
79.176.63. 1 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il ET SCAN NVAP -sA (2) 2
202.112.113. 26 Chi na 147.237. 8. 28 e. nobil e-ks.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.8.14 e.orchot.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
110. 55.118. 159 Phi | i ppi nes 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237.0. 19 nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
202.112.113. 26 Chi na 147.237. 8. 24 elifestyle.idf.il ET SCAN Potential SSH Scan 1
72.1.242.79 Lhited Sates 147.237.76. 177 ncore.idf.il GPL SCAN super scan echo 1
72.1.242.79 Lhited Sates 147.237. 76. 38 eeneitav.idf.il GPL SCAN super scan echo 1
175. 136. 197. 37 Ml aysi a 147.237.76. 30 hi nush.idf.il ET SCAN NVAP -sS w ndow 4096 1
72.1.242.79 Lhited Sates 147.237. 76. 30 hi nush. i df .i | GPL SCAN super scan echo 1
221.235. 189. 244 Chi na 147.237.77.178 e. nat pash. i df .il ET SCAN Potential SSH Scan 1
175. 136. 197. 37 Ml aysi a 147.237.76. 30 hi nush. i df .i | ET SCAN NVAP -f -sS 1
61. 240. 144. 67 Chi na 147.237.0. 16 ny- kosher-kravi . i df .il ET SCAN Potential VNC Scan 5800- 5820 1
221.235. 189. 244 Chi na 147.237.76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
175. 136. 197. 37 Ml aysi a 147.237.72. 166 aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237.77. 216 dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
221.235. 189. 244 Chi na 147.237.76. 31 nakchal .idf.il ET SCAN Potential SSH Scan 1
116. 121. 137.2 Korea, Republic of 147.237. 76. 38 e.eneitav.idf.il ET SCAN Potential SSH Scan 1
221.235. 189. 244 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.76. 202 e halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
113. 59. 33. 61 Chi na 147.237.76. 177 ncore.idf.il ET SCAN NVAP -sS w ndow 2048 1
202.112.113. 26 Chi na 147.237. 8. 46 e.chinuch.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.8. 24 elifestyle.idf.il ET SCAN NVAP -sS w ndow 1024 1
110. 55. 118. 159 Phi | i ppi nes 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS w ndow 4096 1
61. 240. 144. 64 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
202.112. 113. 26 Chi na 147.237. 8. 27 e.nadi matal .idf.il ET SCAN Potential SSH Scan 1
202.112. 113. 26 Chi na 147.237.8.14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
72.1.242.79 Lhited Sates 147. 237. 76. 42 refuah.idf.il GPL SCAN super scan echo 1
178.19.107. 114 Pol and 147.237.77. 226 wan chamat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
72.1.242.79 Lhited Sates 147.237.76. 34 yohal an.idf.il GPL SCAN super scan echo 1
221.235. 189. 244 Chi na 147.237.77. 216 dover.idf.il ET SCAN Potential SSH Scan 1
175. 136. 197. 37 Ml aysi a 147.237.76. 30 hi nush. i df .i | ET SCAN NVAP -sS w ndow 2048 1
221.235.189. 244 Chi na 147.237.77. 121 e.navy.idf.il ET SCAN Potential SSH Scan 1
175. 136. 197. 37 Ml aysi a 147.237.72. 166 aka.idf.il ET SCAN NVAP -sS w ndow 3072 1
61. 240. 144. 66 Chi na 147.237.0. 15 kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 1024 1
221.235. 189. 244 Chi na 147.237.76. 200 eitan. aka.idf.il ET SCAN Potential SSH Scan 1
116. 121. 137.2 Korea, Republic of 147.237. 76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
221.235. 189. 244 Chi na 147.237.72. 14 dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.77.61 e.cogat.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
116.121.137.2 Korea, Republic of 147.237. 76. 30 hi nush. i df .i | ET SCAN Potential SSH Scan 1
221.235.189. 244 Chi na 147.237.0.17 m ny- kosher - kravi . i df.i | ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.8. 27 e.nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
113.59. 33. 61 Chi na 147.237.76. 177 ncore.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘S te ‘Massage
2.54.167. 11 | srael 147.237.77. 216 |dover.idf .il FHrst packet isn't SN drop drop 122
84.228.235.201 |lsrael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 98
194. 150. 168. 95 |Ger many 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 42
85.250.211. 171 |Israel 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 31
80. 230. 20. 200 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 27
77.126. 6. 229 | srael 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 22
66.249.78.173 |uwited Sates 147.237.77. 216 |dover.iof i1 |Lvalld segnent retransmssi on. Streaning Engi ne: TGP Inval i d drop 20
Packet dropped. Ret r ansni ssi on
66.249.78.159 |Wnited Sates 147.237.77. 216 |dover.idf i1 |.7valld segnent retransmssi on. Streaning Engi ne: TGP Inval i d drop 18
Packet dropped. Ret r ansm ssi on
66.249.78.166 |ited Sates 147.237.77. 216 |dover.iof i1 [L"valld segnent retransmssi on. Streaning Engi ne: TGP Inval i d drop 16
Packet dropped. Ret r ansni ssi on
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 15
52.16.5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 15
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 14
5. 255.253. 124 |Russi an Federation 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 12
157.55.39.136 |lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 10
80. 246.133.80 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 10
s Inval i d segnent retransnission. Sreamn ine: TGP Invalid
220. 255. 1. 135 S ngapor e 147.237.77. 216 |dover.idf.il Packet drec?pped. Ret ransn?s?%n drop 9
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 9
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 8
94.230. 86.212 |lsrael 147.237.77. 216 |dover.idf.il I nval id ACK nunber Bad TCP sequence noni t or 8
46.19. 86. 210 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 8
66.249.64.178 |Uited Sates 147.237.77. 216 |dover. i of i1 |Vl 1d segment retransmssion. Streamng Engine: TP Invalid drop 8
Packet dropped. Ret r ansni ssi on
46.116. 170. 234 |l srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 7
46. 19. 85. 101 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 7
79.178.130. 77 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
79.182.56. 130 | srael 147.237.76.86 |navy.idf.il Frst packet isn't SN drop drop 6
46.120.210. 10 |Israel 147.237.76.86 |navy.idf.il I nval i d ACK nunber Bad TCP sequence alert 6
84.95.57.179 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 6
46. 120. 210. 10 | srael 147.237.76.86 |navy.idf.il Inval id ACK nunber Bad TCP sequence noni t or 6
108.204.28.72 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 6
s Inval i d segnent retransnission. Sreamn ine: TGP Invalid
220.255.1. 77 S ngapor e 147.237.77. 216 |dover.idf.il Packet drec?pped. Ret ransn?s?%n drop 6
46.19. 86. 210 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 5
87.68. 87.188 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 5
157.55.39.204 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 5
157.55.39.191 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
173. 63. 189. 80 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
82. 205. 70. 214 gjceusgi':('ja” Tertitory, 1147 237.77. 216 |dover.idf.il  |First packet ism't SWN dr op dr op 4
213. 244.119. 129 glcisgi'géa” Territory, 1947 237.77. 216 |dover.idf.il  |Arst packet isnt SW drop drop 4
46.19.85.0 | srael 147.237.77. 216 |dover.idf .il FHrst packet isn't SN drop drop 4
31.168. 164. 114 |lsrael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4
212.199. 182. 150|! srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 4
66. 249. 64. 178 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
37.18.51. 73 Russi an Federation 147.237.8.24 |e.lifestyle.idf|Geo- | ocation i nbound enforcenent |Geo-1ocation enf or cenent drop 4
157. 55. 39. 66 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
46. 120. 210. 10 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4
79.183.59. 134 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4
46. 19. 85. 23 | srael 147.237.72. 166 |aka.idf .i | I nval id ACK nunber Bad TCP sequence noni t or 3
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
157.55.39.139 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
50. 139. 255. 137 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
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|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Target Address |Jte ; ‘Count
Country Action
46.117. 112. 247 |l srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary Bl ock 6
Unaut hori zed URL Access to
109. 253. 147. 136l srael 147.237.72. 166 |aka. i df . il wwn aka. i df . i |/ sites/resources/ chi nuch/ styl es/i nport/bottonmavi gaton. a |B ock 3
Sp
207. 46. 13. 26 Lhited Sates |147. 237. 72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary Bl ock 3
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 173 Bl ock 2
162.243.81. 121 |lLhited Sates |147.237. 77. 176 |natpash.i df .i | Ml ti pl e Uhaut hori zed URL Access from 162. 243. 81. 121 B ock 2
; S Unhaut hori zed URL Access to
157.55.39.6 United States |147.237.72. 166 |aka.idf. il ww aka. i df . i | /shal i shut/sitelresources/ control s/ general . aspx Bl ock !
] . . Unaut hori zed URL Access to
68.180.229.51  [Uhited Sates |147.237.77. 216 |dover. idf. il waw i df . i |/ engl i sh/ announcenent s/ 2000/ sept enber/ 21. st m B ock !
157.55.39.137 |lhited Sates |147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
84.109. 194, 182 |Israel 147.237.72. 166 |aka.i df .il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
66. 249. 78. 234 |l srael 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |B ock 1
] s Unaut hori zed URL Access to
162.243.81. 121 |United Sates |147.237.77. 176 |nat pash. i df . i1 v cogat . i df . i1/tenpl at es/ shar ed/ user cont r ol s/ header upper / B ock !
2.54.20.116 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
157.55.39. 7 Lhited Sates |147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
74.82.47.3 Lhited Sates |147. 237. 77. 243 |nobil e.idf .il Unaut hori zed URL Access to 147.237.77. 243/ Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 173 | srael 147.237.77. 216 |dover.idf.il v i df i |/ engl i SV or gani zat i on/ foi a/ foi . stm Bl ock 1
157.55.39.162 |Lhited Sates |147.237. 72. 166 |aka.idf.i D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66. 249. 78. 240 | srael 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ sachar/ kl al i . aspx Bl ock 1
2.54. 63.55 I srael 147.237.72. 166 |aka. i df . i1 Wnaut hori zed URL Access to Bl ock 1
wan aka. i df . i |/ mai n/ rabanut / webr esour ce. axd
157. 55. 39. 66 Lhited Sates |147.237. 77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 157. 55. 39. 66 B ock 1
79.181. 167. 38 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
66.249. 64. 178 |Israel 147. 237. 77. 216 |dover. i df . Wnaut hori zed URL Access to . B ock 1
ww i df . i1 /tenpl at es/tenpl at econt rol s/ newsf | ash/ waw ynet . co. i |
: s Unknown Par aneter pageNumin
157.55.39.162 |lhited Sates |147.237.72. 166 |aka.idf.il s aka. i of . i 1 /1 ormdi rd f or urd asp/ showf or um asp None 1
144. 76. 62. 165 |Ger many 147.237.72. 166 |aka.idf .il Unknown Paraneter tmin ww aka.idf.il/nain/giyus/ None 1
66. 249. 78. 254 | srael 147.237. 72. 166 |aka.i df .i | Uhaut hori zed URL Access to waw aka.idf.il/ni Bl ock 1
R URL is Above Root Orectory
5.135.158.101  [France 147.237.77.216 |dover. i df . v i df.il/../shared/clientscripts/jquery/jquery-1.4.2.mn.js B ock !
157.55.39. 136 |Lhited Sates |147.237. 72. 166 |aka.idf.i | Lhaut hori zed LR Access to aka.idf.il/patzar B ock 1
80. 246. 130. 237 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
66. 249. 78. 73 | srael 147.237. 77. 226 |wwn chamat z. aka. i df . i | |Unaut hori zed URL Access to 147.237.77. 226/ 938- he/ hamaz. aspx Bl ock 1
157. 55. 39. 204 Uited Sates 1147 237. 77. 216 ldover i df i1 Uhaut hori zgd URL Access to waw idf.il/21086-13341-en/ dover. aspx 8 ock 1
forcerecraw: 0
157.55. 39. 6 Lhited Sates |147.237. 72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
68. 180.228. 173 |lhited Sates |147.237.77. 176 |nat pash.idf.il Uhaut hori zed URL Access to ww cogat . i df.il/894-en/ nat pash. aspx Bl ock 1
5.241.77. 83 Sweden 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to /tnunbl ock. cgi B ock 1
157.55.39.136 |lhited Sates |147.237.72. 166 |aka.idf.il Uhknown Paraneter sig2 in ww aka.idf.il/nain/giyus/general . aspx None 1
D stributed Uhauthori zed URL Access on
80. 246. 133. 96 | srael 147.237.72. 166 |aka. i df . il wwn aka. i df . i | //sites/resources/ chi nuch/ styl es/i nport/bottommavi gaton. |B ock 1
asp
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